When the Source List Has Classified Items (Storyboard)

Source List

TOP SECRET,

1. [{U)DHS Security Classification
Guide, Sep 12, 2008,
(U) "Classification Actions”

2. ({U)FEMA Director of Security
mo , Jan 19, 2007,
“Secure Facilities”, item
4.
3. ((U) CBP Intelligence Division
Document,
(U) "Threats to Our Borders”, Oct
6,2008
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You must be careful if one
of the source documents is
classified at a higher level
than the document you are
creating. In this example,
we have a Top Secret title.
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TOP SECRET

1. [{U)DHS Security Classification
Guide, Sep 12, 2008,
(U) "Classification Actions”

2. ((U)FEMA Director of Security

mo . Jan 19, 2007,
@"Sscure Facilities”, item
-4

3. ((U) CBP Intelligence Division
Document,
(U) "Threats to Our Borders”, Oct
86,2008
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Although only one source is
classified as Top Secret, we
page mark the source list
as Top Secret.

Source List

TOP SECRET,

1. [{U)DHS Security Classification
Guide, Sep 12, 2008,
(U) "Classification Actions”

2. ({(U)FEMA Director of Security
mo , Jan 19, 2007,
“Secure Facilities”, item
4.
3. ((U) CBP Intelligence Division
Document,
(U) "Threats to Our Borders”, Oct
6,2008
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However, in our document,
we are only using
information at the Secret
level.
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4 @ P When the marked source
1. ((V)DHS Security Classification @ - listis attached, the
Guide, Sep 12, 2008, i document becomes Top
(V) fClassification Actions”
Secret.
2. ((uyFEMA Director of Security
memo , Jan 19, 2007, -
“Secure Facilities”, item Ciassitag By Di Toor, sran hie
3. u ICE’;P Intelligence Division ) )
EJUO)C"L‘ll'nl:nlf;atfs to Our Borders”, Oct D%‘Zt}idm
6, 2008 ' —
@
5 Source List We can add a note to
downgrade the document
TOPSECRET
to Secret when separated
“Downgrade to
SECRET from the Top Secret
when separated attachment.
from
TOP SECRET
attachment”
Document
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5 Source List To prevent this problem,
Cunclassified) the Information Security

1. {U)DHS Security Classification
Guide, Sep 12, 2008,
(U) *Classification Actions”

2. (U)FEMA Director of Security
memo , Jan 19, 2007,
(U) Unigue identifier

3. (U) CBP Intelligence Division
Document,
(U) “Threats to Our Borders”, Oct
6, 2008

Unclassified

SECRET

SECRET

Document
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Oversight Office (1SO0)
allows an unclassified
unique identifier that will
only allow that document
to be identified.
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6 Source List

Attach to each copy '
of your derivatively
classified document

SECRET

When Subject is classified
at a higher level than your
new derivatively classified
document, it may directly SECRET
impact the sharing of the
information if you can't use
an unique identifier

Document
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Many documents have a
type of unclassified
control number that can
be substituted for the
classified subject. Using an
unclassified unique
identifier allows
information to be
classified at a lower lever
and promotes information
sharing.




