AgLearn Job Aid October 18, 2007

Completing Your USDA Privacy Basics FY08 Training

The Please Read Me First section provides the procedural steps to follow to complete your USDA Privacy
Basics FY08 training. Please note that you must view each page and pass the course test with a mastery score
of 80% or better to successfully complete this course. You can retake the exam as often as necessary to
achieve the mastery score, but do not need to review each page again.

Mac and VISTA users: If you have difficulty and cannot complete the Privacy Basics course(s) contact
your Agency ISSPM for a paper copy. If you do not know your ISSPM, contact USDA OCIO Cyber
Security at: cyber.communication@usda.gov or call (202) 690-0048.

Step  Activity View
1. Click the Print icon to print a copy _
of these instructions. HE;J Erint
2. Close the job aid window.
3. Click Return to Content
Structure.

4. The next section becomes

available to you. Click Ag Learn PC  The sub-objects need to be completed in sequential order
Check Tool.

Note: The AgLearn PC Check Tool will his wil e instructi how o launch and lete the FY08
test your computer settings to ensure Privacy Basics Course. T o nen and comerete he
they are appropriately set to launch the Aglearn PC Check To

course. This will test yvour cnmi ;er settings to ensure they are appropriately
zet to launch the FY08 Mandated Course.

Privacy Module

This course provides general knowledge and backaround of the Privacy
of information, particularly Personally Identifiable Information (PII),
explains its profound importance, autharity, procedures and reporting
requirements. protection of personal infoarmation privacy. Therefare,
for the purposes of privacy is defined as the ability to control the
collection, use, and dissemination of personal information. This
infarmation includes information personal information about both
federal employees and private citizens. course are to teach how to:
from intrusion private. privacy of an individual's personal information
procedures designed to maintain that privacy privacy laws followed.
The duration of this course is 1.48 Hours.

[ Please Read Me First

5 The system may take a few T it bl b [ e il -l
seconds to respond as it completes e s St i e e et
testing. When done, a table Target platform must be Wi 3; (Windows 95,95.NT, 2000 or XF)

‘problem and retry test before attemping suppled bessons.
**Please contact your Agency's [T Suppoet for belp  your result is red.

appears. Each test run is indicated v msbe e s 60 Neveape 620 b

**Phease contact your Agency's [T Support for help € your result is red

in the left column with results e
indicated on the right. Srserpt st e nbled

Cackies st be ensbled
Sereen resoksion must be set to S00v600 or greater (1024 x 768 is recommended)

Important: If any of the tests fail, S i e

contact your local pc support staff M ot b S |30 D6 cr | ey ot bt e i
to make the required configuration e
changes before proceeding.

ExpectMare! €7 Agteam:
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6. Close the System Check tool
window.
7. Click Return to Content
Structure.
8. Click Privacy Module. Online Content Structure
The sub-objects need to be completed in sequential order
[ Flease Read Me First
This will provide instructions on how to launch and complete the FYog
Privacy Basics Course.
@ Aglearn PC Check Tool
This will test your computer settings to ensure they are appropriately
=et to launch the FY08 Mandated CSAT Course.
Privacy Modul
This course pﬂ }des general knowledge and backaground of the Privacy
of information, particularly Personally Identifiable Information (PII),
explains its profound importance, authority, procedures and reporting
requirements. protection of personal information privacy. Therefore,
for the purposes of privacy i= defined as the ability to control the
collection, use, and dissemination of personal information. This
information includes information personal information about both
9. A window appears, asking you to
. . THOVISON
be patient while the course loads. > "
NETg

You have just launched content from the Privacy Awareness Training course.

It may take 1-3 minutes or more for the initial files to load, depending on the speed of vour connection
and the amount of memory in your computer.

This is completely normal Please keep the browser open. Thank you!

THOVISON
—+— ™
NETg
10. You may be prompted to verify the x|
appllcatlon S dlgltal signature. If so, The application's digital signature has been verified. «
CheCk AIWayS trust content from Do you want to run the application? E_?
this publisher, then click Run.
MName: InkerMETQ2
Publisher: Thomson Learning, Inc
From: http:fjcontent. aglearn.usda.gov
v &lways trust conkent From this publisher ;
Run Cancel
6 The digital signature has been validated by a trusted source, Mare Information..
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11. Click Start Tutorial — Using This
Course to view a short tutorial
about how to navigate through the

October 18, 2007

Start-up Options

course.
Privacy Awareness Training
‘Starl Tutorial - 'Using This Course'
|Start the Course
Assess My Knowledge
Fast Trackio a Topic
12. Once you've reviewed the

instructions, close the tutorial

J File  Edit View Favorites Tools  Help

|

window to return to the course

Deack - L) - [x <1 I ) Search e Favarites ;
Q ©- ¥ 2 JJ|/~ S o

EC.Z'

@»

3

menu. JSearch the Web I l Search |'| Address @ http:,l’,l’ccj Go
JLinks @ Participate | =) Mare @ AMEY @ Time @ 401k @ Aglearn @ Chase

3

Starting the Course (step 1 of 6)

Menu.

Options on the Start-up screen include:

13. Click Start the Course. THOMSON
————

NETg

YWelcome to NETg Learning Studio. It is designed to make learming easy and allow
you to customize your learning experience to mest your needs.

Although the topics in this tutorial are presented under the assumption that you
are using a mouse, you can also use the keyboard to navigate the course.

The Start-up Options screen presents a simple menu of options that you can click
to access MNETg Learning Studio features. This screen appears when you first
launch the course or can be accessed from any other course view using the main

Start-up Options

Privacy Awareness Training

-

|Start Tutorial - 'Using This Course'

‘Stad the Course

D

Assess My Knowledge

Fast Track to a Topic
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14.

15.

16.

17.

Click the Next arrow to move
through the course page.

Note: As you finish each module, a
new one will be announced. Continue
to press the next arrow until you reach
the end of the course.

To check your progress at any time ¢ EE s TETE TR PET T

throughout the course, click Menu,
View Course Map.

Click the + next to course areas to
expand the listing and view all
lesson and topic details.

Note: A Solid green circle indicates
the section has been completed, a
partially filled circle indicates some
sections still need to be completed. A
check mark indicates that the section
has been tested and mastered. An
empty green circle indicates the
section has not yet been started.

To jump to any area of the course,
select the section and click
START.

Menu ~ Help = Exit ‘1"

October 18, 2007
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Assess My Knowledge
Wiewy My Learning Track
Wiew by Results

Privacy Awareness Training

f Menu

Taopic Index

Fast Track to a Topic

Privacy Awareness Training

= @Course Startup
— = @Skill Builder Introduction

#How to Take a Skill Builder Courge
— % @Course Overview

= @Privacy Suvareness

®Preassessment 1 - Privacy Awareness
—ﬁ Privacy Definitions

— Statutory Requirements

— % ¥Lnintentional Wiolations

% ¥YGuidelines for Releasing Information
% ¥ Summary

®Pozt Azzessment 1 - Privacy Awareness

& ¥ Guidelines for Releasing Information

=N Summary  EELGE
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18.

19.

20.

21.

22.

When you have completed the last
section of the course, you are
presented with this page. Click the
Next arrow to move to the
Assessment page.

Click Start Assessment.

Click the correct answer, and then
click the Submit arrow to receive
feedback about your answer.

Click the Next Question arrow to
move on to the next assessment
question.

Click the View My Results tab to
view your overall assessment
score. You will need an overall
score of at least 80% to complete
the course successfully. You can
retake the assessment as often as
necessary to achieve that score.

Congratulations!
You have completed the Privacy Awareness Training course.
Please proceed to the Post Assessment Exam to test your knowledge.

Assessment Introduction m

Instructions

Each unit of this course contains a P and a Fost The P
taken onoe. The PostAssessment for each unit may be taken as many times asyou choose

FOINTS TO REMEMBER:

for each unit may only be

* Make sure you have enough time to the entire in one
Oneeyou have stattad an assessmant, if you decide to leave it for any reason, all unanawered quastions
will be maked as incorect.
* Follow instructions carefully.
In the assessment, you will be asked to complete 3 number of tasks. Althaugh there may be multiple ways to peform many af
these tashs, please complete each task exactly as specified in the question

- Only one attempt is allowed per task.

If you complete a task insomecthy, wou will not receive another spportunity to peform that specific tas.
- Skip tasks that you are unable to complete,

Ifyou are unable to complete a task, use the Next Step button to sip to the nesd tas:
- Feedback.

Atthe end of each question, you will receive feedback specific to that guestion. When you have completed the entire

assessment, you will receive both a total score and percentage corect.
StanAssessment I Cancel

@ Go to detailed instructions

[fl Privacy Awareness Training

Menu ~ Help ~

(One Choice) The most common privacy violations include:

m browsing or using personal information when not authorized to do so.

inativertent Unauthorized information sharing.

inadvertently creating a system of record.

E social engineering attacks from outside of the government, such as phishing.

Quastion 1 of & Hext Question B h

Wiew My Results

@

Click on a Unit or Unit title to see more details.

Privacy Awareness Training

Lnit Title
I Privacy Awareness 0%

Attempts  First  Current Best
100% 100%

Lnit ¥Weight
100% ‘

Print Results

Overall Score: 100
Mastery Score: 80

Cancel
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23.

24.

25.

26.

27.

28.

When you have completed the

course and achieved a mastery
score of at least 80%, click the

word Exit.

Click Yes to confirm your exit.

In Plateau, click Return to
Content Structure.

Observe that each of the three
content objects now has a
checkmark, indicating it is
complete.

To print your certificate, click
Learning History at the top of the

page.

Find your recently completed
USDA Privacy Basics FY08
Training and click the
corresponding Print Completion
Certificate button.

Privacy Awareness Training

NETg Learning Studio (Web) x|

Do you wish to exit’?

Yes Mo

Leturn to Content Structure

Online Content Structure

The sub-objects need to be completed in sequential order

[E; Please Read Me First
This will provide instructions on how to launch and complete the Fro8 Privacy Basics Course,
B AgLearn PC Check Toal

This will test your computer settings to ensure they are appropriately set ta launch the Froa
Mandated CSAT Course,

@ Privacy Module

This course provides general knowledge and background of the Privacy of information,
particularly Personally Identifiable Infarmation (PII), explains its profound importance,
autharity, procedures and reporting requirements. protection of persanal information privacy.
Therefare, for the purposes of privacy is defined as the ability to control the collection, use,
and dissemination of personal information, This information includes information personal
infarmation about both federal employees and private citizens, course are to teach how to:
from intrusion private, privacy of an individual's personal information procedures designed to
rnaintain that privacy privacy laws followed. The duration of this course is 1.48 Hours,

Learning Hia@ '

Learning History

the itermns that you have completed and the dates th
sert the st by the Title of the ibems or the Complets

shows you a summa

were completed.
wrnpl reling bl of the e, i the deens o b

. eens an the bat,

Completion Date -

rity Awareness Training FY 2008 10/1/2007 03:25 PM E5T Web Based Complete

etting Started with Word 2003 6/26/2007 11:33 PM EST Web Based Complete
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29. Click the printer icon in the upper
left hand corner or the window.
Your certificate will print to your
selected default printer.

Certificate of Completion
This cartifies that

Kathy T Fallow

Has successiully completed

USDA Privacy Basics FY08

Complated On F00 G207 05.34 PMEST

30. You have now completed your -
Privacy Basics Training for this v _ —
fiscal year. Congratulations! - Q\ _ .
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