Personal ldentity Verification Il (PIV-II)
Business Process
Policies and Procedures for
Employees

Prepared for

USDA
i

United States Department of Agriculture
Office of Security
300 7th Street SW, Washington DC 20024

Version 1.1

August 22, 2007



USDA
=

Personal Identity Verification Il (PI1V-11)
Business Processes, Policies, and Procedures for Version 1.1
Employees

Revision Information

Version Date Revision Notes
1.0 07/18/2007 Initial Draft by HSPD-12 Business Process Team
(1) Addition of Table 2; Definitions, (2) Grammatical and reformatting
edits, (3) Change “Enrollment Officer” to “Registrar”, (4) Change the
term “Issuer” to Activator/Issuer in the Enrollment, Issuance and
11 08/22/2007 Activation processes, (5) Format changes to figures and tables.

Changed GSA system to USAccess throughout document, (6)
Removal of “Sponsorship and Adjudication” from document title, (7)
Removal of Security Officer Revocation 7-4, (8) Change the term
“card” to “credential” where applicable.




USDA Personal Identity Verification Il (PIV-II)
—_— Business Processes, Policies, and Procedures for Version 1.1

—_f
= Employees

Table of Contents

Section 1 EXecutive SUMMaAIY ... 1
Section 2 INEFOAUCTION e 2
2.1 [T Tod (o | (0¥ [T PSSP 2
2.2 (D010 42 1=T | @ (o - a1 2= L1 [0 o SR 2
2.3 (D= {1 T T L PSPPSR 3
Section 3 PIV-Il Process OVEeIVIEW .......cooiiiiiiiiiieieeeecee 7
3.1 APPIICANT PrOCESS. ...eeeeiiieeee ittt ettt e e e e e st e e e e e e e abbnbe e e e e e e e e ennrebeees 7
3.1.1  PART I: COMMUNICALION ....uttiiiiiiiiiiitiiicee e e e e ettt e e e et e e e e e e e e s bbb e ee e e e e e e annneeeeas 9
3.1.2  PART I SPONSOISNIP ...ttt e e e e et e e e e e e e snnnee s 9
3.1.3  PART L ENrOlMENT .....veiiii ettt abbr e et e e s st e e e s nneeeeans 10
3.1.4  PART IV: AQIUAICALION ...eeeiiiiiiiieeeiiiie ettt e e sttt e sttt e catb e et ee s sntaeeessntaeeeesneeeeeans 10
3.1.5  PART VI ISSUBNCE. ....ciiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeaeeese b s eass e sne e e tees e e bn e bnensnnnennnbnnnnnne 11

3.2 HSPD-12 PIV-Il Process Overview in EMPOWHR .........coooiiiiiiiiiiiiiiece e 12
3.3 HSPD-12 PIV-II Process Overview in Payroll Personnel..........ccccccceeviiiiiiiiineee e, 13
Section 4 Role ADMINISIrator ... i 14
4.1 ROIE AMINISIIALOL.......eeiiiiieeii it e e e s e ee e e e e e e e e 15
Section 5 SPONSOISNIP ittt e e 17
5.1 Overview of Sponsorship of EMPIOYEES .. ..cciiueriiiiee it 18
5.2 EMPOWHR WOIKIIOWS ....cooeiiiiiiiiiiiiicc e cciteee et s o e s et e e e e e e setarae e e e e e e e e 19
5.2.1 First Time Sponsorship of New Employee in EMPOWHR ............ccccovvvieeiiiiiiinneen, 19
5.2.2 First-Time Sponsorship of Existing Employee in EmMpowHR.............cccccceevvviiiinnen, 21
5.2.3 Employee Information Change in EMPOWHR .......occcciiiiiiiiiiiiiicee e 23
5.2.4 Employment Status Change in EMPOWHR ... 24
5.2.5 Sponsorship Suspension EMPOWHR ..ot i 25
5.2.6  Sponsorship Termination in EMPOWHR oo e 26
5.2.7 Sponsorship Reactivation in EMPOWHR ..o 28
5.2.8 Employee Card Required Change in EmpowHR.............cccoiiiiiiiiieeee 29
5.2.9 Employee Other Information Change.in EMpowWHR ...........ccccccoiiiiiiiiiene e, 31

5.3 Payroll Personnel WOrkflOWS ............cooiiiiiiiiiii et e e e 33
5.3.1 Sponsorship of New Employee in Payroll Personnel ...........cccccoviveieiiiieeeiiiienens 33
5.3.2 Sponsorship of Existing Employee inPayroll Personnel.............ccccovvveeeeiiiiciinnnnn. 35
5.3.3 _Employee Information Change in Payroll Personnel..........cccccccovviciiiieenee i, 37
5.3.4  Employee Status Change in Payroll Personnel...........ccccooevveeeiiiiciiieine e, 38
5.3.5 Sponsorship Suspension.in Payroll Personnel............cocccviiieiiiiiei e 39
5.3.6.. Sponsorship Termination in Payroll Personnel.............cccccoviieiiiiiiiiiieec e 40
5.3.7 Sponsorship Reactivation in Payroll Personnel...........ccccccoiiiiiiiiiiiieeees 42
5.3.8 ' Employee “Card Required” Change in Payroll Personnel............cccoocciiiiiiniiinnen. 43
5.3.9 Employee Other Information Change in Payroll Personnel.............ccccocoeeiiiinenens 45

5.4 ReqUESE Card RE:ISSUANCE ........ccciiiiiie ittt 46
5.4.1 SponsorshipRe-ISSUANCE PrOCESS........c..cuiiiiiiiieiiiiiie e iiiiee et sieee e e e saaee e 47
Section 6 SPONSOIrShip POIICIES ... 49
6.1 SpPONSOr RESPONSIDIIILIES ...eevieeeiiiiiieiie e e s 49
6.2 ST ole] a1 To] g I = U1 a1 o Vo OO OT PP OUPPPRPPPPIN 49
6.2.1 Resources for INItIatiNng NACIS.........oiiiiiiii e 49
6.2.2  Training for 1.D. Validation ............cceiiiiiiiiiiiie e 49
6.2.4 USACCESS Web ApplicatioNTraining .........ooovvveeeieeeeeeiiiieieee e 50

6.3 To [T 1113V = (o o] 110 To TR RRPT R 50
6.3.1  Disqualifying INfOrMatioN ..........coooiiiiiiiiiiiii e 51
6.3.2 ID Card Examination and Validation.............cccceeiiiiiieeiiiiies e siee e sieee e 51
6.3.3 IDs Applicants Are Required to Present for LINCPASSES ........cccovvvcivveeeeeeeeeiiivnnenn, 51
6.3.4 1.D. Validation ChalleNQES ........ccciiiiiiiiiiiie e 51
6.3.5  ALEred SDL/OIDS ....ceeiiiiiiieiiiiiee ettt ettt sttt et e et e et e e et e e e nareee e 52



USDA Personal Identity Verification Il (PIV-II)

— Business Processes, Policies, and Procedures for Version 1.1
= Employees

6.3.6  Counterfeit SDL/OIDS ......ccciiiiiieiitiiee ettt sttt e et e e sbae e e e sbreeeeans 52
6.3.7  BOIrOWE SDL/OIDS ......eeiiiiiiiiie ittt sttt et e e s sbae e e e sbbeee e 53
6.3.8  1.D. Validation RESOUICES .......eeiiiiiiiiiiiiiiee ittt e sttt ee ettt e et e e st e e s sbae e e e sareeeeans 53

6.4 Background INVESHIGAtIONS ........coiiiiiiiieiieie e 54
6.5 SChEAUIING NACIS ...ttt e e s b ee e 56
Section 7 AdJUAICAtION e 59
7.1 New AdjudiCation RECOIU...........uuuiiiieeiii e e e e e e e s s r e e e e e e s st rrareraeeeeaaans 60
7.2 Adjudication Workflows in EMPOWHR ...........cooiiiiiiiiiiiec e 60
7.2.1 Fingerprint Adjudication in EMPOWHR ... 60
7.2.2 Fingerprint Adjudication Appeals Process in EMPOWHR.............ccccvivvveeeeiniciinnenn, 63
7.2.3 Background Investigation (Bl) Process in EmMpOWHR .........ceccccovviiiiiiienieeeniiciinee, 65
7.2.4 Background Investigation Appeals Process in EMpowWHR .....ccc..ccvviviiveeeiniiciiene, 67

7.3 Adjudication Workflows in Payroll Personnel............ccc.dtuiiiiineeeeee e 69
7.3.1  Fingerprint AdjudiCation PrOCESS .........ccuuiiiiiiiieeeiiifer s aitbe ettt naeee e 69
7.3.2  Fingerprint Appeal AdjudiCation PrOCESS...........iiiieiiiiiieee i e eiieee et e s sieeee e 71
7.3.3 Background Investigation Adjudication Process in Payroll Personnel .................... 73
7.3.4 Background Investigation Appeals Adjudication Process in Payroll Personnel ...... 75
Section 8 Adjudication POIICIES .......cooiio i 77
8.1 Change to Adjudication ReCOrd Status ..ciii..uuueeeeeee e ee e e e s crevieessa e e st safaeeeeeee s 77
8.2 Adjudicator ReSPONSIDIlItIES .......ceveeeie e e e i e e e nan e e e e 77
8.3 Ao [0 T [Tox= 1o T G I =1 1 o S S SER 77
8.3.1 Verification of Contractor NACIS.........uuiiiieei e e e 78
8.3.2 Adjudication of NACI Records CheCKS ...t iiiiieieiiiiee e 78

8.4 Adjudication of FBI FIngerprint CRECKS.............oiiiiiiiiiiiie e 80
8.5 Appeal Procedures for Denial or Revocation of Credential wuaiti..ovveeeiiiiieiiiieece, 80
8.5.1 Appeal Rights for Federal Service ApplICANtS ..............coceiiiiiiee i 80
8.5.2 Appeal Rights for Contractors and Affiliate Applicants’...........cccoocveeeiiiiieeiiiieeeens 81
S TRC T = C=Tote] o [ 2= (=1 g1 1T o W PP URRRPRIN 81
8.5.4 Use Of APPIOVEA FOIMS ......ouiiiiieii et e e e s e e e e e e e e s e anraees 82
Section 9 ENrollment ProCESS ...t 83
9.1 NEW ENFOIMENL...... ... ettt et e e e e s e et e e e e e e s e sensrraeeeaeeeeeanns 83
9.2 INValid SOUICE DOCUMENES........cciiieeiiiiiet et eee e e e et ee e e e e e s s et r e e e e e e s e snasbeneeeaeeesansnneees 85
9.3 INCOITECt SOUICE DOCUMENTS. ... iiuuuunsttennennnnnneae s s s s s s s as s ssasaeas s e e s saaeaeaeanaeeeens 85
Section 10 IS SUANCE . i e 86
10.1 < Detailed [SSUANCE PrOCESS. ........ccuuiiiiiiiiiieiiiiieeseiiiiee sttt et e e sieae e e snsaeeeessneeeeesanseeeas 87
10.2°  Invalid Card Printing CheCK. it .. v 88
10.3° Wrong Cards Shipped to Valid AdAreSs .........cuvevieeeiiiiiiieireee e 88
10.4 NoApplicant Match for a Shipped Card...........ccccceeiiiiiciiiiir e 89
Section 11 ACTIVALTON L 90
11.1  Unattended Activation WOTIKFIOW .........coooiiiiiiiiiiiiice e 90
1111 Unattended Activation with Fingerprint Biometrics...........ccccooovveiiniiieniiiee e, 90
11.1.2 Detailed Unattended ACtivation PrOCESS ........ccoiiiuuiiiiiiieee i 91

11.2  Failed Unattended ACHIVALION .........coviiiiiiieiiiiiee ittt e e 93
11.3  Attended Activation with Fingerprint BIOmMetriCS..........cccovvireieeee i, 93
11.4  Attended Activation WOIKFIOWS..........cocuiiiiiiiiiie e 93
11.4.1 Detailed Attended Activation Process EMPOWHR .............cocciiviieiee e, 93
11.4.2 Detailed Attended Activation Process Payroll Personnel.........cccccccoovvevvvieenenenn. 96

115 Failed Attended ACHIVALION ........oocueiiiiiiiiiie e 98
Section 12 SecCuUrity OffiCer ..o 99
12.1  Security Officer Security EVENt PrOCESSES ......ccuiiiiiiiiiiiiiiiiieee ettt eeiiieeee e 101
12.2  Security Officer SUSPENSION PrOCESS.......coicuuiiiiiiiaee ittt 102
12.3  Security Officer Reactivation PrOCESS.........c..uuuiiiiiaiiiiiiiiieee et 103
12,4 REISSUANCE PrOCESS ....uveiiiiiiiiie ittt ettt e st e et e sttt e e st e e s st e e s snbae e e e nnbaeeesenees 105



USDA Personal Identity Verification Il (PIV-II)

— Business Processes, Policies, and Procedures for Version 1.1
= Employees
Section 13 LOF>T o [T Vo = 107
R 0 R = VU o o T RSP 107
13.2 PIN RESE .. 108
13.3 €Al RENEWAL.....coiiiiiiiiiei ettt e e e e e et e e e e e e e e e snnbneeeeeeas 109
13.4  Attended Certificate RENEWAL............ooiiiiiiiiiiii e 114
13.5 Unattended Certificate RENEWAL ...........cooiiiiiiiiiiiiiiie e 115
PN o] =T a Lo [ b N AN o] o] 0 )Y 1 1 1= TSR A-1
Appendix B Sponsorship and Adjudication FOrms..........o.ooovvviiiieiii e, B-1
Appendix C RefErenCes .o C-1
Appendix D Data Preparation .........cc.uuveiiiiiieieiiiie e D-1

List of Tables

Table 1: DOCUMENT OrganiZAtION ........oiuuiiieiiiiiee ettt e s abb b e stb e e e s bt e e e e s sebeeeessibneee e e 3
TabBIE 27 DEFINITIONS ...ttt e ettt e e e e bbb e et an e e e e anb e e e e s sabn e e e e annreeeeaas 6

List of Figures

Figure 1: APPlICANT PrOCESS OVEIVIEW.........uviiiiiieiiiiiiiitie e aitee ettt e e st e e et e s s anbae e e e ebreeeeeneees 8
Figure 2: Communication overview of appliCant ProCESS .........cuviiiiiiuriie i 9
Figure 3: Sponsorship overview of the applicant ProCESS .....ccciiuuiiiiiiiiiiiie e 9
Figure 4: Enrollment overview of the applicant ProCeSS........coociuriiiiiiia i 10
Figure 5: Adjudication overview of the applicant ProCESS ..........ceeeiviiiieiriiie e 10
Figure 6: Issuance overview of the appliCant PrOCESS..........coviviiiiiiine e 11
Figure 7: Activation overview of the appliCant PrOCESS ..........ccccvviieiieeeii i e 11
Figure 8: HSPD-12 PIV-Il Process Overview EMPOWHR (EO)........ccccevvivieieiiiiiee e 12
Figure 9: HSPD-12 PIV-Il Process Overview Payroll Personnel (PO).........cccccceevivvciiiieeeee i, 13
Figure 10: Role AdMINIStrator OVEIVIEW. ........cuvieiiiiiiiiiieiieeeesisiieeieeeeeeesssssinreeeeeeeessnsnrnrereeeaeseannns 14
Figure 11: Role AdMINISIFALOr (L) ...cceveeeeiieiiiiieeie i et e e e e e s e e e e e e e e s st ee e e e e e e e s snnnareeneeeeeeanns 15
Figure 12: SPONSOIShiP OVEIVIEW .......ccoiiiiiiiiiiiie ittt sbee e 17
Figure 13: LincPass Distribution RiSK ASSESSIMENT ....cciiiuiiiiiiiiiieiiiiie e 18
Figure 14: Sponsorship of New Employee in EMPOWHR (2E-1a).........coccooiiiniiiiiiniiiecieee e 19
Figure 15: Sponsorship of Existing Employee in EmpowHR (2E-1D) ......ccoooviiiiiiiiieieeee, 21
Figure 16: Employee Information Change in EMPOWHR (2E-2) .......c.coooiiiiiiiiiiiieeeiee e 23
Figure 17: Employment Status Change in EMPOWHR(2E-28) .........ccceeeiiiiiiiiiiiiee e 24
Figure 18: Sponsorship Suspension EMpowWHR (2E-2a.1) ......cccccevviiiiiiiiiiee e 25
Figure 19: Sponsorship Termination in EMPOWHR (2E-28.2) ........cccocviiiiiiieeiiiiiee e 26
Figure 20: Sponsorship Reactivation in EmMpowHR (2E-22) ........ccoocvviiiiiiiieiiiiee e 28
Figure 21: Sponsorship Card Required Change Process (2E-2D) .........ccccceveeeeeiiiicciiiieene e 29
Figure 22: Sponsorship Employee Other Information Change in EmpowHR (2E-2¢) .................. 31
Figure 23: Sponsorship of New Employee in Payroll Personnel (2P-1a).........cccccovvieeiiniiieeennnnne. 33
Figure 24: Sponsorship of Existing Employee in Payroll Personnel (2P-1b) .........cccoceiiviieennnne. 35
Figure 25: Sponsorship Employee Information Change in Payroll Personnel (2P-2) ................... 37
Figure 26: Sponsorship Employee Status Change in Payroll Personnel (2P-2a) ..........ccc.coon.e. 38
Figure 27: Sponsorship Suspension in Payroll Personnel (2P-2a.1) ......cccceevviiiiiiiiiiiiiiieeeee s 39
Figure 28: Sponsorship Termination in Payroll Personnel (2P-28.2) ..o 40
Figure 29: Sponsorship Reactivation in Payroll Personnel (2P-2a.3) ........ccccceveeiiiiiiiiiieeee e, 42
Figure 30: Sponsorship Employee “Card Required” Change in Payroll Personnel (2P-2b) ......... 43
Figure 31: Employee Other Information Change in Payroll Personnel (2P-2C) ........ccccccceveeeiinnes 45
Figure 32: Sponsorship Re-I1SSUANCE (2EP-3)........cccciiiiiiiee e e e e e sreee e e e e e 47
Figure 33: AdjUICAtION OVEIVIEW.....cieeeiiiciiieeeie e e e eeettie et e e e e e s e e e e e e s st abee e e e e e e e s snnnnnrneeeaeeeeanns 59
Figure 34: Fingerprint Adjudication in EMPOWHR (3E-1) .......ccccuiiiiiiieeeiiiiiiieeee e ssiieeee e e e 61
Figure 35: Fingerprint Appeal Process in EMPOWHR (3E-1).........ccccveeiiiiiieiniiieeeniiee e 63
Figure 36: Background Investigation in EMPOWHR (3E-2).......c.cocoiiiiiiiiniiiiiee e 65



USDA Personal Identity Verification Il (PIV-II)

— Business Processes, Policies, and Procedures for Version 1.1
= Employees
Figure 37: Background Investigation Appeals Process in EmpowHR (3E-2a) ........cccccccvveeeiinnns 67
Figure 38: Fingerprint Adjudication in Payroll Personnel (3P-1) ........cccovvciiiiieeeeeiiiiiieieeee e e e 69
Figure 39: Fingerprint Appeal Adjudication Process in Payroll Personnel (3P-1a)........ccc.ccccoueeee. 71
Figure 40: Background Investigation Adjudication Process in Payroll Personnel (3P-2).............. 73
Figure 41: Background Investigation Appeals Adjudication Process (3P-2a) ..........cccceevvuveeennnnnn. 75
Figure 42: ENrollMent OVEIVIEW .........oeiiiiiiiie ittt ettt ettt e et e e sbae e e e aneee 83
FIGUre 43: ENFOIMENT (4) ..ceiiiiiieiiee ettt e et e e e e e s bbbt e e e e e e e s s nnbbeeeaaaeeeaan 84
FIQUIE 44: ISSUANCE OVEIVIBW ......eteiiieie ettt e e e e e ettt e e e e e e e tba e e e e e e e e sasbabeeeeaaaeesaanbbbbeeeaaaeeaanns 86
Figure 45: Detailed ISSUANCE PrOCESS (5) ..uuurrriieiiiiiiiiiiieiie e e e e siiiitee e e e e e s s siitare e e e e e e e s ssntnseeeeaaeesannns 87
FIgure 46: ACHVALION OVEIVIEW ......uceiiiieiiiiiiiieee e e e e e secctiie e e e e e e s s st e e e e e e s satataeeeaaeesssasntanreaaeesaans 90
Figure 47: Unattended ACHVALION (B-1) .....cc.uuiiiieieiiiiiiiiiieie e e e e ceiitre e e e e e e s st e e e e e e e e s ssnnnrneeeaaeeesanns 91
Figure 48: Attended Activation (BE-18) .........uuuvieieiiiiiiiiiiiiee e criieieee e e aden s tbne e e e e e e s ssenreneeeaeeeennns 94
Figure 49: Detailed Attended Activation in Payroll Personnel (6P-1a).........cccccceeevevcviieieeeeeeiinnns 96
Figure 50: Security OffiCer OVEIVIEW...........uuiiiiiee e iiciiiiieee e e e e e seefonnaseatisseieeee e e e e s s snnnnneeeeeaeeeennns 99
Figure 51: Security OffiCer ProCESS (7) ..oovveeeiiiiieeiiiiiee e st ahe et e et snnee e 101
Figure 52: Security Officer SUSPENSION (7-1) ....ueeiiiiiiiiiiiiiiee et ee e e e b e e e e s sraeee e 102
Figure 53: Security Officer Reactivation (7-2) ..........cuueee it it 103
Figure 54: Security Officer Re-issuance in Payroll Personnel (7-3).........cccccviiiieiiineeeiiieeeens 105
Figure 55: Card Usage-Pin UNIOCK (8-1) .......uuuiiiiiiiatiiiiiiiieeeeiiieeeeeea e e eeiiiieeee e e e s sana b sie e 107
Figure 56: Card Usage-Pin RESEt (8-2).......uuuiiiie i i ittt ibabae e e e e e 108
Figure 57: EmpowHR Card Renewal Process (BE-3) ....cccciiuiiiiidbiunrs it e e 110
Figure 58: Card Renewal in Payroll Personnel (8P-3) .......cccciiiiiiii e 112
Figure 59: Attended Certificate RENEWAL(8-4) ........cvuiiiiiiiiiiiiiibee st 114
Figure 60: Unattended Certificate Renewal (8-5)..........ccuvveiiiiiiiiiie e e e 115



USDA Personal Identity Verification Il (PIV-II)
—_— Business Processes, Policies, and Procedures for Version 1.1

—_f
= Employees

Section 1 Executive Summary

This document presents a set of business processes and policies for implementation of
PIV-1l compliant credentials to USDA Employees. PIV-Il is the implementation phase
that meets the technical interoperability requirements of HSPD-12. Specifically, PIV-II
addresses the technical infrastructure for providing interoperable credentials to federal
employees and contractors, and affiliates. All authentication mechanisms described in
FIPS 201-1 are to be met with the use of integrated circuit cards.

FIPS 201-1 describes the minimum technical requirements for the PIV-Il-compliant
credentials. These requirements include interfacing specifications, cryptographic
specifications, PKI and certificate specifications, card topology specifications, and
biometric data specifications. USDA has named their PIV-Il compliant ID card the
LincPass, as it is designed to link a person’s identity to an ID card and the card to a
person’s ability to physically and logically access federally controlled buildings and
information systems, respectively.

USDA is one of the major Departments participating.in General Services Administration
(GSA) Shared Services solution called the USAccess Program. GSA has provided basic
processes and procedures for each credential issuing process phase: Sponsorship,
Adjudication, Enrollment, Issuance, and. Activation. Some parts of these processes
require agency-specific policies. USDA has tailored the basic GSA processes for
implementation for Enrollment, Issuance and Activation to work within USDA constructs.
USDA Sponsorship and Adjudication policies and procedures have been included in
more detail in this document to comply with the HSPD-12 directive.

A planned rollout of LincPasses to USDA employees, contractors, and affiliates will be
implemented by organization and geographic location. This document covers the
business processes and procedures for credentialing only USDA employees.
Credentialing for contractors and affiliates will'be covered in another document.



USDA Personal Identity Verification Il (PIV-II)
—_— Business Processes, Policies, and Procedures for Version 1.1

__7___,.——
= Employees

Section 2 Introduction

2.1 Background

HSPD-12 was issued on August 27, 2004 and requires “a mandatory, Government-wide
standard for secure and reliable forms of identification issued by the Federal
Government to its employees and contractors (including contractor employees)”. All
Federal Agencies must implement HSPD-12 in accordance with the process and
technical standards laid out in the National Institute of Standards and Technology (NIST)
Federal Information Processing Standard 201-1 (FIPS 201-1) and Office of Management
and Budget (OMB) guidance.

There are two major sections in FIPS 201-1. Part One describes the minimum
requirements for a Federal Personal Identity Verification (PIV-I) system that meets the
control and security objectives of HSPD-12, including personal identity proofing,
registration, and issuance. PIV-lis intended to ensure the integrity of the process for
verifying the identity of employees and contractors who are issued an ID card. FIPS
201-1, Part Two (PIV-II) provides the technical specifications for the new ID “smart” card
and federal agency PIV systems so that they are interoperable.

2.2  Document Organization

This document is organized in the following sections:

Section No. Title Description

1 Executive Summary A summary of the purpose of this document

This section contains the background,
purpose, document organization, and
considerations for the business process
review

2 Introduction

A high-level overview of the PIV-II
credentialing process for an Employee, as well
3 PIV-1l Overview as an overview of the workflows for the
credentialing process for agencies using
EmpowHR and Payroll Personnel

Description of the role and responsibilities of

4 RYgp dministrator the Role Administrator
5 Sponsorship Workflows for sponsorship
. . Sponsor’s role and responsibilities, and
6 Sponsorship Policies sponsorship policies
7 Adjudication Workflows for adjudication
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Section No. Title Description
8 Adjudication Policies Ad_Jud_lcat_ors rol_e_and responsibilities, and
adjudication policies
9 Enrollment Process Workflows for enrollment process
10 Issuance Workflows for issuance process
11 Activation Workflows for activation process
12 Security Officer Security Officer roles, responsibilities, and
workflows
13 Card Usage Workﬂows for maintenance activities of the
LincPass
Appendix A | Acronyms A list o_f all acronyms utilized in the workflow
analysis
. Sponsorship and Basic forms used by sponsors and
Appendix B Adjudication Forms adjudicators
A table listing and describing the
Appendix C | References documentation that was reviewed to develop
this document
Appendix D | Data Preparation Placeholder for instruction checklists for data
cleanup for the Agencies

Table 1: Document Qrganization

2.3 Definitions

Term Description

Applicant

The Applicant is an individual requesting a credential from an
agency.that is a participant in the USAccess system . The
Applicantmay be a current or prospective Federal hire, a
Federal employee, or a contractor.

Adjudicator

A Government Employee of the sponsoring agency who
resolves any issues or failures of the background check
process and authorizes or denies the printing of a PIV card.

Biometric

A measurable physical characteristic used to recognize the
identity of an individual. Examples include fingerprints, and
facial images. A biometric system uses biometric data for
authentication purposes.

Credential

Evidence attesting to one’s right to credit or authority; in this
standard, it is the PIV Card and data elements associated
with an individual that authoritatively binds an identity (and,
optionally, additional attributes) to that individual.

Enrollment Process

biometrics.

The process of identity-proofing and capturing the applicant’s
identification information, identity source documents, and
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Term Description

e-QIP

The Electronic Questionnaires for Investigations Processing is
an Office of Personnel Management (OPM) system that
allows for the secure transmission of security questionnaires
between government agencies and OPM.

HSPD-12

Homeland Security Presidential Directive 12 (HSPD-12),
“Policy for a Common Identification Standard for Federal
Employees and Contractors,” dated August 27, 2004

Issuer/Activator

The Issuer/Activator is the individual responsible for
processing card activations. The Issuer/Activator verifies that
the applicant is the person to whom the credentials are to be
issued and guides the applicant through the issuance

process.

Identity Management
System (IDMS)

One or more systems or applications that manage the identity
verification, validation, and card'issuance process. The IDMS
software is used by PIV Registrars to enroll Applicants.

LincPass

USDA has named‘their common ID card the LincPass, as it is
designed to link a person’s identity to an identification card
and the card to a person’s ability to access Federal buildings
and computer systems. The spelling of LincPass is a tribute
to President Abraham Lincoln, who created the People’s
Department (now USDA) in 1862.

Logical Access Control
System (LACS)

Protection mechanisms that limit users' access to information
technology (IT) systems by restricting their form of access to
those systems necessary to perform their job function. These
LACS may be built into an operating system, application, or
an added system.

National Agency
Check with Inquiries
(NACI)

The basic and minimum investigation required of all Federal
employees and contractors consisting of searches of the
OPM Security/ Suitability Investigations Index (Sll), the
Defense Clearance and Investigations Index (DCII), the
Federal Bureau of Investigation (FBI) Identification Division’s
name and fingerprint files, and other files or indices when
necessary. A NACI also includes written inquiries and
searches of records covering specific areas of an individual's
background during the past five years (inquiries sent to
current and past employers, schools attended, references,
and local law enforcement authorities).

U.S. Office of
Personnel
Management (OPM)

OPM is responsible for coordinating the FBI fingerprint check,
when applicable, and conducting the NACI and background
investigation. A direct link from the Enrollment Station to the
FBI for submitting fingerprints will be implemented in the near
future.

PIV-II Compliant
Credential

An identity card (“smart card”) also known as LincPass issued
to an individual that contains stored identity credentials so
that the claimed identity of the cardholder can be verified
against the stored credentials by another person or by an
automated process.
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Term Description

Protection mechanisms that limit users' access to physical

Physical Access facilities or areas within a facility necessary to perform their
Control System job function. These systems typically involve a combination
(PACS) of hardware and software (e.g., a card reader), and may

involve human control (e.g., a security guard).

A LincPass issued on the basis of a favorable adjudication of
the fingerprint check only. The LincPass has full PIV II
Provisional Badge capabilities but the status of the credential is not changed
from provisional to permanent unless and until the full
background investigation is favorably adjudicated.

The determination of a person’s legitimate need for
LincPass Distribution physical/logical access using a PIV ID credential as outlined
Risk Assessment in HSPD-12 to USDA facilities/information systems, and the
requirement to view sensitive information.

An individual responsible for the identity proofing the
Registrar applicant, as well as'capturing biographic and demographic
information, a digital photo, and biometrics.

The Agency Role Administrator is the individual responsible
for managing the agency’s sponsor, adjudicator, registrar, and
Agency Role issuer/activators. The Agency Role Administrator will verify
Administrator that the appropriate separation of roles policies are followed
and will verify that all the training certification requirements
have been met.

Role Administrators for Enroliment can be identified to
facilitate the role of the Registrar for USDA leased stations or
Enroliment Role when GSA stops providing Registrars to USDA. Enrollment
Administrators Role Administrators will-identify Registrars needed for
Enrollment stations if they are hosting an Enrollment within
their Agency facilities.

USDA Role Administrator assigns Agency Role Administrator,
Security Officer, Sponsor, Registrar, Adjudicator, and
Activator roles within USDA.

USDA Role
Administrator

Role Administrators for Security designate the role of Security
Officer to the appropriate individuals who meet the position
guidelines and facilitate and monitor the responsibilities of the
Security Officer. They decide how many Security Officers are
needed in their Agency.

Security Role
Administrators

Role Administrators for Sponsors/Adjudicators identify
Sponsor/Adjudicator Sponsors and Adjudicators within their agency and facilitate
Role Administrators the training, credentialing, and responsibilities of the
Sponsors and Adjudicators.

The individual who substantiates the need for a PIV credential
to be issued to an applicant, enters the applicant’s required
Sponsor sponsorship data elements into the system, and remains
aware of the applicant’s status and continuing need for
holding a PIV credential.
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Term Description

Security Officer is the individual responsible for maintaining
Security Officer credential security as well as physical building security for
their agency.

Standard Form (SF)- Questionnaire for Non-Sensitive Positions

85
gg;ndard Form (SF)- Questionnaire for Public Trust Positions
géandard Form (SF)- Questionnaire for National Security Positions

Fingerprint Chart used to conduct FBI fingerprint checks for
Standard Form (SF)- federal appointees and employees and applicants for federal
87 employment

Table 2: Definitions
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Section 3  PIV-Il Process Overview

3.1  Applicant Process

The following diagram displays an overview of processing a new applicant (new
employee) for a PIV-1l compliant card (LincPass). In this case, it is assumed the
applicant does not have a previous background investigation on file. Each process is
presented in more detail in separate sections.
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Figure 1: Applicant process overview
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3.1.1 PART |I: Communication

Applicant
receives

awareness email

about HSPD-12

Communication

Figure 2: Communication overview of applicant process

The first step in the overall process is for the Applicant to receive an awareness email
from the HSPD-12 Implementation Team about the HSPD-12 directive. This email gives
the Applicant information about what HSPD-12 is along with general information about
what will be required of the Applicant in order to comply with HSPD-12.

3.1.2 PART Il: Sponsorship

N eQlP
o Applicant receives H
s D

email to verify
Applicant enters ™ personal info in ™ Applicant verifies ™
personal information USAccess Web personal info in Applicant receives e-
data into eQIP (or Portal and schedule USAccess Web mail to schedule
fills out SF-xx) Enroliment Portal enroliment

R

Sponsorship

Figure 3: Sponsorship overview of the applicant process

In Sponsorship, the Applicant’s need for a LincPass is substantiated and their initial
information is entered into the appropriate (e.g. EmpowHR, Payroll Personnel and
USAccess) system by a Sponsor.

1. Sponsorship begins with the submission of background information into a USDA

accepted background investigation process.

The Applicant’s Sponsorship information is sent to the USAccess System.

The USAccess System then emails the Applicant asking them to verify their

information in the system via the USAccess Web Portal.

4. The applicant is notified that he/she must schedule an appointment at an
enrollment station. The applicant is directed to a Web-based scheduling tool to
locate an enrollment station and schedule the appointment.

2.
3.
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Enrollment
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documents are
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image is
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(=

Applicant’s
fingerprints are
taken

Figure 4: Enrollment overview of the applicant process

In the Enroliment step, the Applicant’s identity documentation is verified and their
biometric information is captured in the system.

1. After scheduling an Enrollment appointment, the Applicant goes to an Enroliment
station.

The Applicant provides the Registrar their I-9 documents.

The Registrar verifies and scans the documents into the system.

The Applicant’s facial image is captured in the system via a digital photograph.
The Applicant’s fingerprints are taken and captured in the USAccess system.
The scanned documents, photo;and fingerprints are in Applicant’s record.

ogabkrwnN

3.1.4 PART IV: Adjudication

Applicant’s
adjudication
results are entered
into USAccess or
EmpowHR

Vs

Adjudication

Figure 5: Adjudication overview of the applicant process

During this step, the results of the Applicant’'s background check are received and
evaluated.

1. For Applicants in EmpowHR, the Adjudication results are automatically sent to
the USAccess System. For those in Payroll Personnel, the Adjudicator must
manually input the results into the USAccess System.

2. If the Applicant’s background investigation was favorably adjudicated the process
moves on to Issuance.

10
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3.1.5 PART V: Issuance
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documents to

from Issuer

Figure 6: Issuance overview of the applicant process

In the Issuance process, the Applicant physically acquires their LincPass.

1. The LincPass is produced, printed, and electronically locked; then shipped to the

address provided as the Shipping Address inthe USAccess System.

2. The Applicant receives email instructions from the USAccess System about how
to pick up their LincPass along with a temporary activation PIN.

3. The Applicant goes to the Sponsor-specified address to get their LincPass.

4. The Applicant provides their I-9 documents for identity verification to the issuing
official in order to obtain their LincPass.

3.16

PART VI: Activation

Activation

C 2

Applicant goes to
an Activation
Station

& oy

Applicant uses
default code to
log into Activation
web application

>

[ /5
ol
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Applicant
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Figure 7: Activation overview of the applicant process

In the Activation process, the LincPass is “activated” so that it can be used by the

Applicant.

1. Applicant takes the LincPass to an Activation station.
2. The Applicant uses the temporary PIN provided to log into the Activation

application.

3. The Applicant is verified via their biometric information; the card is then unlocked.
4. The Applicant creates a new PIN for their LincPass.
5. The Applicant verifies their information on the card; the system then loads the

certificates onto the card.
The Applicant endorses the activation with a digital signature.
The LincPass is now fully activated and ready to use.

No

11
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3.2

HSPD-12 PIV-Il Process Overview in EmpowHR

The following diagram details the overview of the PIV-II process in EmpowHR to include

Sponsorship, Adjudication, Enrollment, Issuance, Activation, and use cases.
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Sponsorship
Procedures in -
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Sponsorship Re-
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Sponsorship of
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EmpowHR (2E-1b)

Employee-Information Change
Procedures in EmpowHR (2E-2)

Status Change (2E-2a)

- Sponsorship Suspension (2E-2a.1)

- Sponsorship Termination (2E-2a.2)
- Sponsorship Re-Activation (2E-2a.3)

Card Required Change (2E-2b)
Other Information Change (2E-2c)

Procedures in

EmpowHR (3)

FP Adjudication in
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FP Adjudication
Appeal in
EmpowHR (3E-1a)

Bl Adjudication in
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Figure 8: HSPD-12 PIV-1l Process Overview EmpowHR (EO)

Version 1.1
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3.3  HSPD-12 PIV-ll Process Overview in Payroll Personnel

The following diagram details the overview of the PIV-II process in Payroll Personnel to

include Sponsorship, Adjudication, Enroliment, Issuance, Activation, and etc.
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Figure 9: HSPD-12 PIV-II Process Overview Payroll Personnel (P0)
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Section 4 Role Administrator
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Figure 10: Role Administrator Overview

FIPS 201-1 discusses the role of an Approval Authority who “establishes organizational
chain of command within the Identity Management System (IDMS) for PIV application
approvals. The Approval Authority will manage the total scope of the chain of trust
established in functional processes, as well as appropriate privacy and security
controls.” The USAccess Program and USDA calls this approval authority the Role
Administrator. The Role Administrator must have training, .be certified, and be-issued a
LincPass before beginning HSPD-12 responsibilities.

LincPass Hierarchy

The USDA Role Administrator takes priority over the Sponsors and Adjudicators to
receive a LincPass. Once the USDA Role Administrator obtains a LincPass, he/she can
assign an Agency Role Administrator, Security Officer, Sponsor, Adjudication,
Activator/Issuer and Registrar roles within USDA. The number of roles identified within
an agency is up to thediscretion of the Agency Role Administrator, depending upon the
number of employees and geographic location of employees.

The USDA Role Administrator must first identify the Role Administrator for each of the
Agencies. Once the Agency Role Administrators are identified, trained, and credentialed,
they can designate other Agency Role Administrators within their agency to further
disseminate the roles and responsibilities. These Agency Role Administrators can
congentrate on the type of roles they will be identifying within their agency. The Agency
Role Administrator verifies thatthe appropriate separation of roles policy is
followed and that all training certification requirements have been met prior to
delegating role administration. Also, if any roles overlap, the Role Administrator is
required to determine the impact of assigning the new role to an individual.

Role Administrator=-Security

The Role Administrator--Security designates the role of the Security Officer to the
appropriate individuals who meet the position guidelines. The Role Administrator--
Security will facilitate and monitor the responsibilities of the Security Officer. They will
decide how many Security Officers are needed in their Agency. The Security Officers
will have the ability to suspend an employee’s LincPass through the USAccess Web
Portal or EmpowHR when there is a security related situation. The Agency Security
Officer can only access records only for his/her designated agency. The Security Officer
will investigate the situation with the Role Administrator Sponsor and resolve the issue.

14
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Role Administrator--Sponsor/Adjudicator

The Role Administrator--Sponsor/Adjudicator will identify Sponsors and Adjudicators
within his/her agency. In addition to identifying the number of Sponsors and
Adjudicators needed in the agency, the Role Administrator--Sponsor/Adjudicator will
facilitate the Sponsor/Adjudicator’s training, credentialing, and will oversee the
Sponsor/Adjudicator’'s HSPD-12 activities.

Role Administrator--Enrollment

An Enroliment Role Administrator may be identified to facilitate the role of the Registrar
for USDA leased stations or when GSA stops providing Registrars to USDA. Enroliment
Role Administrators will identify Registrars needed for Enrollment stations if they are
hosting an Enrollment within their Agency facilities.

All designated Agency Role Administrators will report toithe lead Agency Role
Administrator.

4.1 Role Administrator

The following diagram details the relationships and warkflows from the top level USDA
Role Administrator down to the individual Sponsors, Adjudicators, etc.

USDA Role
Admin
. USDA
USDA Security USDA
Officer RA Adjudicator RA Spo“;;” Al Agency RAs

Agengy Agency Agency

SEELY Adjudicator(s) Sponsor(s)

Officer(s)

I
v v

IT Security
Officer

Security
Officer(s)

Figure 11: Role Administrator (1)
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1. The USDA Role Administrator receives training, is certified, and is issued a
LincPass.

2. If necessary, the USDA Role Administrator can designate additional USDA Role

Administrators with the same privileges.

The USDA Role Administrator designates Agency Role Administrators (ARAS).

The ARA(S) receive training, certification, and a LincPass.

The ARA(s) can designate additional ARAs for their Agency if necessary.

Additionally, it may be beneficial to split designations of ARAs to specific process

roles (i.e. A Security Officer ARA who is in charge of designating Security

Officers for the Agency or a Sponsor ARA who is in charge of designating the

Sponsors for the Agency, etc.)

6. The ARA(s) designate the Security Officer, Registrar, Adjudicator, and Sponsor
for their Agency. The ARA can designhate as many of each as is necessary for
their Agency.

7. The Security Officer(s), Registrar(s), Adjudicator(s), and Sponsor(s) receive
training, certification, and LincPasses.

ok ow

16



USDA Personal Identity Verification Il (PIV-II)
—_— Business Processes, Policies, and Procedures for Version 1.1

—_f
= Employees

Section 5 Sponsorship

v

Adjudication
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Enrallimant

Figure 12: Sponsorship Overview

The issuing of PIV-II credentials begins with an authorized individual sponsoring an
Applicant. This individual is called the Sponsor. Sponsors are individuals who act on
behalf of the Department to request LincPass credentials for USDA Applicants
(employees, contractors, or affiliates). Depending on the Applicant’s employment status,
a Sponsor may be a federal supervisor, contracting officer, contracting officer’s
representative, or other federal official. The Sponsor must have training and a LincPass
in order to perform HSPD-12 Sponsor functions.

The Sponsorship process ensures that only individuals with a valid need for a credential
are issued a LincPass. Sponsorship is an inherent governmental function where an
authorized Federal Employee enters a person’s identity record into the system and
approves it for enrollment. All Sponsors are required to enroll and obtain a LincPass
prior to conducting any Sponsor responsibilities, and must complete Sponsor training.

Each agency Sponsor will need to determine who receives a LincPass. The LincPass
Distribution Risk Assessment provides guidance on how to determine this. The first tier
asks “Does the applicant access a level 2 or greater internal eAuthentication account or
other protected resources or have a USDA email account?” If yes, the applicant
requires.a LincPass. The second tier asks “Does the applicant have access to sensitive
information? If yes, the applicant requires a LincPass. The third question asks if the
applicant requires unescorted access in mission critical or National Capital Region areas
or as an individual agency determines as a secure facility. If yes, the applicant requires
a LincPass. If no, the applicant receives a site or visitor badge based on the agency’s
local risk assessment requirements.

17
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Figure 13: LincPass Distribution Risk Assessment

Overview of Sponsorship of Employees

Site or Visitor Badge Based
on Local Risk Assessment

For USDA employees the Sponsor can be Human Resource personnel, the employee’s

supervisar, or a Program Official.
Sponsors before begi

nning HSPD-12 responsibilities. Sponsors use the Risk

Sponsors must take training and be certified as

Assessment to determine whether the Applicant requires a LincPass. A Sponsor initiates
a background investigation and enter Applicant in e-QIP (or initiate background
investigation paperwork if e-QIP is not available). Applicants enter background
information in e-QIP for investigation (or fills out paperwork).
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5.2 EmpowHR Workflows

5.2.1 First Time Sponsorship of New Employee in EmpowHR
The following diagram details the workflow of the first-time sponsorship of a new

employee in the EmpowHR system.

S Sponsor
decides if New ISP°”.S°’ egrtne;;lso’;:: Ne\scge;;?c’e)lee
Employee needs a YESp  logs into i No
LincPass EmpowHR oy Tt
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h 4 = h 4
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cﬁss;:?;e initiates a BI
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PIV Card is :
e Employee in
e-QIP
Sponsor v
specifies
shipping Employee
address for fingerprints
Employee’s are taken and
LincPass sent to OPM
Y Ngw
Information Employee
is sent to enters
the background
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system e-QIP
& v y
Go to Empl ; i
(I)nfz C':;noyeee Fingerprint
Process (2E—92) or Adjudication
»_ FP Adjudication O
(3E-1)
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Figure 14: Sponsorship of New Employee in EmpowHR (2E-1a)

1. Sponsor determines if the Employee needs a LincPass using the LincPass

Distribution Risk Assessment.
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2. Sponsor logs into EmpowHR.

3. Sponsor enters the Employee’s information into EmpowHR and then verifies that
all information is correct.

4. If the Employee does not have an existing BI, the Sponsor initiates one by
entering the Employee’s information in e-QIP if accessible. If not accessible, the
Sponsor uses the SF-85, SF-85P, or SF-86 paper form to initiate the BI.

a. The Employee’s fingerprints are captured and sent to OPM for the
fingerprint check.

b. The Employee then goes into e-QIP, if accessible to enter their
information; otherwise they enter the information on the SF-85, 85P or 86
paper form.

c. The Sponsorship process will move on while the Fingerprint Check is in
progress (results will be evaluated during Adjudication [3E-1]).

5. The Sponsor checks the box indicating that a PIV card is required.

6. Sponsor provides the Employee’s shipping address

7. Sponsor saves the EmpowHR employee record and the date is captured
8. Employee record is sent to the USAccess System.

9. Sponsor goes to the Employee Information Change Process (2E-2) if the

Employee’s Information or Status changes; otherwise go to the Fingerprint
Adjudication Process (3E-1).
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5.2.2 First-Time Sponsorship of Existing Employee in EmpowHR

The following diagram details the workflow of the sponsorship of an existing employee in
the EmpowHR system.

Sponsorship Sponsor Empl
Procedures in Does the Existing Does Existing initiates a Bl __=mployee
EmpowHR Employee need a Ye Employee have an Nom  and enters - ?nlz_;erpnnés ar(:
@ LincPass? existing BI? Employee in e- a ?2 gr:sten
QIP
Employee
enters
background
Sponsor unchecks YES information in
box indicating PIV e-QIP
redential is required

Sponsor enters
shipping address
for Existing
Employee’s
LincPass

2E-1b

Figure 15: Sponsorship of Existing Employee in EmpowHR (2E-1b)
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1. If the Employee does not have an existing Bl, the Sponsor initiates one by
entering the Employee’s information in e-QIP if accessible. If not accessible, the
Sponsor uses the SF-85, 85P, or 86 paper form to initiate the BI.

a. The Employee’s fingerprints are captured and sent to OPM for the
fingerprint check.

b. The Employee then goes into e-QIP, if accessible to enter their
information; otherwise they enter the information on the SF-85, 85P, or 86
paper form.

c. The sponsorship process will move on while the fingerprint check is in
progress (results will be evaluated during Adjudication (3E-1).

2. If a LincPass is not needed, the Sponsor unchecks box indicating that a PIV card
is not required.

3. The Sponsor logs into EmpowHR and searches for the Employee’s record.

4. The record is found and the Sponsor views and verifies that all the Employee
information is correct.

5. If LincPass is needed, Sponsor provides the Employee’s shipping address.
6. Sponsor saves the EmpowHR Employee record and the date is captured.
7. Employee record is sent to the USAccess System.

8. Sponsor goes to the Employee Information Change Process (2E-2) if the

Employee’s Information or Status changes; otherwise go to the Fingerprint
Adjudication Process (3E-1).
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5.2.3 Employee Information Change in EmpowHR
The following diagram details the workflow of information change of an existing

employee in th
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Figure 16: Employee Information Change in EmpowHR (2E-2)

1. If the Employee’s employment status is to be changed, go to the Employee
Status Change process (2E-2a).

2. If the Employee’s “Card Required” status needs to be changed, go to the
Employee “Card Required” Change process (2E-2b).

3. If there is another type of Employee information change needed, go to the

Employee Other Info Change process (2E-2c).

23

Version 1.1



Personal Identity Verification Il (PI1V-11)
Business Processes, Policies, and Procedures for
Employees

USDA
=

Version 1.1

524 Employment Status Change in EmpowHR

The following diagram details the workflow of the change in employment status of an

existing employee in the EmpowHR system
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Figure 17: Employment Status Change in EmpowHR(2E-2a)
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1. If the Employee is being suspended, go to the 2E-2a.1 process.

2. If the Employee is being terminated, go to the 2E-2a.2 process.

3. If the Employee is being changed back to active from suspended or terminated,
go to the 2E-2a.3 process.

5.2.5 Sponsorship Suspension EmpowHR

The following diagram details the workflow of card suspension by the Sponsor of an
existing employee in the EmpowHR system.
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l

USAccess
system
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changes
credential status
to Suspended
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Figure 18: Sponsorship Suspension EmpowHR (2E-2a.1)

1. The Sponsor logs into EmpowHR.
2. Sponsor sets the employment status to SUSPEND and saves the record.

3. The USAccess System automatically changes the credential status to suspend.
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5.2.6 Sponsorship Termination in EmpowHR

The following diagram details the workflow of card termination by the Sponsor of an
existing employee in the EmpowHR system.
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Figure 19: Sponsorship Termination in EmpowHR (2E-2a.2)
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1. The Sponsor logs into EmpowHR.
2. Sponsor sets the employment status to TERMINATE and saves the record.

3. The USAccess System automatically changes the credential status to
TERMINATE.

The USAccess System revokes the cardholder’s certificates
The Sponsor or Security Officer collects the credential from the cardholder
The Security Officer physically destroys the credential.

N o g &

The Sponsor or Security Officer marks the card as destroyed. in the USAccess
System.
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5.2.7 Sponsorship Reactivation in EmpowHR

The following diagram details the workflow of card reactivation by the Sponsor of an
existing employee in the EmpowHR system.

Employee
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employment
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USAccess
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Figure 20: Sponsorship Reactivation in EmpowHR (2E-2a)
1. The Sponsor logs into EmpowHR.

2. The sponsor updates the employee status to ACTIVE through EmpowHR.

3. The USAccess System is automatically updated with the new Active status.
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5.2.8 Employee Card Required Change in EmpowHR

The following diagram details the workflow of card change by the Sponsor of an existing
employee in the EmpowHR system.
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Figure 21: Sponsorship Card Required Change Process (2E-2b)
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The Sponsor logs into EmpowHR.

If the “Card Required” box is checked and the Employee no longer needs a card,
then the Sponsor un-checks the box.

a. The USAccess System is automatically updated from EmpowHR.

b. If the Employee is a new applicant who has not enrolled and been issued
a card yet, no card will be issued or printed.

c. If the Employee currently holds a card, they can continue to use the card

until a Reissue or Renewal event takes place; no new card will be issued
then.

3. If the “Card Required” box is not checked, and the Employee needs a card, the
Sponsor checks the box.

a. The USAccess System is automatically updated from EmpowHR.

b. If the Employee needs their card re-issued, the Security Officer flags the
Employee for needing a card reissue in the USAccess System.

c. USAccess System sends notice to Employee to schedule a time to
Employee Info Change Procedures (2E-2).
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5.2.9 Employee Other Information Change in EmpowHR

The following diagram details the workflow of other types of information change by the
Sponsor of an existing employee in the EmpowHR system.
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Figure 22: Sponsorship Employee Other Information Change in EmpowHR (2E-2c)
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1. Sponsor logs into EmpowHR and updates the necessary Employee information.

2. If the data that was updated is data that is displayed on the card, the Sponsor will
decide if a new card needs to be issued.

a. The default is that no new card will be issued.
b. New Card Issuance
i. The USAccess System flags the Employee for needing a card
reissue and makes them enrollment eligible.
ii. USAccess System sends notice to Employee to schedule a time
to re-enroll
3. If the data is changed and does not affect the card display:
a. Sponsor is notified that the Employee’s information has been changed
b. Sponsor decides if a new card needs to be issued; if a new card is to be
issued:
i. USAccess System flags the Employee for needing a card reissue
and makes them enrollment eligible.

4. USAccess System sends notice to Employee to schedule a time to re-enroll.

32



USDA
=

Personal Identity Verification Il (PI1V-11)
Business Processes, Policies, and Procedures for

Employees

Version 1.1

Payroll Personnel Workflows

Sponsorship
Procedures in
Payroll
Personnel

(2)

Sponsor decide
if New Employee
needs a
LincPass

5.3.1 Sponsorship of New Employee in Payroll Personnel

The following diagram details the workflow of the first-time sponsorship of a new
employee in the Payroll Personnel system
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Figure 23: Sponsorship of New Employee in Payroll Personnel (2P-1a)
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1. Sponsor determines if the Employee needs a LincPass using the LincPass
Distribution Risk Assessment process. If one is not needed, the process stops
here; otherwise the Sponsor continues.

Sponsor logs into Payroll Personnel.

Sponsor enters the Employee’s information and then verifies that all information

is correct.

4. If the Employee does not have an existing BI, the Sponsor initiates one by
entering the Employee’s information in e-QIP if accessible. If not accessible, the
Sponsor uses the SP-XX paper form to initiate the BI.

a. The Employee’s fingerprints are captured and sent.to OPM for the
fingerprint check.

b. The Employee then goes into e-QIP, if accessible to enter their
information; otherwise they enter the information on the SF-XX paper
form.

c. The Sponsorship process will move on'while the Fingerprint Check is in
progress (results will be evaluated during Adjudication (3P-1).

5. If the Employee has an existing Bl, the Sponsor exits Payroll Personnel and logs
into the USAccess Web Portal.

6. Sponsor searches for the Employee’s record and verifies that all the Employee
data is correct.

7. If there is any data missing, (business email, business phone, country of
citizenship, emergency response official, adjudication status and PIV card
required) the Sponsor adds the data in.the USAccess Web Portal.

8. Sponsor checks box indicating that a PIV card is required

9. Sponsor provides the Employee’s shipping address for the LincPass.

10. Sponsor saves the record with the current date captured.

11. Sponsor goes.to the Employee Information Change Process (2P-2) if the
Employee’sdnformation or Status changes; otherwise go to the Fingerprint
Adjudication Process (3P-1).

w N
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5.3.2 Sponsorship of Existing Employee in Payroll Personnel

The following diagram details the workflow of the sponsorship of an existing employee in
the Payroll Personnel system.
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Figure 24: Sponsorship of Existing Employee in Payroll Personnel (2P-1b)
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1. If the Employee does not have an existing BI, the Sponsor initiates one by
entering the Employee’s information in e-QIP if accessible. If not accessible, the
Sponsor uses the SF-85, 85P, or 86 paper form to initiate the BI.

a. The Employee’s fingerprints are captured and sent to OPM for the
fingerprint check.

b. The Employee then goes into e-QIP, if accessible to enter their
information; otherwise they enter the information on the SF-85, 85P, or 86
paper form.

c. The Sponsorship process will move on while the Fingerprint Check is in
progress (results will be evaluated during Adjudication (3P-1).

Employee records are uploaded to the USAccess Web Portal.

The Sponsor logs into the USAccess Web Portal and searches for the

Employee’s record.

4. The USAccess Web Portal displays the Employee’s record and the Sponsor
verifies that the Employee’s data is correct.

5. Enter the six required fields and any other missing data, (business email,
business phone, country of citizenship, emergency response official, adjudication
status and PIV card required) the Sponsor adds the data in the USAccess Web
Portal.

a. Sponsor logs back into Payroll Personnel and makes the same Employee
Information updates

6. Sponsor checks box indicating that a PIV card is required, if the Employee needs

a LincPass.

Sponsor saves the record.

Sponsor goes to the Employee Information Change Process (2P-2) if the

Employee’s Information or Status changes; otherwise go to the Fingerprint

Adjudication Process (3P-1).

w N

© N
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5.3.3 Employee Information Change in Payroll Personnel

The following diagram details the workflow of information change of an existing
employee in the Payroll Personnel system.
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Figure 25: Sponsorship Employee Information Change in Payroll Personnel (2P-2)

1. If the Employee’s employment status is to be changed, go to the Employee
Status Change process (2P-2a).

2. If the Employee’s “Card Required” status needs to be changed, go to the
Employee “Card Required” Change process (2P-2b).

3.

If there is another type of Employee information change needed, go to the
Employee Other Info Change process (2P-2c).
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5.3.4 Employee Status Change in Payroll Personnel
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Figure 26: Sponsorship Employee Status Change in Payroll Personnel (2P-2a)

If the Employee is being suspended, go to the 2P-2a.1 process.

If the Employee is being terminated, go to the 2P-2a.2 process.

If the Employee is being changed back to active from suspended or terminated,
go to the 2P-2a.3 process.

whh e
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5.3.5 Sponsorship Suspension in Payroll Personnel

The following diagram details the workflow of card suspension by the Sponsor of an
existing employee in the Payroll Personnel system.
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Figure 27: Sponsorship Suspension in Payroll Personnel (2P-2a.1)

The Sponsor logs into Payroll Personnel
Sponsor sets the employment status to SUSPEND and saves the record.

Sponsor logs into USAccess System

E A

Sponsor changes the credential status to suspend in the USAccess System.
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5.3.6 Sponsorship Termination in Payroll Personnel
The following diagram details the workflow of card termination by the Sponsor of an
existing employee in the Payroll Personnel system.
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Figure 28: Sponsorship Termination in Payroll Personnel (2P-2a.2)

1. The Sponsor logs into Payroll Personnel
2. Sponsor sets the employment status to TERMINATE and saves the record.

3. Sponsor logs into the USAccess System.

40



USDA Personal Identity Verification Il (PIV-II)

Business Processes, Policies, and Procedures for Version 1.1

—_/
= Employees

©ONo g A

Sponsor changes the credential status to TERMINATE in USAccess System.
The USAccess System revokes the cardholder’s certificates

The Security Officer or Sponsor collects the credential from the cardholder.
The Security Officer physically destroys the credential.

The Security Officer or Sponsor marks the card as destroyed in the USAccess
System.
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5.3.7 Sponsorship Reactivation in Payroll Personnel

The following diagram details the workflow of card reactivation by the Sponsor of an
existing employee in the Payroll Personnel system.
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Figure 29: Sponsorship Reactivation in Payroll Personnel (2P-2a.3)

Sponsor logs into Payroll Personnel
The sponsor updates the employee status to ACTIVE.

Sponsor logs into USAccess System.

P wnNPRE

Sponsor reactivates the card and certificates in USAccess System.
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5.3.8 Employee “Card Required” Change in Payroll Personnel

The following diagram details the workflow of card change by the Sponsor of an existing
employee in the Payroll Personnel system.
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Figure 30: Sponsorship Employee “Card Required” Change in Payroll Personnel (2P-2b)

1. The Sponsor logs into the USAccess Web Portal.

43



USDA Personal Identity Verification Il (PIV-II)
—_— Business Processes, Policies, and Procedures for Version 1.1

—_f
= Employees

2. If the “Card Required” box is not checked, and the Employee needs a card, the
Sponsor checks the box.
a. If the Employee needs their card re-issued, the Sponsor flags the
Employee for needing a card reissue in the USAccess System.
b. The USAccess System makes them enrollment eligible.
c. USAccess System sends notice to Employee to schedule a time to re-
enroll.
3. If the “Card Required” box is checked, and the Employee no longer needs a card,
the Sponsor un-checks the box.
d. If the Employee is a new applicant who has not enrolled and been issued
a card yet, no card will be issued or printed.
e. If the Employee currently holds a card, they can continue to use the card
until a Reissue or Renewal event takes place; no new card will be issued
then.
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5.3.9 Employee Other Information Change in Payroll Personnel

The following diagram details the workflow of other types of information change by the
Sponsor of an existing employee in the Payroll Personnel system.
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Figure 31: Employee Other Information Change in Payroll Personnel (2P-2c)
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1. Sponsor logs into Payroll Personnel and updates the necessary Employee
information.
2. Sponsor makes the same updates to the Employee’s information in the
USAccess System.
3. If the data that was updated is data that is displayed on the card, the Sponsor will
decide if a new card needs to be issued.
a. The default is that no new card will be issued.
b. New Card Issuance
i. The USAccess System flags the Employee for needing a card
reissue and makes them enrollment eligible.
ii. USAccess System sends notice to Employee'to schedule a time
to re-enroll.
4. If the data does changed, does not affect the card display:
c. Sponsor is notified that the Employee’s information has been changed
d. Sponsor decides if a new card needs to beissued; if a new card is to be
issued:
iii. USAccess System flags the Employee for needing a card reissue
and makes them enrollment eligible.
5. USAccess System sends notice to Employee to schedule a time to re-enroll.

5.4 Request Card Re-Issuance

When personal data is updated in the USAccess web portal, not related to card display,
employment status, and card required data elements, no additional actions are required
by the USAccess System. Updates to these data elements are saved to the Identity
record and shall reflect across all agencies. A change to an applicant’s personal
information triggers a natification to the all sponsors for this applicant so a decision can
be made by each individual sponsor if a new card needs to be issued.
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5.4.1 Sponsorship Re-Issuance Process

The following diagram details the workflow card re-issuance by the Sponsor of an
existing employee.
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Figure 32: Sponsorship Re-lIssuance (2EP-3)

In the case of re-issuance, the entire enrollment and issuance process, including
fingerprint and facial image capture, shall be conducted. [Note: Because of the
geographic locations of the agencies in USDA, management is going to NIST to request
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changing this. It is hoped that an employee would not have to drive back to an
enrollment station for a re-issuance. The Sponsor and security officer shall have the
ability to initiate a credential re-issue.

=

The sponsor logs onto the USAccess web portal.

2. Sponsor searches for the applicant to determine if they are a new or existing
applicant. If they are new, use the New Employee Sponsorship process to set
them up in the USAccess System (2E-1a or 2P-1a depending on the Agency’s
authoritative HR system).

3. USAccess System displays the applicant record in sponsorship screen.

4. Sponsor or Security Officer flags USAccess System for a credential reissue
action.

5. USAccess System automatically notifies the applicant of the sponsorship change

and re-enrollment via e-mail. The e-mail will contain the spansorship information

so that the applicant can verify the accuracy of the data and shall provide
enrollment instruction
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Section 6 Sponsorship Policies

6.1 Sponsor Responsibilities

Sponsors are individuals who act on behalf of the Department to request LincPass
credentials for USDA Applicants (employees, contractors, or affiliates). Depending on
the Applicant’'s employment status, a Sponsor may be a federal supervisor, contracting
officer, contracting officer’s representative, or other federal official. The Sponsor must
have training and a LincPass in order to perform HSPD-12 Sponsor functions.

The Sponsor’s basic responsibilities are to:

e Conduct identity proofing.

Determine applicant’s need for a LincPass.

e Review the Applicant’'s SF-85, SF-86 or SF 85P, Questionnaire for Non-Sensitive
Positions, and OF-306, Declaration for Federal Employment (unless the SF-85 is
done in e-QIP).

e Enter applicant’s information into EmpowHR or P/P.

¢ Modify records for applicants based on updates to user status and relevant
information.

Suspend or revoke LincPass via the USAccess web application.
¢ Initiate re-enrollments for current or previous cardholders.
When required, recover the credential from the Applicant.

6.2  Sponsor Training

6.2.1 Resources for Initiating NACls

HR Directors will receive the following documents in electronic format to assist with
initiating NACIs:

e OPM Publication 1S-15, Requesting OPM Personnel Investigations.

e OPM’s SF-85 and OF-306 Accept Guidelines.
USDA PDSD Checklist and Transmittal memo to inform PIV Sponsors what
corrections.are needed to forms.

6.2.2 Training for I.D. Validation

e Sponsors will be given FAQs similar to the information in the Identity Proofing
section 5.3 in this document. For further training they can read pages 2-3 of the
Driver’s License Guide and review states’ drivers license formats.

e Sponsors should complete the HSPD-12 implementation training module, read
the Q&A, and stay alert to identity and I.D. fraud as an on-going crime. Read
pages 2-3 of the Driver’s License Guide
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e Review the formats of State’s SDL. Finally, become familiar with State’s SDL
validation points as shown in the Driver’s License Guide.

6.2.4 USACCESS Web ApplicationTraining

Sponsors will receive training on using the USAccess web application to enter
applicant’s information. If in EmpowHR, Sponsors will receive training on the new
HSPD-12 features in EmpowHR.

6.3 Identity Proofing

Applicants are required to show the sponsor two forms of identity source documents in
original form. The identity source documents must come from the list of acceptable
documents shown on Form 1-9 (see Appendix B), Employment Eligibility Verification. At
least one document shall be a valid State or Federal government-issued picture ID card.
Applicants who possess a current State Drivers License or State Picture ID card shall
present that document as one identity source document before presenting other State or
Federal government-issued picture ID cards. For example, an"Applicant might show his
or her State Drivers License and a military reserve ID card as proof of identity.

If an ID does not seem genuine or relate to the person presenting.it, the Sponsor asks a
supervisor to review the IDs. If concerns still remain, the ID is photocopied returned to
the Applicant, and the Applicant is told that an additional review will be required.

Applicants are required to provide two forms of identification in original form. The
identification documents must come from the list of acceptable documents shown on
Form 1-9, Employment Eligibility Verification At least one I.D. shall be a valid State or
Federal government-issued picture.ID. Applicants who possess a current State Driver’s
License or State.Picture ID (hereafter, SDL) should be asked to present that ID before
accepting other federal or state-issued picture IDs.

The responsibilities are different for a Sponsor depending on whether or not the
Applicant has a background investigation. Sponsors will check to verify if employees
and contractors already have favorably adjudicated background investigations via OPM
for employees or through prior agency HR or Security offices for contractors. For those
individuals, only identity proofing is conducted. For employees and contractors who do
not have a background-investigation, background investigations will be initiated using the
same procedures as for a new USDA employee or contractor.

Whenever individuals holding LincPasses end their employment or work with the
Department, the Applicant must return their LincPasses and other properties belonging
to USDA. On occasion, the agency Adjudicator will notify him/her that all or part of an
Applicant’s background investigation was unsuccessfully adjudicated, and that a
proposed notice of denial or revocation of the LincPass will be issued.
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6.3.1 Disqualifying Information

The Sponsor will contact the Applicant to discuss potentially disqualifying information.
Examples of potentially disqualifying information include, but are not limited to:

o Use, possession, supply, or manufacture of illegal drugs in the last year. (See
Q14 on the SF-85 for examples of illegal drugs).

e Conviction, imprisonment, probation, or parole during the last 10 years (includes
felonies, firearms or explosive violations, misdemeanors, and all other offenses).
(See Q9 on the OF-306).

e Conviction by military court-martial in the past 10 years: (See Q10 on the OF-
306).

e Currently under charges for any violation of law. (See Q11 on the OF-306).

e Fired from any job during the last 5 years. (See Q12 of the OF-306 for conditions
involving separation from employment that must be reported.)

e Current delinquency on any Federal debt: (See Q13 on the OF-306 for a specific
explanation of the kind of delinquencies that must'be reported.)

6.3.2 |ID Card Examination and Validation

The purpose of I.D. examination and validation is to determine whether an ID appears
genuine (free of signs of alteration or counterfeiting) and relates-to the person presenting
it. If an ID reasonably appears on its face to be genuine and to relate to the person
presenting it, no further review is needed. The ID is acceptable. When there is doubt
about the authenticity of an identification card, a valid version of that identification card
must be available for comparison. Valid versions of the 50 States driver’s licenses and
other commonly used IDs are shown in the U.S. and Canada |.D. Checking Guide
(Driver’s License Guide).

6.3.3 IDs Applicants Are Required to Present for LincPasses

Applicants are required to provide two forms of identification in original form. The
identification documents must come from the list of acceptable documents shown on
Form 1-9, Employment Eligibility Verification. At least one I.D. shall be a valid State or
Federal government-issued picture 1.D. Along with social security numbers, State
Issued Driver’s Licenses (SDL’s) are the most common form of |.D. used in the U.S.
With few exceptions, Applicants will have a SDL that can be properly validated. In
addition, almost all states have tamper resistant SDL’s. Using tamper resistant SDL’s
makes the I.D. validation process more reliable.

6.3.4 I.D. Validation Challenges

If the Applicant does not have an SDL, the Applicant needs to show two other forms of
ID (hereafter, Other IDs or OID) in original forms that are listed in the 1-9. At least one
document must be a valid State or Federal government-issued picture ID. Picture IDs or
other IDs will not be accepted unless they are listed on the 1-9.
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Some of the challenges in validating SDL/OIDs are:

¢ Individual states have 1 to 3 valid SDL formats in use at one time. The Sponsor
may not have seen one or two of the valid formats.

e Some states’ renewal rules allow use of the same facial photograph for up to 10
years.

e SDL/OIDs become worn over time which makes them more difficult to validate.
Unfamiliar SDL’s may require more time to validate.

6.3.5 Altered SDL/OIDs

Altered IDs may exhibit signs of tampering in one or more places, including the numbers,
the photograph, and the laminate. The birth date, driver’s license number, height, and
weight may be scratched or bleached out and inked over or cut out and reinserted. If
altered, the numbers may be bumpy.

Altered 1.D. cards and documents may also have erasures, strikeovers, or pen-and-ink
changes. A photograph with bumpy surfaces or rough edges may have been inserted
over the original. The SDL surface should be flat. A test of this surface can be made by
tracing one finger lightly over the front surface of the SDL and noting if the surface is
raised at any point, particularly where the facial photograph is located.

Because many states place their seal over the photograph, an I.D. altered in this manner
would cover part of the seal.

Changes in the card’s laminated cover often indicate tampering. It may contain glue
lines or rough edges, especially near the photagraph. Altered numbers may not match
up after the laminate is put back into place. A shadowy or cloudy image on the card
means that a new laminate covers the original.

6.3.6° Counterfeit SDL/OIDs

For the most part, fake or counterfeit IDs encompass two different types. Some closely
resemble state driver’s licenses. Others, such as identification cards manufactured by
mail-order firms, may have no legal counterpart, making illegal ones harder to detect.
Still, both types of counterfeit cards may contain anomalies that can alert officials to their
lack of authenticity. For example, a fake driver’s license, when compared to the real
thing, may be a different size, thickness, or color. Letters and numbers may differ in
size, typeface, or placement. In fact, although many counterfeiters spend a great deal of
time reproducing the front of the card, they may merely photocopy the reverse side,
leaving blurred letters and/or dark images.

No matter how professional-looking it is, the front of the counterfeit card may miss the
mark. The photograph may lack the quality of the motor vehicle card, producing a

shadow or glare or giving the subject “red-eye.” Finally, the state seal or logo may be
missing or altered. Mail-order IDs may actually contain such phrases as “for personal
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use,” “office use only,” or “not a government document,” a sure sign that the card is a

fake.

A poorly counterfeited SDL/OID may also have printing that is not clear, distinct, or
sharp. There may be uneven spacing or misalignment of type. Colors may not be clear
or well-defined. The hologram on the SDL may not show different images when the
angle of the viewing is changed. In contrast, genuine SDL/OIDs have printing that is
crisp and well-defined and holograms that show different images when the angle of the
viewing is changed.

Examples of counterfeit features can be found at
www.secretservice.gov/money detect.shtml. Although the examples shown are
counterfeit money, the same signs of counterfeiting can apply to SDL/OIDs.

6.3.7 Borrowed SDL/OIDs

While physical appearance changes may be.due to aging, injury, cosmetic surgery, or
other reasons, the changes may also be due to use of a borrowed ID. Even subtle
differences between the person presenting the 1.D. and the photograph and/or the
physical description data on the cardishould be questioned. Persons performing identity
proofing will look for duplicate and expired cards. An expired driver’s license cannot be
accepted. Be wary of SDL’s marked “DUPL” because they may not belong to the person
presenting it as identification.

6.3.8 |.D. Validation Resources

The Driver’'s License Guide has authentic versions of SDL formats shown in true size
and color for all. 50 U.S. States and Territories and the 10 Canadian Provinces. In
addition, the Guide contains authentic versions of State Identification Cards, U.S.
immigration I.D. cards, U.S. military 1.D. cards, and each of the U.S. States’ policy on
extension of expiration dates for SDL’s held by military personnel are shown. At this
writing the cost is $13.15 plus shipping. Itis valid for one year and must be repurchased
on or about February 1 of each year. A website shows updates between printings. See:
www.idcheckingguide.com

To validate passports, certificates, or U.S. immigration picture 1.D. cards shown under
“List A” of the I-9, Sponsors/Adjudicators will use the Driver’s License Guide if the I.D.
documents are shown in the Guide. The Sponsor will schedule a records check on all
List A documents. Picture I.D. cards and other identification documents shown under
“List B” of the I-9 are validated using the Driver’s License Guide if the I.D. cards are
shown in the guide. For documents not shown in the Driver’s License Guide, or issued
by the U.S. federal or a state government, e.g., school, day-care, and hospital-issued
records. The Sponsor will schedule a records check on all List B documents when
possible.
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6.4  Background Investigations

A National Agency Check with Inquires (NACI) is the minimum background investigation
that must be performed for all applicable Federal employees, contractors, and affiliates,
who require unaccompanied access to federally controlled facilities and information
systems. Some positions require a more in-depth OPM or National Security community
background investigation (OPM/NS BI). In such cases the OPM/NS BI shall be
scheduled in lieu of the NACI through the Personnel and Document Security Division
(PDSD).

A NACI is (1) a search of the fingerprint and investigative files of.the Federal Bureau of
Investigation and other records held by federal agencies suchas the U.S. Office of
Personnel Management (OPM), and (2) written inquires of current and past employers,
schools attended, references, and local law enforcement authorities. A LincPass may
be issued after a FBI fingerprint check is completed and successfully adjudicated.
However, the NACI must still be completed and successfully adjudicated for individuals
to maintain eligibility to hold the credential.

The above requirement may also be met by referencing a previous favorably adjudicated
NACI or other OPM/NS BI. Agency human resources offices can meet the above
requirement by completing the SF-75, Request for Preliminary Employment Data,
Section K, Security Data, for federal employees transferring to the Department.
Applicants experiencing a break in Federal service exceeding two years must undergo a
new NACI.

Agencies are responsible for ensuring proper position sensitivity designation for
employees and contractors, and completion of background investigations consistent with
those designations. Agencies must also ensure that periodic reinvestigations for NS Bls
are scheduled as required through PDSD.

Agencies will submit the SF-85, Questionnaire for Non-Sensitive Positions, and related
documents needed to conduct an NACI, directly to OPM and make final PIV identity and
suitability determinations on all persons serving in low-risk or non-sensitive positions.

USDA agencies may issue a provisional credential after successful adjudication of the
FBI fingerprint check. Completion and successful adjudication of the final NACI results
or OPM/NS BI are still required.

Applicants shall submit SF-85 forms via OPM'’s Electronic Questionnaire for
Investigations Processing (e-QIP) system located on the OPM secure website when
available. Use of e-QIP must be facilitated by agency human resources or other
designated representatives. Completing e-QIP web-based security questionnaires will
lead to improved processing time of all types of investigations and dramatically reduce
the overall error and rejection rates of federal security questionnaires.

Agencies must verify that “applicable employees and contractors” have a record of a

favorably adjudicated NACI. If no record of a previous NACI exists for an individual,
agencies must conduct the appropriate level of investigation as required by the position
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designation. “Applicable employees and contractors” are individuals who require
unaccompanied access to federally controlled facilities or information systems.

On March 1, 2006, USDA Human Resources Directors were provided OPM’s records of
USDA employees with 15 or less years of federal service having a NACI record as of
December 6, 2005. These records are official. If individuals have had a break in service
of more than two years following their last investigation, they will need the appropriate
level of investigation for the position currently applied for or held. This requirement also
applies to contractors having a break in service of more than two years from
employment under a Federal contract.

Except in a relatively small number of cases, NACI records in‘electronic format for
employees with over 15 years of federal service are not available. OPM deletes most
NACI records 15 years after the NACI was completed. (NACIs containing serious issues
are deleted after 25 years). To verify completion of aiNACI that is more than 15 years
old, if the employee’s name and a record of a completed"NACI were not in the OPM
records provided on March 1, 2006, a review of that individual's Official Personnel Folder
(OPF) or other actions may be needed to obtain such a record. OPF reviewers should
look for the following when searching for evidence that a NACI was completed:

o Certificate of Investigation Notices. Beginning or about April 1, 1990, OPM began
issuing a “Certificate of Investigation Notice” when.an. OPM NACI was
completed. The Certificate was filed with the permanent OPF records. If such a
certificate is found in an employee’s OPF the agency has verified the previous
NACI and no additional investigation is required for Homeland Security
Presidential Directive (HSPD) 12, Policy for a Common Identification for Federal
Employees and Contractors, implementation purposes.* If an OPM “Closed-
Discontinued Notice” or “Closed-Incomplete Notice” is the only record of a
previous NACI found in the OPF, a new investigation must be scheduled.

o Documents stamped Processed Under E.O. 10450. Prior to April 1, 1990, OPM
and the former U.S. Civil Service Commission, rubber stamped on certain
documents were words to the effect of “Processed Under E.O. 10450, Stamped
E.O. 10450,” or similar references to E.O. 10450 requirements being met. The
stamped impression can be found on the upper right hand edge of either the
former SF-171, Application for Federal Employment, OF-612, Optional
Application for Federal Employment, or SF-85, Questionnaire for Nonsensitive
Positions filed with the permanent OPF records. If such a stamped document is
found in an employee’s OPF the agency has verified the previous NACI and no
additional investigation is required for HSPD-12 implementation purposes.

e Other Federal Background Investigation Record Notices. Federal agencies with
delegated authority from OPM to conduct their own background investigations
developed their own forms, memos, or other materials to document the date a
background investigation was completed. If such documents are located in an
employee’s OPF, the agency has verified the previous background investigation
and no additional investigation is required for HSPD-12 implementation
purposes.
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e Security/Suitability Clearance Documents. Certificates documenting the previous
background investigation and granting of a security clearance, or eligibility to hold
a public trust position, verifies the previous background investigation, and no
additional investigation is required for HSPD-12 implementation purposes.

e SF-75 Data. If none of the above reveals a record of a previous NACI, the
temporary OPF records may contain an SF-75, Request for Preliminary
Employment Data. Section K, Security Data, of that form should be reviewed. If
the SF-75 verifies the previous NACI no additional investigation is required for
FISPD-12 implementation purposes.

6.5 Scheduling NACIs

An advanced FBI fingerprint check can be obtained by inserting a “R” in the “Codes”
block at the top of page 1 (above the “Agency Use Only” section) of the SF-85 or in the
first field of the Agency Use portion of the Electronic Questionnaires for Investigations
Processing (e-QIP) form . The FBI fingerprint check results are usually completed and
returned to your agency within 14-21 workdays after the fingerprint chart is received by
OPM. The NAC and NACI will be completed in approximately-120 calendar days and
sent to your agency to close out the investigation.

If the Applicant is a naturalized U.S. citizen, legal permanent resident, legal alien, or
presented to the Sponsor any of the identity source documents numbered 2 though 10,
from List A of the 1-9, a records check should be scheduled with the U.S. Citizenship and
Immigration Service (CIS), Department of Homeland Security, by placing an “H” in Block
B, Extra Coverage, of the AUO section at the top of the SF-85.

If the Applicant presented to the Sponsor documents 5 or 7 from List B of the
Attachment as a source. identity document, schedule a check of U.S. Military Personnel
Records (MILR) by placing a “G” in Block B, Extra Coverage.

Finally, if any discrepancies in date or place of birth for U.S. born Applicants are
discovered, schedule a Bureau of Vital Statistics (BVS) check by placing an “L” in Block
B, Extra Coverage placing a’2” in Bloek B. This check may be scheduled as part of the
NACI or separately through use of OPM’s Special Agreement Check (SAC). USDA
Human Resources Directors (HR Directors) were previously provided SAC completion
procedures.

Refer to OPM'’s publication 1S-15, Requesting OPM Personnel Investigations, and U.S.
Department of Agriculture Personnel Security Bulletin No. 06-01, Subject: Advance FBI
Fingerprint Checks for Issuing Personal Identity Verification (PIV) I.D. Badges under
HSPD-I2, dated November 1, 2005 (see www.usda.gov/dalpdsd/bulletins.htm). The IS-
15 has detailed instructions on coding the AUO block as well as information on
fingerprinting, what documents are needed for an NACI (see chart on page 6),
instructions on the limited questions (items 1,2, 8 through 13, 16 and 17a) that
contractors must answer when completing the OF-306, and a variety of other useful
information. The Personnel Security Bulletin No. 06-01 contains instructions on
scheduling advance FBI fingerprint checks.

56



USDA Personal Identity Verification Il (PIV-II)
—_— Business Processes, Policies, and Procedures for Version 1.1

—_f
= Employees

OPM's SF-85 and OF-306 Accept Guidelines explain what must be shown in each block
to ensure proper form completion for forms SF-85 and OF-306. If one of these forms is
not properly coded, the Sponsor photocopies and returns the form(s). If the SF-85 and/or
OF-306 are not properly completed, photocopy and return the form(s) to the Sponsor.
USDA'’s Personnel and Document Security Division’s (PDSD) internal checklist can be
used as a transmittal memo to inform the Sponsor what corrections are needed.
Agencies should modify the checklist to suit their needs.

Prior to scheduling the NACI, contractors and affiliates should be asked if they have a
previous NACI. If contractors state a previous NACI was completed, the contractor shall
be advised to contact the contracting companies’ human resources or security offices
and request the record be faxed directly to the USDA contracting officer’s representative
or other authorized Federal official.

It is an agency management decision who schedules and adjudicates NACIs for agency
contractors or affiliates.

Providing LincPasses to non-employee affiliates (hereafter, “affiliates”) such as
volunteers, gratuitous employees, collaborators, state and local government employees,
and others carrying out the work of the Secretary of Agriculture is discretionary with
USDA agencies. It depends on the level of access the affiliate requires to federally
controlled facilities or information systems.

Authority to conduct NACIs on affiliates is found at 5 CFR 736.10 1.

Agencies should note that the legal instruments under which affiliates work, e.g.,
volunteer, cooperative, and memoranda of understanding, and similar instruments will
most likely require modification before LincPass credentials can be authorized. Advice
from the agency office responsible for such agreements is recommended prior to
requiring completion of the forms needed to conduct a NACI.

OMB deadlines for verifying and/or completing NACISs:

e Verify and/or complete NACIs for all current employees with less than 15 years of
Federal service: No later than October 27, 2007.

¢ Verify and/or complete NACIs for all current contractors: No later than October

o 27,2007.
Verify and/or complete NACIs for all current employees with more than 15 years
of Federal service: No later than October 27, 2008.

Federal employees transferring to USDA will require a favorably adjudicated Federal
background investigation. The Sponsor will check with the Applicant’s former
department or agency to verify he/she was issued a valid LincPass.

If an applicant needs a national security clearance or a certificate to hold a public trust
position, he/she will be asked to complete either a SF-86, Questionnaire for National
Security Positions, or SF-85P, Questionnaire for Public Trust Positions, and a more in-
depth background investigation will be scheduled with OPM through the PDSD.

57



USDA Personal Identity Verification Il (PIV-II)
—_— Business Processes, Policies, and Procedures for Version 1.1

—_f
= Employees

USDA agency adjudicators and their supervisors are the only individuals authorized to
see NACI results. USDA Department-level personnel security specialists and their
supervisors will see the background investigation results if, in addition to the LincPass,
the position requires a national security clearance or public trust suitability determination.

An applicant can see his/her NACI by sending a signed and dated written request to
OPM-IS, FOIP, Post Office Box 618, Boyers, PA 16018-06 18, or fax to OPM-IS, FOIP
at (724) 794-4590. The applicant must include his/her full name, social security
number, date and place of birth.
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Section 7 Adjudication
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Figure 33: Adjudication Overview

After an applicant is sponsored and has enrolled in-person at an enrollment workstation,
a completed enroliment package is submitted for adjudication. The required background
checks for a LincPass include a U.S. Federal Bureau of Investigation (FBI) check and
National Agency Check with Inquiries (NACI). It is'the responsibility of the Adjudicator at
the agency to review and approve or reject the results of the background investigations.
Each agency’s Adjudicator using Payroll Personnel will enter the Adjudicator portal of
the USAccess website. Agencies in EmpowHR input the data directly into the
Employee’s record. The Adjudicator provides a decision that will be recorded as part of
the applicant’s enrollment record. The Adjudicator provides an “approve” or “reject”
decision in the system.

Once an Adjudicator is ready to record a decision for.an applicant in the system based
on the Bl information reviewed, the Adjudicator-must enter the Adjudicator portal and
indicate that decision. This decision is included in the applicant’s enrollment record. In
order to perform this function, the Federal employee designated as the Adjudicator
accesses the GSA HSPD-12 Shared Service Solution website, enters the Adjudicator
portal using his/her secure login credentials, reviews each individual applicant profile in
the adjudication queue, and makes the “approve” or “reject” decision. If the applicant’s
background check is approved, the Adjudicator is responsible for sending the notification
to print the card. The Adjudicator performs this by approving the results of the check
and clicking the submit button.

All Adjudicators are required to enroll and obtain a PIV prior to conducting any
Adjudicator duties and must complete online Adjudicator training. Once completed, the
Agency Adjudicator may begin performing Adjudicator duties.

The Adjudicator should click on the Applicant ID of the person whose record he/she
chooses to review and record a result. Clicking on the Applicant ID pulls up that
Applicant’s profile. The Applicant Profile page displays the status of each of the
background check results as either “Pending,” “Approved,” or “Rejected.” Those checks
in “Pending” status require action by the Adjudicator. If either the FBI Response or the
NACI response is approved, and the respective other check remains pending, a card is
printed for the applicant. The Adjudicator has the option to enter comments prior to
clicking the “Submit” button.
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7.1  New Adjudication Record

After an Applicant is sponsored and has enrolled in person at an enrollment station, a
completed enrollment package is submitted for adjudication. The required background
checks for a LincPass include a U.S. Federal Bureau of Investigation (FBI) check and a
National Agency Check with Inquiries (NACI). It is the responsibility of the HSPD-12
Adjudicator at the agency to review and approve or reject the results of the background
investigations

7.2  Adjudication Workflows in EmpowHR
7.2.1 Fingerprint Adjudication in EmpowHR

The following diagram details the workflow of fingerprint adjudication of an applicant by
the Adjudicator and Sponsor in the EmpowHR system.
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Figure 34: Fingerprint Adjudication in EmpowHR (3E-1)

1. The fingerprint results are received from OPM.

problem of the
missing record

3E-1

2. The fingerprint results are reviewed and deemed either favorable or not
favorable. If fingerprint results are not favorable then an appeal process may be

initiated.
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3. If fingerprint results are favorable, the Adjudicator searches for the Applicant in
the system by SSN or DOB to determine if they are a new or existing employee.
The system displays the Applicant’s Adjudication record. The initial record
should show “pending” for both FBI/NAC and NACI/Higher results.

4. If Applicant’s Adjudication record can not be found in the system, the Registrar
contacts the Sponsor to investigate and resolve the problem.

5. The Adjudicator enters the FBI/NAC Adjudication results. The default value is
“pending” and the possible updates are either “approved” or “rejected”. A
rejection result will automatically terminate the LincPass or will prevent a
LincPass from being printed.

a. The Adjudicator enters the FBI/NAC start date and end date.

6. The Adjudicator enters the NACI/Higher Adjudication results. The default value
is “pending” and the possible updates are either “approved” or “rejected”. A
rejection result will automatically terminate the LincPass or will prevent a
LincPass from being printed.

a. The Adjudicator enters the FBI/NAC start date and end date.

7. The Adjudicator enters comments regarding the Applicant’s Adjudication if
necessary.

8. The Adjudicator clicks on the “update” button. The system automatically dates
and saves the Adjudication record.

9. The system requests confirmation that Adjudication is complete.

10. The Adjudicator clicks on the “Adjudication Complete” button, which triggers a
card issuance request to the system to prepare a card production file to be sent
to the card production facility.
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7.2.2 Fingerprint Adjudication Appeals Process in EmpowHR

The following diagram details the workflow of the appeal of fingerprint adjudication
results in the EmpowHR system.
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Figure 35: Fingerprint Appeal Process in EmpowHR (3E-1a)
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Fingerprint (FP) results received from OPM and reviewed by the Adjudicator.
The FP results are unfavorably adjudicated.

The Adjudicator sends the Employee a Letter of Inquiry (LOI) requesting facts
and circumstances surrounding FP results.

4. The Employee may or may not choose to respond to the LOI in writing and
initiate the FP appeal process.

5. If the Employee chooses to officially respond to the LOI, then the Adjudicator
follows their agency-specific FP appeal process.

6. If the Employee chooses not to respond to the LOI, then the Adjudicator enters
the FP results into the EmpowHR system.

7. Employee re-submits the application with:'supportive documentation to be
reviewed and reconsidered.

8. If the re-submitted application is found suitable than the adjudication process
continues.

9. |If the re-submitted application is found un-suitable than the Employee is notified
regarding the final decision.

10. Upon successful appeal, the Adjudicator logs.into the EmpowHR Web Portal.

11. The Adjudicator searches for the Employee in the system by SSN or DOB to
determine if they are a new or existing employee. The system displays the
Employee’s Adjudication record.

12. The Adjudicator enters the NACI/Higher Adjudication results. The default value
is “pending” and the possible updates are either “approved” or “rejected”. A
rejection result will automatically terminate the LincPass or will prevent a
LincPass from being printed.

13. The Adjudicator enters comments regarding the Employee’s Adjudication if
necessary.

14. The Adjudicator clicks on the “update” button. The system automatically dates
and saves the Adjudication record.

15. The system requests confirmation that Adjudication is complete.

16. The Adjudicator clicks on the “Adjudication Complete” button, which triggers a
card issuance request to the system to prepare a card production file to be sent
to the card production facility.
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7.2.3 Background Investigation (BI) Process in EmpowHR

The following diagram details the workflow of the background investigation adjudication
of an application by the Adjudicator and Sponsor in the EmpowHR system.
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Figure 36: Background Investigation in EmpowHR (3E-2)

1. Background Investigation results received and reviewed by the Adjudicator.

2. If the NACI results are favorable then the Adjudicator enters the NACI/Higher
Adjudication results. The default value is “pending” and the possible updates are
either “approved” or “rejected”. A rejection result will automatically terminate the
LincPass or will prevent a LincPass from being printed.
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3. The Bl results are reviewed and deemed either favorable or not favorable. If the
Bl results are not favorable then an appeal process may be initiated. The
Adjudicator enters the FBI/NAC start date and end date.

The Adjudicator logs into the EmpowHR Web Portal.

The Adjudicator searches for the Employee in the system by SSN or DOB to
determine if they are a new or existing Employee. The system displays the
Employee’s Adjudication record. The initial record should show “pending” for
both FBI/NAC and NACI/Higher results.

6. If Employee’s Adjudication record can not be found in the system, the Registrar
contacts the Sponsor to investigate and resolve the problem.

The EmpowHR system displays the Employee’s data.

The Adjudicator enters in comments regarding the Employee’s Adjudication if
necessary.

9. The Adjudicator clicks on the “update” button. The system automatically dates
and saves the Adjudication record.

10. The system requests confirmation that Adjudication is complete.

11. The Adjudicator clicks on the “Adjudication Complete” button, which triggers a
card issuance request to the system to prepare a card production file to be sent
to the card production facility.
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7.2.4 Background Investigation Appeals Process in EmpowHR

The following diagram details the workflow of the appeal process of background
investigation adjudication results in the EmpowHR system.
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Figure 37: Background Investigation Appeals Process in EmpowHR (3E-2a)
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1. Background Investigation (Bl) results received from OPM and reviewed by the
Adjudicator.

The BI results are unfavorably adjudicated.

The Adjudicator sends the Applicant a Letter of Inquiry (LOI) requesting facts and
circumstances surrounding BI results.

4. The Applicant may or may not choose to respond to the LOI in writing and initiate
the Bl appeal process.

5. If the Employee chooses to officially respond to the LOI, then the Adjudicator
follows their agency-specific Bl appeal process.

6. If the Employee chooses not to respond to the LOI, then the Adjudicator enters
the Bl results into the EmpowHR system.

7. Applicant re-submits the application with supportive documentation to be
reviewed and reconsidered.

8. If the re-submitted application is found suitable than the adjudication process
continues.

9. |If the re-submitted application is found.un-suitable than the Employee is notified
regarding the final decision.

10. Upon successful appeal, the Adjudicator logs into the EmpowHR Web Portal.

11. The Adjudicator searches for the Employee in the system by SSN or DOB to
determine if they are a new or existing employee. The system displays the
Employee’s Adjudication record.

12. The Adjudicator enters'the NACI/Higher Adjudication results. The default value
is “pending”and the possible updates are either “approved” or “rejected”. A
rejection result will automatically terminate the LincPass or will prevent a
LincPass from being printed.

13. The Adjudicator enters comments regarding the Employee’s Adjudication if
necessary.

14. The Adjudicator clicks on the “update” button. The system automatically dates
and saves the Adjudication record.

15. The system requests confirmation that Adjudication is complete.

16. The Adjudicator clicks on the “Adjudication Complete” button, which triggers a
card issuance request to the system to prepare a card production file to be sent
to the card production facility.
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7.3  Adjudication Workflows in Payroll Personnel

7.3.1 Fingerprint Adjudication Process

The following diagram details the workflow of fingerprint adjudication of an applicant by
the Adjudicator and Sponsor in the Payroll Personnel system.
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Figure 38: Fingerprint Adjudication in Payroll Personnel (3P-1)
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The fingerprint results are received from OPM.

2. The fingerprint results are reviewed and deemed either favorable or not
favorable. If the results are not favorable then an appeal process may be
initiated.

3. If fingerprint results are favorable, the Adjudicator searches for the Employee in
the USAccess System by SSN or DOB to determine if they are a new or existing
employee. The system displays the Employee’s Adjudication record. The initial
record should show “pending” for both FBI/NAC and NACI/Higher results.

4. If Employee’s Adjudication record can not be found in the system, the Registrar
contacts the Sponsor to investigate and resolve the problem.

5. The Adjudicator enters the NACI/Higher Adjudication results. The default value
is “pending” and the possible updates are either “approved” or “rejected”. A
rejection result will automatically terminate the LincPass or will preventa
LincPass from being printed.

6. The Adjudicator enters comments regarding the Employee’s Adjudication if
necessary.

7. The Adjudicator clicks on the “update” button. The USAccess System
automatically dates and saves the Adjudication record.

The USAccess System requests confirmation that Adjudication is complete.

The Adjudicator clicks on the “Adjudication Complete” button, which triggers a
card issuance request to the system to prepare a card production file to be sent
to the card production facility.
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The following diagram details the workflow of the appeal of fingerprint adjudication
results in the Payroll Personnel system.
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Figure 39: Fingerprint Appeal Adjudication Process in Payroll Personnel (3P-1a)
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Fingerprint (FP) results received from OPM and reviewed by the Adjudicator.
The FP results are unfavorably adjudicated.

The Adjudicator sends the Employee a Letter of Inquiry (LOI) requesting facts
and circumstances surrounding FP results.

4. The Employee may or may not choose to respond to the LOI in writing and
initiate the FP appeal process.

5. If the Employee chooses to officially respond to the LOI, then the Adjudicator
follows their agency-specific FP appeal process.

6. If the Employee chooses not to respond to the.LOI, then the Adjudicator enters
the FP results into the USAccess System.

7. Employee re-submits the application with supportive documentation to be
reviewed and reconsidered.

8. If the re-submitted application is found suitable than the adjudication process
continues.

9. If the re-submitted application is found un-suitable than the Employee is notified
regarding the final decision.

10. Upon successful appeal, the Adjudicator logs into theUSAccess Web Portal.

11. The Adjudicator searches for the Employee in the system by SSN or DOB to
determine if they are a new or existing employee. The system displays the
Employee’sAdjudication record.

12. The Adjudicator enters the NACI/Higher Adjudication results. The default value
is “pending” and the possible updates-are either “approved” or “rejected”. A
rejection result will automatically terminate the LincPass or will prevent a
LincPass from being printed.

13. The Adjudicator enters comments regarding the Employee’s Adjudication if
necessary.

14. The Adjudicator clicks on the “update” button. The USAccess System
automatically dates and saves the Adjudication record.

15. The system requests confirmation that Adjudication is complete.

16. The Adjudicator clicks on the “Adjudication Complete” button, which triggers a
card issuance request to the system to prepare a card production file to be sent
to the card production facility.
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7.3.3 Background Investigation Adjudication Process in Payroll Personnel

The following diagram details the workflow of the background investigation adjudication
of an application by the Adjudicator and Sponsor in the Payroll Personnel system.
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Figure 40: Background Investigation Adjudication Process in Payroll Personnel (3P-2)
1. Background Investigation results received and reviewed by the Adjudicator.

2. The Bl results are reviewed and deemed either favorable or not favorable. If the
Bl results are not favorable then an appeal process may be initiated.
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3. If the NACI results are favorable then the Adjudicator enters the NACI/Higher
Adjudication results. The default value is “pending” and the possible updates are
either “approved” or “rejected”. A rejection result will automatically terminate the
LincPass or will prevent a LincPass from being printed. The Adjudicator enters
the FBI/NAC start date and end date.

The Adjudicator logs into the USAccess Web Portal.

The Adjudicator searches for the Employee in the system by SSN or DOB to
determine if they are a new or existing Employee. The system displays the
Applicant’s Adjudication record. The initial record should show “pending” for both
FBI/NAC and NACI/Higher results.

6. If Employee’s Adjudication record can not be found in the system, the Registrar
contacts the Sponsor to investigate and resolve the problem.

7. The USAccess System displays the applicants’ data.

8. The Adjudicator enters comments regarding the Employee’s Adjudication if
necessary.

9. The Adjudicator clicks on the “update” button. The system automatically dates
and saves the Adjudication record.

10. The system requests confirmation that Adjudication.is complete.

11. The Adjudicator clicks on the “Adjudication Complete” button, which triggers a
card issuance request to the system to prepare a card production file to be sent
to the card production facility.
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7.3.4 Background Investigation Appeals Adjudication Process in Payroll

Personnel

The following diagram details the workflow of the appeal process of background

investigation adjudication results in the Payroll Personnel system.
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Figure 41: Background Investigation Appeals Adjudication Process (3P-2a)
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1. Background Investigation (BI) results received from OPM and reviewed by the
Adjudicator.

The BI results are unfavorably adjudicated.

The Adjudicator sends the Employee a Letter of Inquiry (LOI) requesting facts
and circumstances surrounding Bl results.

4. The Employee may or may not choose to respond to the LOI in writing and
initiate the Bl appeal process.

5. If the Employee chooses to officially respond to the LOI, then the Adjudicator
follows their agency-specific Bl appeal process.

6. If the Employee chooses not to respond to the LOI, then the Adjudicator enters
the Bl results into the USAccess System.

7. Employee re-submits the application with supportive documentation to be
reviewed and reconsidered.

8. If the re-submitted application is found suitable than the adjudication process
continues.

9. If the re-submitted application is found un-suitable than the Employee is notified
regarding the final decision.

10. Upon successful appeal, the Adjudicator logs into the USAccess Web Portal.

11. The Adjudicator searches for the Employee in the system by SSN or DOB to
determine if they are.a new or existing'employee. The system displays the
Employee’s Adjudication record.

12. The Adjudicator enters the NACI/Higher Adjudication results. The default value
is “pending” and the possible updates are either “approved” or “rejected”. A
rejection result will automatically-terminate the LincPass or will prevent a
LinePass from being printed.

13..The Adjudicator enters comments regarding the Employee’s Adjudication if
necessary.

14. The Adjudicator clicks on the “update” button. The system automatically dates
and saves the Adjudication record.
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Section 8 Adjudication Policies

8.1 Change to Adjudication Record Status

As part of the adjudication the different scenarios for changing the record status in
EmpowHR are the following. The scenarios are the same for entering or loading a
legacy adjudication records in batch mode prior to enrollment.

FBI Fingerprint Check Approved and NACI Investigation Pending
FBI Fingerprint Check Rejected and NACI Investigation Pending
FBI Fingerprint Check Pending and NACI Investigation Approved
FBI Fingerprint Check Pending and NACI Investigation Rejected
FBI Fingerprint Check Approved and NACI Investigation Rejected
FBI Fingerprint Check Approved and NACI Investigation Approved

8.2  Adjudicator Responsibilities

Agency adjudicators are individuals responsible for adjudicating NACI results for new
and current federal employees and contractors holding non-Sensitive Positions,
determining an Applicant’s eligibility for a LincPass, and when required, proposing denial
or revocation of that Card. PDSD Adjudicators will adjudicate other types of
investigations and notify the agency of results.

8.3  Adjudicator Training

The USDA Graduate School offers a 3-day class on suitability adjudications and it is the
only OPM accredited course on Suitability Adjudications. This course is presented in
major cities across the U.S. and costs $795.00. In addition USAccess will provide
training to those Adjudicators who will need access to the USAccess HSPD-12 system.

HR Directors will use the following documents in electronic format to assist with agency
HSPD-12 adjudications:
e USDA Personnel’and Document Security Division (PDSD) Letter of Inquiry
Template (LOI). (See Appendix B)
o USDA PDSD Adjudication Worksheet Template (Worksheet reduces adjudication
time for issue cases.) (See Appendix B)
e USDA PDSD case papers for a mock PIV ID Card denial.
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8.3.1 Verification of Contractor NACIs

Prior to scheduling the NACI, contractors should be asked if they have a previous
Federal Background Investigation. If contractors state a previous investigation was
completed, the contractor shall be advised to contact the contracting company’s human
resources or security offices and request a record of the favorably adjudicated
investigation be faxed directly to the USDA contracting officer’s representative or other
authorized Federal official. However, if a contractor has had a break in service of more
than two years from employment under a Federal contract, then he/she will need
another NACI.

USDA agency adjudicators and their supervisors are the only individuals authorized to
see an applicant’'s NACI results. PDSD personnel security specialists and their
supervisors will have access to the applicant’s background investigation results if, in
addition to the LincPass the applicant’s position requires a national security clearance or
public trust suitability determination.

8.3.2 Adjudication of NACI Records Checks

Results of records checks with the U.S. Citizenship and Naturalization Service, State
Bureaus of Vital Statistics, U.S. Military Personnel Records, and similar identity record
checks should be compared against the identity information provided by the Applicant.

Personal identity information (names and addresses used) is reviewed if contained in the
results of a records check. Any identified names and addresses are compared to the
names and addresses provided by the Applicant on the SF-85, Questionnaire for Non-
Sensitive Positions. If name(s) or address (es) are shown in the results of a records
check, but are not listed on the SF-85 and should have been listed, a LOI is sent to the
Applicant asking if he or she has any knowledge of the undisclosed nhames/addresses.
LOlIs should be used if the difference in names is significant, e.g., the names used are
not common variations of the Applicant’s proper name. For example, if the Applicant’s
proper first name is “Raymond,” but “Ray” is listed in the results of a records check, a
LOl is not usually needed. However, if the proper first name is “Raymond,” but “Richard”
is shown on the record check results, a LOI is needed. Adjudicators must use sound
judgment when resolving name issues.

The response to the LOI is carefully analyzed to determine credibility. If there are
remaining doubts regarding the Applicant’s identity the Adjudicator will need to resolve
that doubt before proceeding. An OPM Reimbursable Suitability/Security Investigation
(RSI) or other form of agency inquiry may be needed in some cases. RSI's are focused
investigations that provide information to resolve issues developed about an individual.
An RSI may be used to resolve identity issues. An OPM Special Interview (SPIN) may
be requested as part of the RSI. Agencies may obtain a sworn affidavit from the
Applicant as part of the SPIN.
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If Applicants state that the name/address differences were caused by identity theft, the
applicants will be asked to provide documentation confirming the identity theft.
Applicants will send copies of letters they sent or are sending to the U.S. Federal Trade
Commission, credit bureaus, and other organizations to report the theft of their identities.

Each situation will differ in resolving disqualifying information discovered during the
adjudication process. If the Applicant has not already provided an explanation of the
potentially disqualifying information, the Applicant will be asked to do so in writing. The
Applicant’s written explanation is considered as well as the factors shown to the extent
those factors are applicable. An initial determination will be made.and discussed with
the Adjudicator’s supervisor and the Sponsor. If the determination is unfavorable, the
procedures in section 2.4 (c.) of the DM are followed. Authorizing a LincPass in these
situations is a risk-based decision requiring the use of sound judgment. If the Applicant
is currently under wants, warrants, charges, or indictment for any violations of the law, or
is currently on probation or parole, the Applicant and Sponsor are advised that
registration cannot proceed until those matters are resolved.

When making a LincPass eligibility determination, the Adjudicator must find whether or
not the identity provided to the Sponsor during the registration process is the Applicant’s
true identity. The Adjudicator will consult with the federal applicant or employee’s
servicing human resources office before making a final determination whether to deny or
revoke a credential.

If the adjudication confirms the individual’s true identity but reveals potentially
disqualifying information that involve criteria 1 through 8 below, an adjudication under
Title 5, C.F.R. Part 731 shall be conducted. Title, 5 C.F.R. Part 731 criteria are:

e Misconduct.or negligence in employment
Criminal or dishonest conduct

e Material, intentional false statement or.deception or fraud in examination or
appointment

o Refusal to furnish testimony as required by 85.4 of Title 5, C.F.R.

e < Alcohol abuse of a nature and-duration which suggests that the applicant or
appointee would be prevented from performing the duties of the position in
question, or would constitute a direct threat to the property or safety of others

¢ lllegal'use of narcotics, drugs, or other controlled substances, without evidence
of substantial rehabilitation

¢ Knowing and willful engagement in acts or activities designed to overthrow the
U.S. Government by force

e Any statutory or regulatory bar which prevents the lawful employment of the
person involved in the position in question

When making a suitability determination under Title 5 C.F.R. Part 731, the following
factors shall be considered to the extent they are deemed pertinent to the individual
case:

e The nature of the position for which the person is applying or in which the person

is employed
e The nature and seriousness of the conduct
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The circumstances surrounding the conduct

The recency of the conduct

The age of the person involved at the time of the conduct

Contributing societal conditions

The absence or presence of rehabilitation or efforts toward rehabilitation

8.4  Adjudication of FBI Fingerprint Checks

If fingerprint results reveal an undisclosed felony conviction, Adjudicators should send
the Applicant a Letter of Inquiry (LOI) (See Appendix B) asking for the facts and
circumstances surrounding the arrests and convictions, the final disposition of the court
charges, and why the conviction was not shown in response to Question 9 of the
Applicant’s OF-306, Declaration for Federal Employment. In addition, the Adjudicator
should contact the court in which the charges were filed.and obtain the
complaints/statements of charges and the final dispositions when possible. Agencies
may also use OPM'’s Reimbursable Suitability Investigation process or ask the Applicant
for copies of documents to resolve such issues. After the facts are gathered and any
discrepancies resolved, the adjudication can be completed using the OPM‘ssue
Characterization Chart as guidance, and determine if @ material, intentional falsification
of the OF-306 occurred.

Calling Applicants to discuss arrest information is.not recommended due to possible
errors in interpreting or documenting the Applicants’ comments.

If an Applicant states that their name/address differences were caused by identity theft,
he/she will be asked to provide documentation confirming the identity theft. Applicants
should send copies of letters they sent or are sending to the U.S. Federal Trade
Commission, credit bureaus, and other organizations to report the theft of their identities.

Only OPM:is authorized to conduct background investigations on USDA employees and
contractors. Agencies have the authority to send LOls, obtain court records, and
interview Applicants to resolve issues:” Once the Applicant begins work for USDA,
credible allegations of misconduct are subject to agency misconduct or USDA Office of
the Inspector General inquiries or investigations.

8.5 Appeal Procedures for Denial or Revocation of Credential

8.5.1 Appeal Rights for Federal Service Applicants

When the Adjudicator determines that a Applicant has not provided his or her true
identity during the registration process or is found unsuitable, and the determination
results in a decision by the agency to withdraw an employment offer, or remove the
employee from the federal service, the procedures and appeals rights of either 5 CFR
Part 731, Subparts D and E (Suitability), 5 CFR Part 315, Subpart H (Probationary
Employees), or 5 CFR Part 752, Subparts D through F (Adverse Actions) will be
followed, depending on the employment status of the federal service applicant,
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appointee, or employee. Employees who are removed from federal service are entitled
to dispute this action using applicable grievance, appeal, or complaint procedures
available under Federal regulations, Departmental directives, or collective bargaining
agreement (if the employee is covered).

8.5.2 Appeal Rights for Contractors and Affiliate Applicants

Notice of Proposed Action - When the Adjudicator determines that an Applicant has not
provided his or her true identity or is found unsuitable, the Adjudicator shall provide the
Applicant reasonable notice of the proposed determination including the reason(s) the
Applicant has been determined to not have provided his or her true identity or is
otherwise unsuitable. The notice shall state the specific reasons for the determination,
and that the individual has the right to answer the notice in writing. The notice shall
inform the Applicant of the time limits for response, as well as the address to which such
response should be made.

Answer - The Applicant may respond to the determination in writing and furnish
documentation that addresses the validity, truthfulness, and/or completeness of the
specific reasons for the determination in support of the response.

Decision - After consideration of the determination and any documentation submitted by
the Applicant for reconsideration of the initial determination, the Agency Head/Staff
Office Director or his/her designee will issue a written decision to the Contracting Officer
(CO), who relays the decision to the Applicant's company. The CO will notify the
company that the applicant either did not provide his/her true identity or was found
unsuitable to work on a USDA contract. Specific details will not be provided to the CO or
the company, in an effort to protect the Applicant’s privacy. The reconsideration
decision will be final.

8.5.3 Record Retention

The SF-85, SF-85P, SF-86, OF-306, SF-87, FD-258, summaries of reports and other
records reflecting the processing of the NACI or OPM/NS BI, and exclusive of copies of
investigative reports furnished by the investigative agency should be destroyed upon
notification of death or not later than five years after separation or transfer of employee
or no later than five years after contract or non-employee affiliate relationship expires,
which ever is applicable.

Investigative reports and related documents furnished to agencies by investigative
organizations for use in making PIV ID credential eligibility determinations should be
destroyed in accordance with the investigating agency instructions.

Appeal records related to unsuccessful adjudications should be destroyed no sooner
than 4 years but no later than seven years after final appeal decision. USAccess
Records Schedule 1 and 18 at: http://www.archives.gov/records-mgmt/ardor/records-
schedules.html and DR 3080-01, and DR 3080-001, Records Management, at:
http://www.ocio.usda.gov/directives/doc/DR3080-001.pdf.
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8.5.4 Use of Approved Forms

To comply with the Paperwork Reduction Act (PRA) of 1995, all agencies will be
required to use OMB approved forms throughout the identity proofing and registration
process. Most of these forms are standard Federal government-wide forms that have
been available for many years. In addition to the government-wide forms, the USDA has
created an additional PIV specific form that will fulfill the information gathering
requirements of the PIV program. With the automation of many processes in PIV-1l some
of these forms may not be necessary. The following is a list of approved forms for use in
the HSPD-12 process:

AD-1197: PIV-l Request and Issuance Approval'Form or OMB-
approved equivalent

FD-258: Fingerprint Chart used to conduct contractor or affiliate FBI
fingerprint checks.

OF-306: Declaration for Federal Employment

OF-612: Optional Application for Federal Employment

OPM OFI-79A: Report of Agency Adjudicative Action on OPM Personnel
Investigations

Standard Form (SF) 85: OPM Questionnaire for Non-Sensitive Positions (to be
completed using e-QIP when available)

SF 85P: OPM Questionnaire for Public Trust Positions (to be
completed using e-QIP)

SF 86: OPM Questionnaire for National Security Positions (to be
completed using e-QIP)

SF 87: Fingerprint Chart used to conduct FBI fingerprint checks for
federal appointees and employees and applicants for federal
employment.
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The enrollment process refers to the process of identity-proofing and capturing the
applicant’s identification information, identity source documents, and biometrics. During
enrollment, various types of biometric and source identity information are collected from
the applicant and added to their record in USAccess.

Section 9 Enrollment Process

Figure 42: Enrollment Overview

9.1 New Enrollment

The HSPD-12 Registrar is responsible for verifying the identity of the Applicant,
capturing biographic information, a digital photo, biometrics, and documenting any
issues encountered during the enrollment process. The applicant is sponsored and put
into the USAccess system. The applicant will be notified by e-mail to schedule an
appointment to enroll. The applicant schedules an appointment time and location in a
web based application. Upon the arrival of the Applicant to the enrollment station, the
Reqistrar locates and opens the applicant’s information, and verifies the information with
the applicant. Registrar validates and scans the applicant’s two identity source (I-9)
documents. Registrar obtains Applicant’s fingerprints and photo, and verifies that the
Applicant’s fingerprints can be matched to the scanned images that will be used to
create the biometric template. Registrar validates all information is correct and complete.
Registrar digitally signs Applicant’s enrollment file and sends to OPM.
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Detailed Enrollment Workflow

The following diagram details the workflow of the enrollment of an applicant by the
Registrar in the USAccess System.
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Figure 43: Enrollment (4)
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1. The Registrar logs in to the enroliment system.
2. The Registrar enters the Applicant ID or SSN and DOB.
3. If the IDMS record is not found the Registrar contacts the Sponsor and stops the
process. The Sponsor may investigate the following:
a. Is Employee in USAccess System or feeder system (EmpowHR, P/P)?
b. Did Registrar search for the correct person?
c. Isthere a process breakdown in the data feeds?
4. The applicant provides I-9 documents to the Registrar. The Registrar verifies that
the source documents meet the list of acceptable I-9 source documents.
5. If the source documents are incorrect the Registrar flags the Applicant’s record for
further investigation by the Security Officer.
6. The USAccess System displays the applicant record when the Applicant’s record is
found. The Registrar validates data from the IDMS against the 1-9 source
documents. The Registrar validates that the applicant is authorized for enrollment
and that he/she is an active employee.
The Registrar scans both 1-9 documents for inclusion-into the enrollment record.
Registrar enters FBI-required Applicant data:
Registrar captures applicant facial image
0. The Registrar scans Applicant rolled fingerprints.. If unable to capture finger prints,
document the inability to capture the biometric data. In this situation, applicant’s
facial image capture can replace the fingerprint biometrics.
11. Registrar scans Applicant’s 10 slap fingerprints. System will verify rolled fingerprints
against 10 slap fingerprints to ensure integrity of fingerprint capture.
12. Registrar shall check the primary and secondary.fingerprints against the minutiae to
ensure that the templates will work when put on the card.
13. Applicant will endorse the record with a digital signature.
14. Registrar digitally signs and saves enrollment package

B oo~

9.2 Invalid Source Documents

When the Registrar validates the authenticity of the source documents and has reasons
to believe that one or both documents-could be falsified, the system has the ability to flag
the validity of the source documents. The purpose of the flag is to stop the issuance of
the card and to notify the Security Officer that an investigation is required. The
enrollment process should not be stopped for this event.

9.3 Incorrect Source Documents

If the applicant presents documents that are not on the | -9 list, the enrollment process is
stopped and the applicant is notified that the documents do not meet the required list for
enrollment.
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Section 10 Issuance

FsBuanGe
Activation

Enraliment

Figure 44: Issuance Overview

Once an applicant has successfully passed the required security checks, the GSA
HSPD-12 Shared Service Solution system automatically and securely.transmits a card
production file to the card production facility. The card production facility. uses this file to
produce and personalize the card. Once the credentials have been produced, the card
production facility is responsible for quality inspection, securely packaging the cards and
shipping them back to the designated activation workstation location via a courier
service. The card production facility also sends a message to the card management
system (CMS) notifying the CMS of the cards that have been produced

When one or more of the six pre-issuance criteria as specified in the system
requirements section are not met, the system shall prevent the card from being printed.
The following six prerequisites need to be met to print the card:

1. The applicant has been approved for a PIV Card (Card is required flag is set to
yes)

The applicant is sponsored

A complete, digitally signed enroliment package exists

The applicant has a successful FBI or higher adjudication status

Applicant is an active Federal employee, Contractor or Affiliate

No impersonation match result from 1:M biometric check

ook wnN
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10.1 Detailed Issuance Process

The following diagram details the workflow of the card issuance process in the
USAccess System. The system flow and the steps described in this section cover the
following use cases: (a) Normal Valid Card Issuance Process, (b) Pre-issuance Request
with Security Issues (c) Pre-issuance Request with Criteria Issues (d) Invalid Card
Printing Check (e) Invalid Address (f) Wrong Cards Shipped to Valid Address and (g) No

Applicant Match for a Shipped Card.
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Figure 45: Detailed Issuance Process (5)
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1. An approved designation triggers a card issuance request to the system to
prepare a card production file to be sent to the card production facility.

2. The following criteria will be met prior to issuing a card:

a. The applicant has been approved for a PIV Card (card is required flag is

set to yes)

The applicant is sponsored

A complete, digitally signed enrollment package exists

The applicant has a successful FBI or higher adjudication status

Applicant is an active Federal employee, contractor, or affiliate

No impersonation matches result from 1 to many biometric checks.

3. The USAccess System creates a pre-issuance package containing all
information required to print the card at the centralized printing facility.

4. The USAccess System shall automatically submit the issuance request to the
card printing facility.

5. The card is printed and verified to ensure that the data on the card is accurate.

6. The card is shipped via FedEXx to the designated location (enroliment station).
The shipment will be tracked electronically utilizing'the FedEx tracking system.

7. Applicant is notified by email to pick up there LincPass at their designated
Enroliment station location.

8. The Activator/Issuer receives the card and reviews the issuance checklist with
the Registrar to verify that the correct cards were received:

9. If there is a problem detected during the issuance process the problem is logged
into the USAccess System and the security officer is-notified to investigate and
resolve the problem:

10.1f no problem is detected during the issuance process the Activator/Issuer locks
the credential in a safe until pick up by the applicant.

~oooyo

10.2 < Invalid Card Printing Check

Any anomalies identified during inspection of the post printing record and the pre-
issuance request record shall be alerted to the security officer. If this event occurs the
system shall flag. the issue and prevent the card from being activated. Cards that meet
this condition shall be retrieved by the security officer and shall be destroyed. The
security officer may request a reprint of the credential, this is the only time that a reprint
is authorized.

10.3 Wrong Cards Shipped to Valid Address

If the wrong cards are shipped to a valid address, the cards will be locked up in a
secured location and a notification shall be sent to the Security Officer. The Security
Officer will be responsible for investigating and correcting the shipping address. The
exact details of this procedure are to be determined.
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10.4 No Applicant Match for a Shipped Card

The possibility exists that the applicant left employment abruptly, leaving a card
unclaimed. The Activator/Issuer or Issuer/Activator notifies the Security Officer of this
event and sends the PIV card to the Security Officer for destruction. The exact details of

this procedure are to be determined.
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Section 11 Activation
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Figure 46: Activation Overview

11.1 Unattended Activation Workflow

11.1.1 Unattended Activation with Fingerprint Biometrics

This use case is based on a self-service model where the applicant is able to securely
activate his or her own card. This scenario is only allowed when fingerprint biometrics
are available. The Printing Facility ships the card to the designated shipping address
specified by Sponsor, which will have an unattended activation station. The USAccess
System will email the applicant a temporary system generated. PIN. The applicant will
use the Card Number and system generated PIN to authenticate to the activation portal.
After a successful authentication of the applicant’s fingerprint biometrics, it will be
verified against the IDMS to validate the applicant, a new PIN will be set, the minutiae on
the card will be verified, load the certificates, and have the applicant will digitally sign for
the card.

When card activation fails, the Activator/Issuer will take back the card, flag that the card
activation failed, note the reason why it failed, and abort the activation process. The card
shall be submitted to the security officer for revocation & destruction. The Security
Officer will mark in the System that the card was destroyed and submit a reprint request
if warranted.
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11.1.2 Detailed Unattended Activation Process

The following diagram details the workflow and steps described in this section cover the
following use cases: (a) Unattended Activation with Fingerprint Biometrics and (b)
Unattended Failed Activation.
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Figure 47: Unattended Activation (6-1)
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1. The Applicant receives an e-mail stating that their credential is ready to be
activated.

2. The Activator/Issuer verifies that applicant information and card display
information are correct. Activator/Issuer provides the Applicant with his/her
inactivated LincPass.

3. The application then goes to the unattended activation station with their
inactivated LincPass to complete activation process.

4. The applicant uses the card number (on the back of the card) and system
generated PIN (provided to applicant from an e-mail) to log on to the activation
web application.

5. Applicant information is displayed on the screen. If the person is not known to
the USAccess System they need to see the enrollment station personnel.

6. The applicant provides the primary fingerprint using the biometric card reader for

a 1:1 match in the IDMS database. A successful match will result in the card

being unlocked.

The applicant sets his/her new PIN that is 6 to 8 digits in length.

The USAccess System tests the newly activated LincPass card by prompting the

applicant to enter his/her PIN and biometric prints.

9. The USAccess System encodes the card with the digital certificates and will
display “Successfully Encoded smart Card” status when finished.

10. The USAccess System will display “Card Successfully Activated.”

11. The Applicant signs for the credential. (The Endorsement screen appears
requiring the Applicant’s acknowledgement of agreement to terms and conditions
for receipt of the PIV Card?)

12. USAccess System will prompt the Applicant to remove the LincPass from the
Smart Card‘Reader.

13. Applicant goes to the Badging Office for PACS access permissions.

© ~

92



USDA Personal Identity Verification Il (PIV-II)
—_— Business Processes, Policies, and Procedures for Version 1.1

—_f
= Employees

11.2 Failed Unattended Activation

If the applicant is unable to complete the unattended activation, the event will be logged
in the System and the applicant will be directed to see an Activator/Issuer. (See attended
activation or attended failed activation.)

11.3 Attended Activation with Fingerprint Biometrics

The Activation process starts when the applicant receives the card and goes through the
steps of authenticating, finalizing and activating the card. .For the initial deployment, the
PIV card is distributed to a designated Activator/Issuer for an Agency. The
Activator/Issuer takes the applicant through the card-Activation process. First, the
applicant is verified and biometrically authenticated, using biometric scans. Second, the
system finalizes the personalization of the cardby loading the required certificates and
initialization of the PIN number. Third, the system updates and maintains the status of
the PIV card and cardholder. The System shall use the applicant’s fingerprint biometrics
will be verified against the IDMS to validate the applicant, set the PIN, verify the minutiae
on the card, load the certificates, and have the applicant digitally sign for the card.

11.4 Attended Activation Workflows

11.4.1 Detailed Attended Activation Process EmpowHR

USDA has planned to have mostly Unattended Activations throughout the Department.
Applicants whose fingerprints‘cannot be captured must go to an Attended Activation
Station. The following diagram details the workflow and steps described in this section
cover the following use cases in EmpowHR: (a) Attended Activation with Fingerprint
Biometrics,(b) Attended Activation without Fingerprint Biometrics and (c) Attended
Failed.
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1. Activator/Issuer uses ID and password to logon to the activation USAccess web
application.

2. The Activator/Issuer verifies that the applicant information and card display
information are correct. The Activator/Issuer enters the unique card number into the
system to search for the IDMS record.

3. If the IDMS record is not found, end the activation process and notify the SSP that no
applicant record was found for the LincPass by setting the activation issue flag and
noting the problem.

4. If the record is found, display applicant information on.the screen. If there is no
fingerprint record, the Activator/Issuer visually checks applicant facial image against
the IDMS photo and the LincPass photo to verify.that applicant infermation and card
display info match.

5. If there are fingerprint records, the applicant provides the primary finger print using
the biometric card reader for a 1:1 match in the IDMSdatabase. A successful match
will result in the card being unlocked.

6. If the photo does not match against the photo stores in the IDMS and/or the card
Activator/Issuer will notify the SSP flag and note problem and ends activation
session.

7. If photos match and biometric matched the applicant sets his/her PIN which must be
6-8 digits in length.

8. The applicant provides primary and secondary fingerprints so that the activation
process can perform a 1:1'match of the biometric against the minutiae on the
LincPass to ensure proper operation against the card.

9. If biometric does not match, the Activator/Issuer will notify the SSP flag and note
problem and ends activation session.

10. After a new PIN is successfully, created the certificates (authentication, digital
signature, and encryption keys) are loaded on the system.

11.The system tests the newly activated LincPass card by prompting the applicant to
enter his/her PIN and biometric prints.

a. If test fails, notify SSP of activation problem.
b. If testis successful, system will display “Card Successfully Activated.”

12.The applicant accepts the card by reading the acceptance notice and digitally signs
for the card.
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11.4.2 Detailed Attended Activation Process Payroll Personnel

The following diagram details the workflow and steps described in this section cover
the following use cases in Payroll Personal: (a) Attended Activation with Fingerprint
Biometrics, (b) Attended Activation without Fingerprint Biometrics and (c) Attended
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Figure 49: Detailed Attended Activation in Payroll Personnel (6P-1a)
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1. Activation Activator/Issuer uses ID and password to logon to the activation web
application.

2. The Activator/Issuer verifies that the applicant information and card display
information are correct. The Activator/Issuer enters the unique card number into
the system to search for the IDMS record.

3. Ifthe IDMS record is not found, end the activation process and notify the SSP
that no applicant record was found for the LincPass by setting the activation
issue flag and noting the problem.

4. If the record is found, display applicant information on the screen. If there is no
fingerprint record, the Activator/Issuer visually checks applicant facial image
against the IDMS photo and the LincPass photo to verify that applicant
information and card display info match.

5. If there are fingerprint records, the applicant provides the primary finger print
using the biometric card reader for a 1:1 match in the IDMS database. A
successful match will result in the card being unlocked.

6. If the photo does not match against the photo stores in the IDMS and/or the card
Activator/Issuer will notify the SSP flag and note problem and ends activation
session.

7. If photos match and biometric matched the applicant sets his/her PIN which is 6-
8 digits in length.

8. The applicant provides primary and secondary fingerprints so that the activation
process can perform a 1:1 match of the biometric against the minutiae on the
LincPass to ensure proper operation against the card.

9. f biometric does not match, the Activator/Issuer will notify the SSP flag and note
problem and ends activation session.

10. After a new PIN is successfully, created, the certificates (authentication, digital
signature; and encryption keys) are loaded on the system.

11. The system tests the newly activated LincPass card by prompting the applicant
to enter his/her PIN and biometric prints.

a. If test fails, notify SSP of activation problem.
b. If testis successful, system will display “Card Successfully Activated.”

12. The applicant accepts the card by reading the acceptance notice and digitally
signs for the card.
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11.5 Failed Attended Activation

When card activation fails, the Activator/Issuer takes back the card, flags that the card
activation failed, notes the reason why it failed, and aborts the activation process. The
card is submitted to the Security Officer for revocation and destruction. The Security
Officer marks in the system that the card was destroyed and submit a reprint request if
warranted.
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Section 12 Security Officer

6.0

Sponsor

*

Security
Officer

Figure 50: Security Officer Overview

The Security Officer is the individual authorized to physically collect revoked cards, and
the daily contact for agency employees who lose their LincPasses.

There are three levels of security officers: USDA Department Security Officers,/Agency
Security Officers and Security Officers (includes personnel, IT, or physical security
officers). USDA Department Security Officer can access all records. Agency Security
Officers can only access records only for their designated agency, this officer must be a
physical security job category.

The Security Officer is the individual authorized.to physically collect revoked cards, and
is the daily contact for agency employees who report missing, lost, or stolen PIV cards.
It is also the only role in the USAccess System that has the ability to un-suspend a PIV
credential.

A personnel security officer should be designated by each agency participating in
USAccess. This person is responsible for the suspension and/or revocation of
LincPasses and/or PIV certificates that result from personnel-related reasons. These
reasons may include temporary suspension from work-related duties, maternity/paternity
leave, leave of absence, resignation, and retirement, among other personnel situations.
A personnel security officer should also vet any potential identity impersonation events.

A physical Security Officer should be designated by each agency participating in
USAccess. This individual is responsible for the physical security of an agency’s sites
and/or facilities, including the physical access control systems (PACS).

A Security Officer has multiple duties within the system. They can include:
e Suspend a card for security related threats

e Collect and destroy card from cardholder whose sponsorship or status is
terminated

e Reactivate a card
¢ Mark that a card was destroyed and document the reason.
e Re-issue a new card for existing card-holder

e Log a security event
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¢ Investigate incidents with the Agency SO to resolve any discrepancies.
o Provide audit logs to designated government representatives on-demand

¢ Resolve issues/invalidate enrollments involving fraudulent source documents or
variables

¢ Allow enrollment of previously enrolled applicant if deemed necessary
e Approve/Disapprove activation continuance
e Determine specifics of file modification event

e Approve/Disapprove rollback

Agency Security Officers shall be responsible for managing employees, contractors
and affiliates “credential status change”, when required to immediately change the status
of a card between active, suspended and revoked. Changes to the card status should
occur within 30 minutes upon notification of a needed change.

1. OSS - GS-0080 job series - Physical Security Specialist at the Departmental
Administration Level that will provide oversight for all Agency Security Officers.

2. Agency with GS-0080 job series.- Most large agencies have Security Specialist
within their organizations to provide for brick and mortar type security. Other
agencies have something similar to a 0080.security specialist such as Law
Enforcement Officers for the Forest Service and Homeland Security Officials for
other agencies.

3. Agency without 0080 or like personnel, OSS will support those agencies as they
do with their other physical security needs.
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12.1 Security Officer Security Event Processes

The following diagram details the workflow of the processes performed by the Security
Officer during security events.

Employee
Information
Change
Procedures
(2E-2, 2P-2)

Suspension
process (See
7-1)

mployee being
suspended?

NO

Re-activation
process (See
7-2)

Employee being
re-activated?

NO

Re-issuance
process (See
7-3)

redential being

NO re-issued?
NO
Sponsorship
] Termination
_Credentlal YE (2E-2a.2, 2P-
eing revoked? 2a.2)
7

Figure 51: Security Officer Process (7)

=

If the Employee is being suspended, see the Suspension process (7-1).

2. If the Employee is being re-activated (from Suspension), see the Re-activation
process (7-2).

3. If the Employee card is being re-issued, see the Re-Issuance process (7-3).
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12.2 Security Officer Suspension Process

The following diagram details the workflow of the card suspension process performed by
the Security Officer during security events.

Employee
Information
Change Securit
y
Procedures  ——p»
(2E-2. 2P-2) Event occured

l

Security
Officer logs in
Security
Event

USAccess
System
changes the
card status to
SUSPEND

Sponsorship
Termination
(2E-2a.2)

7-1

Figure 52: Security Officer Suspension (7-1)

1. A security event occurs that requires investigation by the Security Officer.

2. The Security Officer logs into the USAccess System to record the security event
sets the employment status to suspend, and saves the record. Saving this
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change in the USAccess System will trigger an automatic suspension of the PIV
card.

3. The USAccess System changes the card status to “SUSPEND”.

4. The USAccess System suspends the certificates.

12.3 Security Officer Reactivation Process

The Reactivation process in this section is independent from any Employment Status
changes in the authoritative HR systems (i.e. EmpowHR or Payroll Personnel) and
applies only to manually changing the card status within the USAccess System. The
following diagram details the workflow of the card reactivation process performed by the
Security Officer during security events.

Security Officer
logs into
USAccess
System and
searches for
Employee

Security Officer
changes credential
status to Active in
USAccess System

USAccess
System
changes
credential status
to Active

Figure 53: Security Officer Reactivation (7-2)
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1. The Security Officer logs into the USAccess System and changes the card status to
“ACTIVE".

2. The USAccess System submits reactivation certificates.

3. The systems are updated to reflect the suspension of the certificates.
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12.4 Reissuance Process

The following diagram details the workflow of the card re-issuance process performed by
the Security Officer during security events.

Security Officer
logs into
USAccess
System and
searches for
Employee

Security Officer
Contacts Sponsor to
resolve issue

Does the Employee
exist?

\4

Security Officer
flags Applicant
in USAccess
System for
credential
reissue
USAccess
System sends
re-enrollment
notice to

Employee via
e-mail

7-3

Figure 54: Security Officer Re-issuance in Payroll Personnel (7-3)
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1. Security Officer logs into the USAccess System and searches for the applicant to
determine if they are a new or existing applicant.

2. If the Applicant does not exist in the USAccess System, the Security Officer
contacts the Sponsor

3. If the applicant exists in the USAccess System, their record is displayed in the
sponsorship screen.

4. The Security Officer flags the Applicant for a card reissue, which will require the
applicant to re-enroll and a new card to be issued.

The USAccess System makes the applicant eligible for enrollment.

The USAccess System automatically notifies the applicant of the re-enrollment
via email. The email contains the sponsorship information so that the applicant
can verify the accuracy of the data, and provides enroliment instructions.
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Section 13 Card Usage

13.1 PIN Unlock

The system provides capability to unlock the card once it has become locked due to 5
unsuccessful attempts by the Cardholder to enter the PIN.

Activation User logs in Empl full
(6) —— using credential’s —p» 's PIN entered YE HERARS e
PIN sode correctly? logs in
NO
NO Has PIN been

entered incorrectly
5 times in a row?

YES
v

PIV credential is
now locked

v

Credential holder
request
credential to be
unlocked

v

Security Officer
unlocks
credential

v

Credential holder
resets PIN
(see 8-2)

8-1

Figure 55: Card Usage-Pin Unlock (8-1)
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1. The Cardholder enters the incorrect PIN 5 times in a row and locks out their card.

2. The Cardholder goes to the Security Officer to request the PIN be unlocked.

3. The Security Officer unlocks the PIN in the USAccess System.
4. The Cardholder must now reset their PIN.

13.2 PIN Reset

The PIN reset function provides the ability for the cardholder to change the existing PIN
number to a new PIN number at any time during the card lifecycle.

Activation

(6)

v

Security Officer
has unlocked a
locked PIN

v

Cardholder
wishes to change
current PIN

v

Security Officer

allows
Cardholder

access to the PIN
change tool

v

Cardholder
enters their o

PIN then enters
their new PIN

Id

v

Cardholder re-
enters new PIN
for confirmation

v

Cardholder saves
PIN change and
new PIN is now

valid

8-2

Figure 56: Card Usage-Pin Reset (8-2)
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1. The Cardholder needs to reset their PIN because it was previously locked or
because they want a new PIN.

2. The Security Officer gives the Cardholder access to the PIN change tool in the
USAccess System.

3. The Cardholder enters their old PIN along with a new PIN.

4. The Cardholder re-enters the new PIN for confirmation.

5. The Employee saves the new PIN and the PIN is now valid.

13.3 Card Renewal

Renewal is the process by which a PIV Card is replaced after 5 years of use. The card
renewal process is the same as the Card Reissue process, except that the Sponsor will
be notified automatically 6 weeks prior to expiration of the card.

13.3.1 EmpowHR Card Renewal Process

The following diagram details the workflow of the card renewal process in EmpowHR.
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Does Sponsor
want to renew the
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Employee goes
through the
Enroliment <

YES

s “Credentia
Required” box
checked in
EmpowHR?

NO Sponsor takes no
action

Sponsor checks
“Credential
Required” in
EmpowHR

YES:

USAccess System

process (4)

8E-3

sends Employee
notice to enroll

Sponsor checks
the “Request

< Credential
Reissue” box in

USAccess System

\ 4

Sponsor reviews
Employee’s data in
EmpowHR and
makes required
updates

v

Updates
automatically sent
to USAccess
System

Figure 57: EmpowHR Card Renewal Process (8E-3)

1. The Sponsor receives an automated notice from the USAccess System 6 weeks
prior to the expiration of the Employee’s card; cards expire 5 years after initial

issuance.

2. Does the Sponsor want to renew the card? If no, the Sponsor takes no action. If
yes, the Sponsor checks to see if the “Card Required” box is checked in

EmpowHR.

3. If the box is not checked, the Sponsor checks the box then reviews the
Employee’s information and makes any necessary updates.
4. The USAccess System is automatically updated from EmpowHR with any

changes.

5. The Sponsor logs into the USAccess System and checks the “Request Card Re-

Issue” box.
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6. The USAccess System makes the Employee eligible for enrollment.

7. The USAccess System sends the Employee notification that they can enroll for
their renewed card.

8. The Employee utilizes the Enroliment process (see Section 9) to get their card.

111



USDA
S

Personal Identity Verification Il (PI1V-11)
Business Processes, Policies, and Procedures for
Employees

Version 1.1

13.3.2

Payroll Personnel Card Renewal Process

The following diagram details the workflow of the card renewal process in Payroll

Personnel

Employee
Information
Change in Payroll
Personnel
(2P-2)

Credential USAccess System
expiration date in 6 — notifies Sponsor of |
weeks expiration

Does Sponsor
want to renew
the credential?

YES

NG Sponsor takes no
action

Sponsor reviews
Employee’s data in
PP and makes any

required updates

A 4

Sponsor makes
same updates in
USAccess System

Employee goes
through the
Enrollment <

USAccess System
sends Employee |«

process (4) notice to enroll

Sponsor checks
the “Request
Credential <

checked in USAccess

s “Credentia
Required” box

System?

NO

v

Reissue” box in
USAccess System

8P-3

Figure 58: Card Renewal in Payroll Personnel (8P-3)

Sponsor checks
“Credential
Required” in
USAccess System

1. The Sponsor receives an automated notice from the USAccess System 6 weeks
prior to the expiration of the Employee’s card; cards expire 5 years after initial

issuance.
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2. Does the Sponsor want to renew the card? If no, the Sponsor takes no action. If
yes, the Sponsor reviews the Employee’s information in Payroll Personnel and
makes any necessary updates.

The Sponsor logs into the USAccess System and makes the same information
updates.

If the “Card Required” box is not checked, the Sponsor checks the box.

The Sponsor checks the “Request Card Re-Issue” box.

The USAccess System makes the Employee eligible for enroliment.

The USAccess System sends the Employee notification that they can enroll for
their renewed card.

The Employee utilizes the Enroliment process (see Section 9) to get their card

w

Noas

o
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13.4 Attended Certificate Renewal

Attended Certificate Renewal Process

This is the process by which a cardholder brings their card to an activation station to
have the certificate (which has a 3 year expiration vs. the 5 year expiration for the card)

renewed.

Employee
Information
Change
Procedures
(2E-2, 2P-2)

USAccess System
sends notice to
Employee that

credential
certificates are
expiring soon

'

Employee takes
credential to
Activation station
prior to expiration

l

Employee puts
credential in
Activation station
and renews
certificates

8-4

Figure 59: Attended Certificate Renewal (8-4)

1. The USAccess System sends the Employee a notice that their certificates are

due to expire soon; certificates expire 3 years after being issued.

The Employee goes to the Activation station with their card.

The Employee renews the certificates on the card via the Activation station.
No new card is required during a certificate renewal

PwnN
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13.5 Unattended Certificate Renewal

Unattended Certificate Renewal Process

This is the process by which a cardholder renews the certificates (which has a 3-year
expiration vs. the 5-year expiration for the card) in a self-service manner.

Employee
Information Change
Procedures
(2E-2, 2P-2)

USAccess System
sends notice to
Employee that

credential
certificates are
expiring soon

'

Employee logs into
USAccess web
portal

Employee renews
certificates via

USAccess web
portal

8-5

Figure 60: Unattended Certificate Renewal (8-5)

1. The USAccess System sends the Employee a notice that their certificates are
due to expire soon; certificates expire 3 years after being issued.

The Employee logs into the USACCESS Web Portal

The Employee renews the certificates on the card via the web portal.

No new card is required during a certificate renewal

PwnN

115



USDA
S

Personal Identity Verification Il (PI1V-11)

Business Process, Sponsorship and Adjudication

Policies and Procedures

Version 1.0

Appendix A Acronyms

Acronym Definition

ACL Access Control List
BI Background Investigation
CA Certification Authority
CHUID Cardholder Unique Identifier
DM Departmental Manual
DR Departmental Regulation
e-QIP Electronic Questionnaires for Investigations Processing
FBI Federal Bureau of Investigation
FBI Fingerprint Check FBI National Criminal History Fingerprint Check
FIPS 201-1 Federal Information Processing Standard Publication 201-1
GSA General Services Administration
HR Human Resources
HRSD Human Resources Service Division
HSPD-12 Homeland Security Presidential Directive 12
IDMS Identity Management System
LACS Logical Access Control System
NAC National Agency Check
NACI National Agency Check with Inquiries
NCR National Capital Region
NIST National Institute for Standards and Technology
ocCIO Office of the Chief Information Office
OMB Office of Management and Budget
OPM Office of Personnel Management
Office of Personnel Management or National Security Community
OPMINS BI Background Investigation
OPPM Office of Procurement and Property Management
0SS Office of Security Services
PACS Physical Access Control System
PIV Personal Identity Verification
PIV-I Personal Identity Verification, Part |
PIV-II PIV-1I Personal Identity Verification, Part Il
PDSD Personnel and Document Security Division
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Acronym Definition
PKI Public Key Infrastructure
POC Point of Contact
SF Standard Form
o) Security Office Identifier
SON Submitting Office Number
Sp Special Publication
SSP Shared Services Process
USDA United States Department of Agriculture
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Appendix B Sponsorship and Adjudication Forms

LISTS OF ACCEPTABLE DOCUMENTS

LIZT & USTE LIETC
Doeurnents that Establish Both Documents that Extablizh Documents that Establizh
Identity and Ermployment Idenitity Employment Eligibility
Eligibility OR AND
1. U= p rt ired 1. Driver's license or |0 card 1. U.5. zocial security card izsued
’ = :P“Fq funexpired et iszued by 3 state or outhing by the Social Security
expared posszesmion of the United States Adrninistration jother than & card
provided it sontains a sfating it is not valid for
- ragh or i i \ tl
3. Certificate of U.5. Citizenship photagraph or information such as employmant]

narne, date of birth, gender,

WNE Farm N-560 or W-561] height, eye color and address

2. Certification of Birth Abroad

3. Certificate of Maturalzation 2. IO card issued by federal, state izsued by the Department of
(NS Form N-550 or N-5T00 ar local government agencies or Stase [Eorm £5-545 or Form
entities, provided it contains a 05- .45:55]
photograph or infermation such as
4. Unexpired foreign passport., narme, date of birth, gender,
with =351 stamp or attached height, eye oolor and address

NS Form i-84 indicating

: 3. Original or certified copy of a
unexpired ermployment

e 3. Saheool 10 ezrd with a birth certificate izsued by a state,
autharizatian photograph county, municipal authority or
outlying possession of the United
5. Permanent Rezident Card or 4. VWoter's regiztration card States beasing an official sea
Alien Registration Receipt Card
with photograph (INS Form 5. U.5. Miltary card or draft record
I-157 or I-557)
6. Military dependent’s |0 card 4. Mative American tribal dosument

6. Uneupired Temporary Resident

- i i 6358/ —_

ard [INS Form 628 7. U.S. Coast Guard Merchant
Mariner Card

. 5. U.5. Citizen ID Card NS Form
7. Urnexpired Employment

Autharization Card NS Form B. MNative Lmerican tridal document -187]
~E6854)
B. Driver's licemse issusd by a
Canadian government autharity 6. ID Card far us= of Resident

- i ¢ Par NS . . .
8. Unexpired Reentry Permit jiV3 Citizen in the United States

Form -327) Far persons under age 18 who {105 Form -1 78)
are unable to present a

B. Urexpired Refugee Travel document & abave:

Document [INS Form -571) 7. Unexpirad amployment

authorization document issued by
the INS fother than those Jsfed
wndar Lisr A)

10. Unexpired Employrent 10. School recond or report card
Authorization Docurnent issusd by
the INS wihich contains = 11. Clinie, doctor or hospital recard
photograph (WS Form -6885)
12. Day-care or nursery school
regord

Ilustrations of many of these documents appear in Part B of the Handbook for Employers [M-274)

Formu I-5 (R, 100440
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LJ_SDA Office of Procurement and Property Management
"'__ Perzonnel & Document Security Division Perzonnel Security Checldise

NAME | 55N
AGENCY POSITION

I The following forme wers submitied by your ofice and were found o be incomplete or impropesly pregared. Pleace review the information

below and resubmit the comecled forms WITHIN 30 DAYS or your case will be dosed wihout action. All signatures snd hangdaritten
information must be in BLACK INK.

Cover Memo: The folbowing information was not provided:

Prowide: o Type of Bl requesting O Accounting Code O Level of Clearance Reguired
o Other

SF-867 SF-85P7 SF-85
o Sign oDste o Inital and redate Page 9and 10 o Updats temiz &

O Complete Hem's £

O Imitial all write-overs, cross-outs, whits-outs (Page’s )

O Accourt for tmeframe, fromfto temz
o Accourt for tmaframe, fromito term I
o Account for fimeframe, fromiio liem#
o Other

Resume, OF 612, or SF-171 [Cne of these itlems = required by O for firet time, initial investgations.)
o Sign oDate o Complete Remis #__ o Cther;

OF-306 |Declaraticn Frderal Employmend]

O Sign o Date o Complete Remis #__ o Cither:

FD-238iSF-37 [Frgerprint Cards)
O Sign O Date o Complete Remis #__
O Unclassifiable; submit new cands

Q
1

Fair Credit Release Form

Q
1

O Sign ODate o Complete Remis #__

Il. PERSONNEL SECURITY DIVISION:
Signature, PDED Security Spedialist/Assistant: Dats:

I INITIATING OFFICE:

The necessary comectjve actions have been made on the forms indicated above. The applicant has verifled the corrective
actions that were made. The comected forms andior appropriate copies are attached.

Signature, Initiating Office Representative Date:

F2D W51 (1103)
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USDA

_ LETTEER OF INQUIEY TEMPIATE
Unied States
Depariment of
Agricutturs
Privacy Act Material Eeturn Receipt Bequested
[Date]

[Subject’s name]
[Street address)
[City, State & Zip Code]

Dear [Subject],

Homeland Security Presidential Directive 12, Policy for a Common Identification
Standard for Federal Employees and Contractors, requires Applicants for the TS
Department of Agriculture Personal Identity Verification (PIV) LD. Badge to
undergo a background investigation to determune their eligibility to hold that Badge.
The U5, Office of Perscnnel Management has completed vour background
mvestigation. That investigation developed 1ssues which must be addressed prior to
making an eligibility decision.

Please provide this office written responses to the question(s) below. Providing
response(s) to the attached questions is voluntary, However, without this
information. we may not be able to make a final decision on your application for a
PIV LD Badge. This will affect your employment with [agency name]. A false
answer to any of the question(s) below may be grounds for denyving or
revoking your PIV 1.D. Badge and terminating your employvment. The
information vou provide will be considered in reviewing yvour eligibility and will be
protected from unauthorized disclosure vnder the Privacy Act of 1974,

Issue: [Listissue, ie., Criminal Convictions)

The Concemn: [List eligibility concern, ie., a history or pattern of criminal activity
creates doubt about a persen’s judgment, reliability. and trustworthiness ]

According to the OPM Eeport of Investigation, you were convicted [list convictions
and develop questions].

For USDA Intemal Use Only |
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USDA PIVID. BADGE ADJUDICATION WORKSHEET

SUITABILITY FACTORS (3 CFR 731.202 B), ADDITIONAL CONSIDERATIONS ¢35 CFR 731.202 C ) DM-3500-001

Mizconduct or Negligence in Employment

Suecassil

[ Ineidentis) has no bearing on this position [ ] Incident(s) was not recent [ Incident occumred as a miner [ ] Fshabilitation

MNanative:

Criminal or Dishonest Conduct

Suceessful
[ Incident(s) has o bearing on this position [ ] Incident(s) was not recent [ Incident orcumred as a miner [ ] Fshabilitation
[J Dehts are not of a significant natre.

MNanative:

Marerial Intentional False Statement or Deception or Fraud in Examination or Appointment

[ Incident(s) has o bearing on this pesition [ Incident(=) was isolated [ Incident was not deliberate

MNanative:

Refuzal to Furnizh Testimony az Required by Sectdon 5.4 (Civil Service Eule)

MNanative:

Aleohbol Abuze

Successful
[ Inctdent(z) was iselated [ Incident(s) was not recent  [] Incident ocomred 25 ammer  [] Fehabilitation
[ ot of 2 mature or duration that has prevented Subject from performung his her duties

MNanative:

Mlezal Use of Narcotiez Drugs or Other Controlled Substances

Successful
[ Incident() was selated [ Incident(s) was not recent [ Incident ocomred 2z amumer [ Fehabilitation

MNanative:

EKnowing and Willful Engagement in Actz or Activities Dezizned to Overthrow the U.S. Government by Force

MNanative:

(1) Waz Applicant’s True Identicy Confirmed, and (1) Any Statutory or Regulatory Bar which prevents the lawful
employment of the perzon involved n the positon in question.

MNanative:

B-4



QSDA Personal Identity Verification Il (PI1V-11)

""_""" Business Process, Sponsorship and Adjudication Version 1.0
Policies and Procedures

Appendix C References

These are the major resources used to develop this document.

Personal Identity Verification (PIV) of Federal March, 2006

Employees and Contractors

User Interface Specification Document February, 2007

GSA HSPD-12 Solicitation No. TQ-PLB-07-0002, RFQ | February 8, 2007

#186901

Use Cases (Technical) Priority 1 March 13, 2007

PIV Policy, Version 1.0 June 2, 2007

USDA Adjudicators FAQ March 28, 2006

OPPM PDSD ID Card Examination and Validation OPPM PDSD ID Card Examination and

Validation

Draft PIV ID Badge Bl Requirements March 24, 2006

Amended Applicant FAQ March 28, 2006

USDA Sponsors FAQ October 12, 2005

2" Amended Registrars FAQ March 28, 2006

Amended USDA Adjudicators FAQ March 28, 2006
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dix D Data Preparation

USDA LincPass

HSPD-12 LincPass
Data Preparation Checklist for Payroll/Personnel Agency

As of 12

July 2007

This document provides a quick iterative checklist for the USDA Human Resource (HR) staff to follow for

verifying/updating employee records for the HSPD-12 LincPass.
Step Instructlions Complete
HR Instructions
1 Working with the Logistics Team, identify a Sponsor and Adjudicator for a given
location or set of data.
2 Identify records based on Enrollment Station Location
3 Identify active employees within your agency (or supported agency) who should
receive an HSPD-12 LincPass
5 Identify Federal Employees from that location that have successfully completed an
FBI ar higher background investigation
& Verify accuracy of employee name information in the front-end system that feeds
Payroll Personnel, ie. EPIC. Fix issues for all employees (ie. Suffix combined in
last name figld) in the front-end HRE system
T Identify all nen-US citizens and update those records in the front-end to Payroll
Personnel system.
Employee Instructions
8 Update Business Email and Phone within eAuthentication by doing the following:
1. Browse to hitp./www .eauth.egov.usda.gov
2. Click on "Update Your Account”.
3. Click "Continue” at the purple Warning screen.
4. Log in with your eAuthentication User ID and password. The “Welcome to
IdentityMinder” screen will display.
5. If you have a Level 2 account, click an the "My Account” link. If you have a Level
1 account, proceed to step B.
B. Click on "Modify my profile”.
7. Make desired changes in the online form, and then click the "submit" button in
the bottom right corner to save the information.
2. You may now click on "Logout” {in the upper right corner) to log out.
HR Instructions
g Sponsor Login to secure web-site (URL to follow)
10 Flag, certify and submit the prepared records (Instructions to follow)
1 Data Prep Team will inform Sponsor of record submission to GSA and data
readiness to use GSA portal
12 Identify all Emergency Response Officials and update those records in the GSA
web portal following GSA's instructions.
13 Verify adjudication result has been entered into GSA web portal, if it hasn't, update
those records following GSA's instructions.
14 Start Preparing the next set of records (return to Step 1)

Please email hspdl 2@ftc.usda.gov or call the LincPass hotline at 202-720-8042 if you have questions.
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USDA LincPass

HSPD-12 LincPass

Data Preparation Checklist for EmpowHR Agency
As of 12 July 2007

This document provides a quick iterative checklist for the USDA Human Resource (HR) staff to follow for

vetifying/updating employee records for the HSPD-12 LincPass.
Step Instructions Complete

HR Instructions

1 Working with the Logistics Team, identify a Sponsor and Adjudicator for a given
location or set of data.

2 ldentify records based on Enrcllment Station Location

3 Identify active employees within your agency (or supported agency) who should
receive an HSPD-12 LincPass

4 Identify Federal Employees from that location that have successfully completed an FBI
or higher background investigation

5 Verify adjudication result has been entered into EmpowHR, if it hasn't, update those
records following the HSPD-12 ProceduraToVerifyEmplRecordsinEmpowHR v3.doc

6 Verity accuracy of employee name information in EmpowHR. Fix issues for all
employees (ie. Suffix combined in last name field) in the EmpowHR system following
the HSPD-12 ProcedureToVerityEmplBecordsinEmpowHRB v3.doc

7 Identify all non-US citizens and update those records in the EmpowHR system
following the HSPD-12 ProcedureToVerityEmplRecordsinEmpowHR v3.doc.

2 Identify all Emergency Respeonse Officials and update those records in the EmpowHR

system following the HSPD-12 ProcedureToV erifyEmplRecordsIinEmpowHR  v3.doc.

Employee Instructions

9 Update Business Email and Phone as follows:
If your Employees have been trained to use the EmpowHR self-service module,
update this information by following the HSPD-
12_ProcedureToVerifyEmplRecordsinEmpowHRE_v3.doc.
If not, update this information within eAuthentication by deing the following:
1. Browse to httpwww.eauth.eqov.usda.gov
2. Click on "Update Your Account”.
3. Click "Continue" at the purple Warning screen.
4. Log in with your eAuthentication User |10 and password. The "Welcome to
IdentityMinder” screen will display.
5. If you have a Level 2 account, click on the “My Account” link. If you have a Level 1
account, proceed to step 6.
6. Click on "Madify my profile”.
7. Make desired changes in the online form, and then click the "submit" button in the
bottom right corner to save the information.
8. You may now click on "Logout” (in the upper right corner) to log out.

HR Instructions

10 Sponsor Login to secure web-site (UBL to follow)

11 Flag, certify and submit the prepared records (Instructions to follow)

12 Start Preparing the next set of records (return to Step 1)

Please email hspdi2@ftc.usda.gov or call the LincPass hotline at 202-720-9042 if you have questions.
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USDA LincPass

HSPD-12 LincPass Rollout

Procedures to Verify/Update Employee Records in EmpowHR
As of 31 July 2007

This document provides detailed procedures to USDA Human Resource (HR) staff for verifying/updating
employee records in EmpowHR for the initial USDA LincPass rollout. Employee records must be verified
and updated to ensure the following fields are correct and have data:

* Employee Status * Citizenship Status

« SSN + Business Email Address

* First Name + Business Phone Number

« Middle Name * Emergency Response Official nEw!
# Last Name + lincPass Required nEw?

«  Suffix + Adjudication Information NEW!

* Date of Birth

The verification/'update procedures are detailed in the sections A through C below, which are organized
according to the EmpowHR user interface to help make the process as efficient as possible.

Section D includes information on how employees update the business email address and business
phone number using the EmpowHR Self Service Module, beth of which are required for the LincPass
enrollmeant process.

It is impertant to note that all of these attributes can be entered with any regular PAR action, ie. Name
Chg from. However, if updating the new HSPD-12 fields not part of a PAR action, it is important that the
data is entered from the Employee Security Clearance menu item. This does not require a separate PAR
action but only needs to be saved once complete. Instructions follow in Section A.

Prerequisites:
* You have access to and a user |D and password for USDA's EmpowHR system.
* You have background investigation {e.g., NACI) adjudication information for these employees,
either fromn OPM records or USDA HR records.

* You have experience using EmpowHR, and have access to EmpowHR user guides and procedure
manuals if needed.

Mote: The screenshots used are from the EmpowHR test system. There may be slight
variances in the EmpowHR preduction system you are using.

A. PAR Processing

MENU ITEM: HR PRocessing

TAB: Personal Data
1. From EmpowHR's left side menu, click #PAR Processing, then click the link for HR Processing.
2. Use the search fields to locate the employee’s record.

3. Click the Personal Data tab (see Figure 1). Verify the following fields have current and correct

information:
* Employee status (should be "Active”)
« SSN
o Mame (First, Middle, Last, Suffix)
« [Date of Birth
o Citizenship Status®
£ Office of the Chief information Officer HEPD-12_Procedure ToVerfyEmgiRecordsinEmpowHRE_v3 doc 4 June
f L [TM Projects * HSPD-12 2007
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*If Citizenship Status is specified as anything other than 1 for U.S. Citizen, the Citizenship Country must
be selected in the field below.

Dl Coriol 3 Perssnal D Job 7 Posbian | Gompensalion | Emectmert [ Emplereni2 ) BeneCata (B
FordLida Empllle 099361 B Reds: 0 SEME 099-09-0961
Personal Data Find | wiew A
Effaciive Do [(15/31/ 2007 Transactions Segq 1 1 PAR Statess  Pidces3ei Iy HUMan Res0irmes & [=
HiHh Cane: Aed Ty Dt Change | Empl Sabiis: actie

—elllin.
. ) SEHE [950-03- 0361
Firsd; [ldﬂ Wikl
Last: Fﬂl'ﬂ St -
Name: FordLida Aas Hame ,—
Praf First N |
Geflet? © pale F Fapale  Hollicap O | Mo Handicap ;I RH0; | Ihile, nof of Hisparic origin j
|'D.Iaﬂ9llli 04737 a6 F-] Dt St lNﬂlﬂnﬂllHDh = [Ellmmllrﬁlﬂm 1 a
"CHizanship Comminy: |
Brhirin Aekdnaze Infi Earsona) Fhong Watarang [nfn L w0 Education
Wzave | ElRewnio Seanch | = Prewinus dsh | EFibeerd lab | 2] Lok D pl vy | 5 Con ecd Hisbory
Data Conini | Perzarsal Dala | Job | Pogtion | Compensation | Ermployment 1 | Emnpligtnent 2 | Bereit Data | Chetkiizl Generalion

Figure 1. Verify Information on the Personal Data tab

4. If any of the informatian is incorrect, missing, or needs updating, follow standard EmpowHR PAR
Action Procedures for making the necessary changes and saving the record. For example, Name
changes should be done according to the Name Chg from Action and Date of Birth or Citizenship
Status changes should be done according to the Data Change Action.

MENU ITEM: Employee Security Clearance

5. From EmpowHR's left side menu click =PAR Processing, then click the link for Employee
Security Clearance.

6. Use the search fields to locate the employee’s record.

7. Inthe Investigation block, click the LincPass Required checkbox (see Figure 2.

m Office of the Chief Information Officar HSPO-12_ProcadureToVerfyEmpiRecordsinEmpowHR _v3 doos 4 Jure 2007
¥ =Covernment Projects « HSPD-12
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(" Employee Security Clearance

Chewy,Marin EimpllD: 0B0GE0E Empl Rcd#: 0
LincPass Required Iﬁ Hotes
Submitting Dffice Hum ber
Security Office ldentifier OPACALT Number

POSITCN INTOrmation

Pociton Humber 90108328 ASSISTANT TOD MARKET ADNIMISTRA

Emergency Response Official [

| =] Iler.nLﬂl I;I'vlcﬁ"y| .EIUnca:cDapavl ﬂlﬂclJccHafcryl = |

B} Zave

£ Retum o Search |+

Figure 2. Update the investigation section of the Security info screen

8. You may optionally enter data in the Notes field. NOTE: If the employee has not completed
his/her background investigation, the Employea’s Submitting Office Number, Security Office
Identifier and OPAC/ALC must also be entered. Disregard the Card Activation Information link.

9. If the Employee is an Emergency Response Official, designate this status by clicking the
Emergency Response Officlal checkbox (see Figure 2 above).

10. Save the updates by clicking the Save button.

C. PAR Processing
Adjudication Information

11. From EmpowHR's left side menu, click ®PAR Processing, then click the link for Adjudication
Information (see Figure 8). This is a new option created to accommodate HSPD-12 requirements.

fid=in Menu =
|”/ PAR Processing
PAR Processing
= Action Tabkle Setup = Hire Employee = . -
= cion Towle et B oo kel ot the Hra inchusing Org Stiucture Mass Change
sIMployeE NEmE, aderes s, (ob, payrall, antd
compersation detais
Update Reporis To Mass Reporis to Update Address Processin
Update Resarts To m==s Reporls to Lpdate Aciiress NTo
Atlinlication [nformation Schonls E HE Processing
Acjucication Informetion Define Schons lid=rtitices perzornel notinn debailz of regusst
ready for human rezources to process
= Update Applied Action = Coriect Applied Action IE Cancel Applied Action
I Update Appled Eecs I ldermitles cetslE regarding corections 1o 3 I ldsmiles cetsls regardng the cancelation of
personne scion 3 perzonnel sctan
E Office of the Chief Information Officar HSPD-12_Procedure ToVerifyEmpiRecordsinEmpowtR_v3.docr 4 Juns 2007
eovernment Projects » HSPD-12
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Figure €. New Adjudicafion information option for HSPD-12

12. Search for the Employee and in the Adjudication tab, fill in the Investigation Type, Status, and
Motes fields (see Figure 7). The Adjudication Date and Adjudicator OprlD will be populated by
the system.

Rdmlication
et FordLids Enag:; 009251 92000251

i dj ucication |nformation

S T ——
[W ]Mmmmw Adfpidicater Oy [Moes

1 |h.l'|l3| -"DDlnl‘\cd ~= | 05734 2007 DR 22456 Ermp +15 7= - Defauted

%

ESwn | DfimamioSeach | Elhaiée | UpdainDimpiny | & rohue Himory | @ Carmert History

Figure 7. Enter Adjudication results iInformation

» [nvestigation Type: Use the droplist to select the appropriate Investigation Type the
employee has completed. If the employees completed background investigation is not in
the droplist because it is higher than a NACI, select the "NACI" option because that is the
highest background investigation level that HSPD-12 is concerned with.

| MNote: The contents of the droplist and the instructions may change for the full rollout. |

¢ Status: Use the droplist to select the "Approved” option for confirmed background
investigation

* MNotes: Reference This field can be used to enter in the true adjudicator name and actual
adjudication date.

*  Adjudication Date and Adiudicator OprlD: These two fields are populated by the system

D. Employee Self Service — Personal Information

Note: This section is only for EmpowHR employee users who need to update their
business email and business phone information in the EmpowHR self service module.

Email Addresses

13. From EmpowHR's left side menu, click mEmployee Self Service, then click the Personal
Information link {see Figure ).

bt Parzonl ot Fokhr
Foervieree vl Lpaioke perioned iviormeation.
= Pl Sanal leloainal| i e P sainal eloainalien Stisdnaiy e Hoies (o] ki v Feilebiiris
1™ | faigutn ol yrax | Il r=rper———p—y— !:In-mmmanmmumm
rarcesiera ko fie rarpega irgcirabon acidaaan
= P B i & = Bl Adl sk e Bl iy Coilants
P = 43 and upcieia phore s Grzonei 1) i o el o vl ackezzes: = jand upcisly your ereaganGy conbact
. - R R (i M Lot
Fapral and © om pe resation
b Banaiita
I Shock Activky m— A P8 S p— s CHsige —-l Brquess Leges of Bassncn
b P rRaTYa 1o W e e el == Lgaiote vonr vt ot =) Fervrve el e vonr resre iiormeation, =] Ruscpasat 3 U 5 Ferad Gowerarend keeweal
P Recruting Sctviia e AN A G0 1K) YOL PR (00
Emplissd Himi L]
I Fr
e e Ferptet Tapmainion
i Bachgiraire Esp == Rt troraneion o a U5 Faderal
I e e Beif Bervice U AT COOBON 07 8 el Masne.
Figure 5. Employee Self Sarvice options
Office of the Chief Information Officer HEPD-12_Procedure ToVerifyEmpiRecordsinEmpowHR_v3_docr 4 June 2007
® =Government Projects « HSPD-12
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14. To verify/update your business email address, click the Email Addresses link.

15. In the Email Type column, use the droplist to select "Business,” then enter your current business
email address in the Email Address field (see Figure 9). Click the Save button.

Emall Addresses
Dana Rowan

“Email Addrezs

| Business lJ |dana.rnwan@ﬂdc.u5da.gmr Cielzie
Wote : Business Email is reported te Employes Directoy

A B0 EMEN AITrESs |

T Raguired Fled
S

Figure 9. Updafe your own business email address
16. From EmpowHR's left side menu, click the Phone Numbers link.

17. In the Phone Type column, use the use the droplist to select *Business,” then enter your current
business phone number in the Telephone field (see Figure 10). Click the Save button.

Phone Numbers
Clana Rowan

Enteryour phone nu mbess el o

“Fhone ||.'! |!!|Ehﬂ|'|l.‘!
[Business =] [31205551335 Delete |

MHote ; Business Phone is 1eported to Employes Directory

&rid 3 Phone Rumbier |

*Required Field

Sava
Figure 9. Update your business phone number
“C L e
m Office of the Chief Information Officer HEPD-12_Procedure ToVerifyEmgiRecordsinEmpowHR _v3_doc £ June 2007
eGovernment Projects « HEPD-12
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