GSA USAccess PIV Courses - Minimum System Requirements

· Internet Explorer 6.0

· Windows 2000, XP (Home, Professional, Media Center) and later.
· Flash 7.0 or higher
· Click Here to Check
· Java 1.6 or higher
· Click Here to Check
Please do NOT attempt any of the following without prior consent from your agency’s IT support department.
1.  Windows XP Service Pack 2 has one built-in. To disable it:

· From  within Internet Explorer, click Tools > click Pop-up Blocker > click Turn Off Pop-up Blocker, or

· ·From within Internet Explorer, click Tools > click Internet Options > click Privacy tab > uncheck Block Pop-ups

2.  Other common blockers and toolbars, although this list certainly is not exhaustive, must be disabled (uninstalled, preferably):

· Google toolbar, MSN toolbar, Yahoo toolbar, Dogpile toolbar, Lavasoft Ad-aware, Norton Internet Security

3.  Configure the following security settings by opening Internet Explorer, clicking Tools, clicking Internet Options

4.  On the Security tab, click Custom Level to bring up the Security Settings window:

· In the ‘Reset custom settings’ dropdown select ‘Medium’ if it is not already selected. If it’s necessary to change custom settings to Medium, be sure to press the Reset button.

· Select the following from the list of settings:

· ActiveX controls and plug-ins

1. Download signed Active X controls – Enable

2.  Run ActiveX controls and plug-ins – Enable

3. Script ActiveX controls marked safe for scripting – Enable

· Microsoft VM (may not be present in all version of IE)

1. Java permissions – Medium Safety

· Miscellaneous

1. Submit non-encrypted form data – Enable

· Scripting

1. Active Scripting – Enable

· Click OK.

· “Are you sure you want to change the security setting for this zone?” Click YES.

5.  On the Advanced tab, scroll down to the Security section:

· Use SSL 3.0 – Enable

· Use SSL 2.0 – Enable

· Use SSL 1.0 – Enable

· Click OK to exit Internet Options

6.  Other recommended Internet Explorer settings:

· Disable AutoComplete feature for user sign-in

·  Open Internet Explorer, click Tools, click Internet Options, click the Content tab

·  Click AutoComplete button and uncheck “Forms” and “User names and passwords on forms”

·  Click OK and click OK again to exit Internet Options

· · Clearing the browser’s cache is not necessary

· Disable AutoComplete feature for user sign-in

·  Open Internet Explorer, click Tools, click Internet Options, click the Content tab

·  Click AutoComplete button and uncheck “Forms” and “User names and passwords on forms”

·  Click OK and click OK again to exit Internet Options

· Browser cache settings

·  Open Internet Explorer, click Tools, click Internet Options, click, click the General Tab, under the Temporary Internet Files section, click Settings, click “Every visit to the page” for Check for Newer Versions of Stored Pages

· Browser security settings

·  Open Internet Explorer, click Tools, click Internet Options, click the Advanced tab, under the Security section, click Settings, check the box “Empty Temporary Internet files folder when browser is closed.
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