AgLearn Job Aid October 2, 2008

Information Systems Security Awareness Frequently Asked Questions of Admins and ISSPMs

As questions come in to Team AgLearn, Team AgLearn will update this FAQ document. Check the date in the upper right
hand corner to be sure you’ve got the latest version.

Questions About IT Security Awareness
Q.  What is the Course ID for each of the course options, (regular web base, EX GGG

Classroom USDA-CYBERSECURITYPRES- D D USDA-CYBERSECURITYPRES-FY 09

PDF version, paper based and classroom). FY09 (Rev 1 - 9/30/2008 09:53 AW

America/New York)
Course USDA-CYBERSECURITYPAPER-FY09 D D USDA Information Systems Security Awareness Py 2009

A. All of the course IDs begin with the phrase USDA-CYBERSECURITY (Rev 9/1/2008 0301 P Americalliew York) (Peper)

Web Based USDA-CYBERSECURITY-FY09 D D USDA Information Systems Security Awareness FY 2009

and all have the phrase FY09 in the course ID as well. Search for course ey o w6 pit Americaiew vork
IDS that begln Wlth the USDA_CYB ERSECURITY phrase and you'” see Web Based USDA-CYBERSECURITYPDF- [21[Z]  USDA Information Systems Security Awareness FY 2009

FY09 (Rev 9/4/2006 02:52 PM Americalew (PDF)
all the IDs that we plan to offer. vorl)
Q. Was the online course item assigned to everyone?
A. Yes. Team AgLearn made the assignment of the online course to all USDA Information Systems Security Awareness FY 2000 | 3/31/2008
Aglearn 2008 Supervisors Training L

active AgLearn accounts. If you are not able to take the online course,

you can request to have the PDF version assigned to you. Only users e ——— K
with no network access will be allowed to take the paper based course
and paper based exam. All others must complete one of the other
courses.
Q. If I assign a user a different version of the course, must | remove the Step f: Select Management Action
online version that is assigned to everyone? n@
A. No, you won’t be able to remove the online version. AgLearn will run a o i:: Eml : E:;ml
clean-up process at the end of mandatory training to remove all FY09 ) Add Competency Profles ") Remove Competency Profies
CYBERSECURITY courses from learning plans when an alternate ) Add Competencies ) Remove Competencies
course is in the learning history. Allowing the online course to remain D Add Job-related Curricula
in the Learning Plan until the clean-up process will NOT affect Ao dobeaied Competency Profles

reporting results and reports examine only the Learning History.

Q. Our agency will have a different required completion date for our users. Revising the Required Date For ISSA FY09 Mandatory Training

Will this be reflected in AgLearn? Step Activity View
1. Select the Learning menu. %
A f you submitted your alternate dates to Team AglLearn by September 2. Select Tools. 1o,
24", 2008, the dates will be reflected in AgLearn. If you wish to assign an + Reh dnces
i i i 3. i i Reduiyed Dates Editar
alternate required completion date for your agency, you can accomplish Select Required Dates Editor. Hﬁﬁm

this yourself with the help of the Revising Required Dates job aid.
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Q. I have users with slow network access and they won'’t be able to take the
online version of the course. What should | do? Quick Links: | Home

ors | Syste

A. Users should have the USDA Information Systems Security
Awareness FY 2009 (PDF) course assigned to them. Check your
agency communication about how users request this course. When you
receive the request, you can use the Manager User Needs wizard to
assign the course to many users. If you are just assigning the course to
one user, you can edit the user record and add the course to their
learning plan. This assignment should be done by an AgLearn Agency
Lead or designate.

Record Learning
Create Leamning [t=m
Creste Scheduled Offering

Q. I have some users that will be using assistive technology (JAWS) to gem. [
review the course. Can they use JAWS with the online course or do | e T
- AmericalNew York)
need to have an alternate Course aSSIQned to them? Course USDA-CYBERSECURITYPAPER-FY09 Q 2 USDA Information Systems Security Awareness Py 2009
(Rev 9/1/2008 03:01 PN America/New York) (Paper)
A.  The online course has been modified to be 508 compliant and more user i asccusoacyaersecurtr-rvos - LILJ  UsDA nformaion Systems Securty Awareness FY 2009
fnendly, SO yes, those users can use JAWS to rev|eW the Onllne course Web Based USDA-CYBERSECURITYPDF- [21[Z]  USDA Information Systems Security Awareness FY 2009

FYO09 (Rev 9/4/2008 02:52 PM America/New (PDF}

and complete the online exam. Before those modifications were made, ork)
however, a few of our testers felt that the PDF version of the course was

more user friendly. If your users experience any difficulty or frustration

with the online version, you can assign the alternate PDF version. The
alternate PDF course is USDA Information Systems Security

Awareness FY 2009 (PDF).
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Can'’t I just hand out PDFs and let users login to AgLearn just to take the
exam?

Possibly. Because the online version (USDA Information Systems
Security Awareness FY 2009) has been assigned to everyone and
because the online version does not require the course to be launched in
order to provide access to the exam, it will be possible for users to launch
only the exam and record completion upon achievement of a score of
70% or higher. If, however, the user has a slow network connection, the
exam in this course may not display quickly. For those with slow network
access, Team AglLearn recommends that the PDF version USDA
Information Systems Security Awareness FY 2009 (PDF) be
assigned. . In this course, it is important that the user launch the PDF
from within the course. Launching the PDF from within the course will
allow the user to activate the exam. If the user does not activate the PDF
from within the course, they will not have access to the exam. See the
How to Complete the PDF ISSA course job aid.

| have a new employee that does not yet have an eAuth account? Which
course should | assign to her?

All users with no network access (this includes new employees) should
have the paper based version assigned to them. (USDA-
CYBERSECURITYPAPER-FY09). Your new employee may have an
AglLearn account even if the eAuthentication account has not yet been
created. If you can’t find an AgLearn account for a new employee, don’t
create one. Simply wait for the account to appear in AgLearn from the
CED feed. Meanwhile, provide a paper copy of the course and exam to
the new employee. Someone (check your agency guidance) should
proctor the exam, and if the score is less than 70%, a new and different
exam should be administered. Check with your ISSPM for the PDF
version of the course, PDF exams and PDF answer keys. Store the
successfully completed exam results until after the AgLearn account has
been created, then record the learning. Once the AgLearn account is
available, the user’s supervisor can record learning with the Record
Learning Job aid.
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Web Based USDA-CYBERSECURITYPDF-

Q D USDA Information Systems Security Awareness Py 2009

FY09 (Rev 9/4/2008 02:52 PM America/New (POF)
ork)

Record Subordinate (Direct Report) Completion for USDA

Information Systems Security Awareness FY 2009 (Paper)

AgLearn now provides a Supervisor Dashboard for you to view the required learning status for
all your direct reports. To view the Dashboard, login to AgLearn (Learner Login) and then click
the My Employees tab. To record a learning event for one of your subordinates, follow the
instructions below. If you have any difficulty with recording the event, contact your local
AglLearn administrator.

Step Activity View
2. Click Organization Chart

Qrganization ‘:@ SUtIDI'IjiI‘@S

Lendvay Kathy
b O

E  Leamina: Curriar |

or Subordinates to view
your direct reports.

3. Locate the employee for
whom you will record
learning. Click the
Learning link.
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Q.  What about Contractors and others that will never have an
eAuthentication account because they will never have access to USDA
network systems? What course do | assign to them and how to | record
learning in AgLearn for them?

Add a New User Record

New user records are normally created by a data feed. However, there are occasions when you may need to add a
new user record through the AgLearn User Management menu. For example, contractors that do not have an
eAuthentication account and no access to computer systems but are required to take mandatory training, must have
the completion of that training recorded in AgLearn. However, if the person will receive an eAuthentication account
in the near future (such as new employees), do not use this procedure, but simply wait until after the
eAuthenticaiton account has been established and the AglLearn account has been created to record mandatory
training completion. If you have any questions about this procedure, contact Team AglLearn.

A. For other paper based users, such as contractors that will never have - l:r‘:r:-inv(l:iAdmm Home Page, click User
network access, check first to see if they have an existing AgLearn Management.
account from a previous year to record the completion. If not, you'll need % ClexAddNew p——
to create an AgLearn user account (job aid available) to record the 3. EneraUserp.
completion. DO NOT CREATE AN AGLEARN ACCOUNT FOR Nte: orContacirs cresea User Dusgthe
ANYONE THAT HAS OR WILL EVENTUALLY HAVE AN CTReF st Ik ast el onth ot enty » Dy of
eAUTHENTICATION ACCOUNT. To record completions for this Smih, entered on June 5, 2008 would have a User 1D
population and to obtain the job aid, contact your AgLearn Agency Lead
to be sure a new account should be created.
Q Many of my users wait until the last minute to complete training. Is there
anything in AgLearn that will help me to encourage early completions? e a
A.  There are several ways that AgLearn can help. First, each supervisor can Pl
log into AgLearn and review the My Employees tab to gain access to the T = . : L
Supervisor dashboard. From this view, all subordinate required learning : s
is displayed. A supervisor can see at a quick glance which employees : S
have completed mandatory training and can send an email directly from T
AgLearn to subordinates that have not yet completed their required T —
learning. ST ——
Admins can use the Revising Required Dates job aid to assign alternate
required dates to specific groups of employees in order to meet interim
requirements.
Finally, those agencies utilizing IDPs can establish target goals for early l o : l
completion of mandatory training. Supervisors again, can track those
goal completions from the Supervisor dashboard in AgLearn.
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y Agen: Lead Email 1SSPM Email Alternate 1SSPM
. AMS Jerry Femnandez jerr got Roger Byrd byrd@usda.go Steve Cyrier
Q I’'m not sure | know who all the AgLearn Agency leads are or the Agency Li
. APHIS Paul Silverio paul. usda.gor ENEHE DeVorealth ij: le. gon Nate Pippen g
ISSPMs. How do I find them? T — e e
CSREES |Janine Gillis usda.go Preston Gillmore pI¢ Sheila Townes helia
DA janet Lynch Janet.Lynch@usda.goy lic Afshartoos [Judith Dudle; judith.
ERS haron Smallwood usda.gov Douglas Parry Sandy Suddendorf isand
. H . . . . FAS Murph b8 hy@fas_usd: Il Re [ Jim Wall jim.wall@usda.ge
A.  For alist of Agency Leads, click the Contact Us link. This link is also T — o T
1 —_— " FSA __ [Tom Montgomery tom Usdago Brian Davies Seabelle Ball eabelle_ball@usda.go
H H M FNS P Ne 1@usd: Sh Ji Cord Ch: rd.
available in the upper r|ght corner of the AgLearn Welcome page FSI5— Nvatare Brooms e I, o L
GIPSA_|Rosemary Mayne k. g Brian Hughes brian a
1 H H NAD Linda Campbell I belll @usd: Sean By
www.ag| .usda. .Y I lick the foll link T . T — -
aglearn.usda.gov ou can also click the following link to see a
. NRCS Tony Lovell tony.lovell@ftw. usda.gov lichael Sheaver micheal la.gov. Sherry Casper sherry. gov.
list of Agency ISSPMs and AgLearn Agency Leads. L R e
OCE Dan Depre, dan. goy Dan Depre: dan. David Stiles david. .go
OCFO Darrell Dupu darrell.dupuy@usda.gov Scott Ro scott.roy@usda.gov
e e Solb o]
G |Angela Thorpe angela go Rosemary Gilhooly _irosemary.
QES David Aten david. aten@usda.gov |Alexia Green alexia. qov
RMA | Alex Christ: all gt Eric B: ric_ baer@usda_gs

Q.  Can anyone take the paper based version of the course?

USDA Information Systems

A. No. The paper based version of the course is only available to those I
bap Y sl Security Awareness FY09

users with no network access to AgLearn.

Q. I’'m a supervisor. Several of my direct reports have no computer access Record Subordinate (Direct Report) Completion for USDA
and will need to review the course and take the exam on paper. How do | R e e R e U

request the paper version of the course for my direct reports, along with i Vot droct rparta. To view he Dashaoard logn o AcLeet (_earet Logm) and hen click

1 the My Empl tab. T rd i jent f Ty bordinates, follow th
the exams and the answer keys? When my direct reports complete the ot L e
exam, how do | make sure that information is recorded in AgLearn? AgLearn administrstor.

Step  Activity View
A.  Your agency should have forwarded communications about how you 1 Clckthe My Employees m

should request this course. If you do not have this communication, :
contact your ISSPM to receive a PDF course, PDF exams and PDF 2. Ciick Organization Chart gy, et o subsrdiflge
answer keys for the exams. Contact your AgLearn Agency Lead to your direct reports. -

assign the USDA Information Systems Security Awareness FY 2009 3. Locate the employee for

whom you will record Leadvankaiky

(Paper) course to the employee’s learning plan. Provide each employee leaming. Click the

with a paper copy of the course and a copy of one of the exams. When Learning link. 20

the employee returns the completed exam, score the exam according to [ oo Qb ‘

the answer key. If the employee’s score is below 70%, notify the - , :

employee and provide a different exam for another attempt. Score this e e ang e

exam and repeat the procedure until the employee passes the exam with vindor. e

a score of 70% or greater. When the employee has successfully  FAQ RS

completed the exam with a score of 70% or higher, use this job aid to ) e
T

record the completion in AgLearn.
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Q. Will an auditorium session be held this year?

A. Yes, but the session will only be available to users with no network
access or those users with special circumstances who cannot complete
the online training. Details have not yet been published regarding
registration, assessments and recordation of learning. The Office of
Cyber Security will provide additional details prior to the session.

Q Can you provide a job aid that details each type of user and which course B e e A T

As of October 1, 2008, al users will have the USDA Information Systems Security Awareness FY 2009 course assigned to their leaming plan. This

th ey S ho u Id take? course is the anline (web-based version of the raining and will be the appropriate course for the majority of users. Allemate courses are available for other

specific audiences. This job aid matches the user audience with the most appropriate course available.

User Audience Recommended Course
Employees, Online version. User does not need fo request any changes. User Logs into AgLearn, clicks Go to Learning Plan,
A H H contractors and then clicks the Launch Content button next to the USDA Information Systems Security Awareness FY 2009
. Yes please See the User—course Job ald . partners with full course. After completing the course, user refums to content siructure and launches assessment. A score of 70% or
! —_—— Network access. higher automatically records completion in the user's Learning History and the requirement for FY08 is completed.
Users with Online or PDF version. User does not nead o raquest any changss unless they fesl that the PDF version will be

accessibility needs  easier to navigate. The online course has been modified to be 508 compliant and more user friendly so this audience
and those reviewing  can use assistive technology to review the online course (USDA Information Systems Security Awareness FY
courseware with 2009) and complete the online exam. Before those modifications were made, however, a few of our testers felt that
assistive technology.  the PDF version of the course was more user friendly. If your users experience any difficulty or frustration with the
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