CSAT Training FYOS8

After Action Review and
Recommendations




. Feedbaclm&\
Recommendations

— Communication and Training
— Content and Navigation
— 508 Compatibility
— eAuthentication
— Deployment
* Future Rollout Planning
— Mandatory Training Project Planning Package
— Training Implementation Milestones

« CSAT FYO09 Rollout Planning



Feedback Issues
Communication and Training

e Assignments preceded announce

* Deployment of media assignment

 NIST/OMB requirements not
communicated

 No opportunity to evaluate courses



Presenter
Presentation Notes
Learning Plan assignments appeared before announcement was distributed – no communication let learners know that the training had been assigned. The All Activities Memo was still in approval stages, so many learners were confused when they logged on and saw the assignments. Help Desks had many calls inquiring about the assignment

Deployment preceded communications regarding media assignment – Not all agencies were able to identify what type of media their employees would need prior to deployment, so Team AgLearn assigned media based on FY07 use. For many, that assignment was incorrect and the help desk received many calls asking for a Web=based course instead of a paper or CD ROM or they expected a WBT and couldn’t figure out how to launch it.

No communication regarding why different courses were mandated in FY08 (NIST/OMB requirements) – Many users were confused as to why the content of the course was so much more difficult compared to previous years. Stricter requirements from NIST/OMB were not communicated prior to launch so many felt that the decision was made arbitrarily

No opportunity for users to evaluate either course – Team AgLearn per agreement with Agency Leads has attached an evaluation survey to all SkillSoft courses.  There was no time to build a  survey to  attach to this course.





Recommendations

Communication and Training

* No training assigned until afte

released to public

* Agencies must identify those requiring
alternate delivery

« Agency should pilot test and evaluate all
content submitted to AgLearn for
deployment

* All learners complete survey at completion
to provide feedback


Presenter
Presentation Notes

For future rollouts, Team AgLearn recommends that no training be assigned to Learning Plans until after the memo has been released to the public.  The delivery of this communication and suggested text will be part of the Mandatory Training Project Planning Package. 

each agency will provide the name of the person responsible for identifying which users within their agency will require CD ROM access or paper based access to mandatory training. All other employees will be assigned the web-based version of training. 

recommends a pilot test and evaluation for all content to be published in AgLearn. Pilot testers, from the agency/organization selecting the training, would complete the course in its entirety, and then complete an evaluation report to be submitted to Team AgLearn prior to publication. 
Evaluation criteria would include both navigation as well as content questions. 

Team AgLearn recommends that all mandatory training courses include a survey to collect feedback on the completed training.





Feedback Issues

Content and Navigation

IO ——

e Too difficult for non-IT audience

« Navigation confusing and inconsistent
« Confusion regarding completion created
duplicate assignments

* Incorrect statements reported in content


Presenter
Presentation Notes
The Security Awareness Content was perceived as too difficult for non-IT audience 

Privacy Basics navigation and completion was seen as confusing and inconsistent with the navigation in the Security Awareness course

Confusion regarding completion created thousands of “self-assigned” duplicate courses on learning plans. Learners were not sure that they had actually completed the course, so many re-entered the completed course and consequently placed a duplicate course on their learning plan.

Finally, learners completing training early reported some incorrect statements in the actual content which was corrected.


Recommendations

Content and Navigation

L —

* Pilot testers complete the course In its
entirety, then complete evaluation report
on navigation and content and submit to
Team AgLearn prior to publication

* Pilot testers consider communications as
part of deployment process. Emails, job
alds, Read Me First


Presenter
Presentation Notes
Nearly all of our content and navigation issues could have been prevented with a pilot test group and evaluation report. For this rollout, there simply wasn’t time to solicit users, test, evaluate and modify prior to rollout. We are implementing this as a requirement for testing in future rollouts.  If agencies pilot test the course prior to rollout and submit the evaluation report as part of the project planning package, Team AgLearn should have ample time to make adjustments prior to deployment, including substituting an alternative course or returning the course to the vendor for corrections.

Team AgLearn recommends that the pilot test group consider communications that may be necessary as part of the deployment/change management process.  Communication may include job aids, memos, emails, etc that would precede or accompany training to explain or clarify issues prior to completion. 

We recommend that a pilot test and evaluation report  become part of the regular project planning for all content to be published in AgLearn, not just mandatory training. Pilot testers would complete the course in its entirety, and then complete an evaluation report to be submitted to Team AgLearn prior to publication. Evaluation criteria would include both navigation as well as content questions.  The names of the pilot testers would be collected during the project kickoff meeting. The evaluation survey would be distributed as part of the Mandatory Training Project Planning Package.


Feedback Issues

Section 508 Compatibility

\

* Pages of each course failed internal 508
testing

o Compatibility differed depending on
configuration


Presenter
Presentation Notes
508 compatibility was often dependent on the PC configuration  - Each course required a different screen reader.  While both courses passed our internal testing prior to rollout, our configuration was not similar to all users configuration.  We also learned that the order of installation of configuration files for both screen readers was often the cause of failure. Subsequently we published configuration documents so that the necessary software was installed in the proper order.  


Recommendations

Section 508 Compatibility

o All courses use JAWS screen reader
compatible with USDA standard
workstation configuration

* Pilot testers include representatives from

the Target Center, agency 508 coordinators

and Agency Help Desks


Presenter
Presentation Notes
Team AgLearn recommends that all courses presented for future AgLearn publication use a JAWS screen reader compatible with the USDA standard workstation configuration. 

Team AgLearn recommends that pilot testers include representatives from the Target Center, agency 508 coordinators and Agency Help Desks as well as member of the agency submitting the content



Feedback Issues

eAuthentication

\

o Users frustrated at lengthy response time
from eAuthentication Help Desk


Presenter
Presentation Notes
Users frustrated at lengthy response time from eAuthentication Help Desk 


Recommendations

eAuthentication

L —

* Agencies should encorage AglLearn
admins to receive training and security
clearance needed to assist with
eAuthentication

* Deputized admins listed on AgLearn
welcome page for easy contact

e eAuthentication communication regarding
how to verify your password


Presenter
Presentation Notes
Team AgLearn recommends agencies encourage AgLearn administrators to request the training and security check required for the ability to reset eAuthentication passwords. 

We also recommends that those administrators who qualify and are “deputized” to assist in the reset of passwords be listed on the AgLearn Welcome page so that employees can locate and contact help more easily

Team AgLearn recommends that the eAuthentication office conduct a series of communication memos or emails that address how users can verify their eAuthentication password before attempting to complete mandatory training. 


Feedback Issues
Deployment

Delivery type defined based on FYO7 data
CD ROM required modification of player
Policy for deployment of CD ROM and
paper defined after training was
announced

Paper delivery was expensive and
iInefficient


Presenter
Presentation Notes
Delivery type was defined based on FY07 delivery type 
CD ROM distribution required modification of SkillSoft course player 
Policy for deployment of CD ROM and paper distribution was defined and established after training was announced 


Recommendations
Deployment

« CD ROM / Paper access identified ea

 Plans for distribution submitted and vetted

orior to deployment

 Pilot testing includes alternative media

« Consider alternative deployment for paper
based versions

* Pilot test and evaluation report distributed
as part of the Mandatory Training Project
Planning Package



Presenter
Presentation Notes
Team AgLearn recommends that each agency provide the name of the person responsible for identifying which users within their agency will require CD ROM access and which will require paper based access to mandatory training.

Team AgLearn recommends that agencies submitting training for deployment also provide a distribution plan for alternative media delivery

Team AgLearn recommends that pilot testing include alternative media delivery as well as online delivery. 

Team AgLearn again strongly recommends that a pilot test and evaluation report be completed for all content that is submitted to be published in AgLearn. The Pilot Test Evaluation Report would be distributed as part of the Mandatory Training Project Planning Package




Future Rollout Planning

* Develop a Project Plan with detailed tasks and dea
for which team members will held accountable for
completing.

 Develop a communication plan that identifies timetable for
communicating with all appropriate parties .

 Include agency pilot testers as a critical element of all
planning. Testers must evaluate ease of access and
launch, navigation, accuracy of content, 508 compatibility,
and validation of completion. Each tester must complete a
Pilot Test Evaluation Report and confirm if the course is
acceptable for deployment or if modifications must be
made, including selecting an alternative course for
deployment


Presenter
Presentation Notes
Successful training deployment requires a clear definition of goals, responsibilities and processes, implementation and support.  A Project Plan would help to ensure a smooth role out of FY09 training. Team AgLearn is now building such a project plan called the Mandatory Training Project Planning Package. What we are also proposing is that this plan be used for all training submitted to AgLearn for publication.  None of the issues in this report is limited to a mandatory training project. Everything noted here could be a factor in any training project. 

The Project Plan will detail project tasks and define deadlines that team members will held accountable for completing.
The plan promotes the Development of a communication plan and identifies a timetable for communicating with all appropriate parties .
Pilot Test—Pilot testers from the project team must evaluate the training areas including ease of access and launch, navigation, accuracy of content, 508 accessibility, and validation of completion.  Each tester will complete a Pilot Test Evaluation Report and confirm if the course is acceptable for deployment or if modifications must be made, including selecting an alternative course for deployment.
The project plan will layout the dates for various tasks, such as when the initial memo to the agencies will go out announcing the dates of the training, when it will be added into the learning plans, etc.



Training Implementation

Milestones

Planning Session — 4-5 months prior
Kick Off Meeting — 4.5 months prior
Communication Plan submitted — 2.5 months prior
Tech Assessment —3.5months prior

508 Compliance — 3.0 months prior

Pilot testing — 3.0 months prior

Revisions — 2.5 months prior

Job Aids Performance Support — 2 month prior
Feedback Survey — 1 month prior

Communication Announcements — 1 month prior
Assignment to Learning Plan — 1 week prior

Go live

After Action Review — 1 month post Go-Live


Presenter
Presentation Notes
Here is an example of what typical milestones for a Mandatory (across multiple agencies) Training Implementation might look like. Keep in mind we are looking further out for mandatory training or training that sweeps across several agencies.  These timelines can certainly be shortened for agency specific training.

For Mandatory training, the project planning would begin at least four months prior to the proposed go-live date.  The project team would assemble and identify all project tasks and deadlines, along with which team member will be held accountable for completing that task by the identified deadline. The project plan will serve to detail not only what tasks should be completed but also when they must be completed so that dependent tasks are not affected and the project completion date does not slip to the right.

During the kick off meeting plans for testing the course both technically and instructionally, designing the communication plan, creating performance support,  defining feedback surveys, and other tasking will be considered and task leaders assigned.   Prior to pilot testing, the technical assessment will be completed along with 508 compliance, and validation of completion in AgLearn. 

Pilot Testing the actual course content and navigation will involve testers from the submitting agency. The pilot testers will evaluate the training areas including ease of access and launch, navigation, and accuracy of content.   Each tester will complete a Pilot Test Evaluation Report and confirm if the course is acceptable for deployment or if modifications must be made, including selecting an alternative course for deployment.

Once the agency identifies the course as acceptable for AgLearn deployment, deployment documents such as the Please Read Me First job aids and evaluation surveys will be designed and tested.  Communication announcements to various audiences will begin about 1 month prior to go – live with communication directly in line with the communication plan submitted.  

On month after go-live, the project team will re-convene to discuss and document best practices and lessons learned.


CSAT FYO9 ROLLOUT PLANNING

4 A B & O =
1 Activity - Original Order Enter Course "Go Live"” Date in cell B2 Start Due Responsible Date Completed
4 |ldentification of Chief Agency POC for all Course Content issues 05/15/08 05/15/08
Schedule Kick-off Meeting to identify all project team members complete content
5 submission form and sign off on Project Planning assignments 05/15/08 05/22/08
Attend and Facilitate Kick-off Meeting with all Course Project team members

6 present and all sign-off on Project Planing assignments 06/01/08 06/01/08
7 Pilot testers identified 06/01/08

o Pilot testers contacted for course testing. 06/02/08

Y Communication Plan begun 06/02/08

10 Technical Implementation Assessment 06/15/08 06/29/08
11 |UAT testing [SCORM, navigation, visuals, etc) 06/15/08 06/29/08
12 508 Compliance Testing 06/15/08 06/29/08
13 Communication Plan DRAFT submitted 06/15/08 0v/09/08
14 Pilot test with Agency learners 07/01/08 07/22/08
15 |Course Revisions based on pilot feedback 07/23/08 08/13/08
16 | Pilot testers confirm course functions and completes as intended 08/14/08 08/21/08
17 |Course Revisions if Pilot testers confirm not all changes were made 08/23/08 08/30/08
18 Job aids Identified and begun (Flease read me first, configuration, 508, etc) 09/01/08

19 Pilot testers confirm course functions and completes as intended 08/31/08 09/07/08
20 Course Feedback Survey is developed and appended to course content 09/01/08 09/16/08
21 Pilot Testers Final Evaluation Reports Submitted 09/01/08 09/08/08
22 Develop Communication Announcements 09/01/08 09/16/08
23 Job Aids submitted for review by pilot testers 09/16/08

24 Pilot testers confirm job aids function as intended 09/23/08

25 Communication Emails Introduces Course and identifies ways to report issues 09/23/08

26 Learning is assigned to learning plans 09/29/08

27 |Training Go-live 10/01/08 12130108
28 Schedule debrief meeting with project team (Internal and External Evaluation) 10/31/08

29 Facilitate debrief meeting with project team {Internal and External Evaluation) 11/30/08

30 Produce and file After Action Report 12/30/08 01/14/09



Presenter
Presentation Notes
Here’s a sample of the schedule we’re working with for the FY09 CSAT Mandatory training deadline. Our timelines are even longer because we are evaluating a number of other available courses to determine if a substitute can be used.


Current CSAT FYQ09 Efforts

Pilot testing of alternative cou

Does course meet NIST requirements?
Is content accurate and easy to
understand?

Is knowledge tested?

Is navigation and completion intuitive?
SCORM conformant?

508 compliant?


Presenter
Presentation Notes
The Office of Cyber Security began their project planning for the FY09 rollout in May. Our pilot testers include representative from many agencies. To date we have completed a review and evaluation of the following courses:

The revised SkillSoft Security Awareness course
A course currently being used by the Department of Labor and other agencies for Security Awareness and Privacy
A course currently being used by the Department of State and other agencies For Security Awareness and Privacy

While many courses might be available, only a few course meet the NIST requirements and therefore are on the ISSLOB approved list.

Before we can begin to pilot test the course in AgLearn, we must decided which course we would like to acquire. Initial criteria being considered by the testers  include:
Does course meet  NIST requirements, meaning is it an ISSLOB recommended course?
Is content  accurate and easy to understand?
Is the knowledge tested?
Is navigation and completion intuitive?
Does it claim to be SCORM conformant and 508 compliant? (That testing will be done once it is in place in AgLearn)
The group hopes to complete their evaluation of available courses soon to determine which course or courses will be used for FY09 deployment. 





Planning to Submit Content?

* Plan earl;!\

* Notify TeamAgLearn as soon as possible
about a proposed Go-Live date (ATS

Ticket)

 Identify members of your project planning
team (communication, deployment, etc)

« Gather volunteers for pilot testers


Presenter
Presentation Notes
Perhaps the most important lesson that we learned from this experience is that if we had begun the planning process several months ahead of a go-live date instead of several weeks, we would have been able to circumvent most if not all of our problems.  This review is not an indictment of the Office of Cyber Security. In fact Team AgLearn often receives request for content deployment within a week or two of submission of content.  Trying to schedule all of the tasks you saw earlier simply cannot be accomplished in that time, so that project planning package should help all of us work from the same page. On Day 3 of the conference Ali Kafshi will go through the details of content submission and integration in greater detail, but for now:

If you are planning to submit content, plan early. Notify TeamAgLearn as soon as possible about your proposed go live date (this will actually be done by submitting a help desk ticket in the future so that we can track the dates agreed to in the project plan)

Be prepared to identify the members of your team that will be responsible for creating the communication plan, those responsible for planning the alternative media deployment, if any, and especially the identification of your pilot testers. Gather volunteers who know the subject and perhaps some who don’t to review the accuracy and clarity of content issues in addition to ease of navigation, testing and completion. 

If you contact us 30 days before you send us content that has been tested and works, we can guarantee we can have that course live in production within 30 days after the receipt of those materials.  But, if that course is not tested and working (ie, we find several graphics are missing or links not properly working),  the ball is back in your court and the calendar starts from day one again. 



Questions?
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