Agency Planning Activities for NIST 800-53, Rev. 4 Implementation

The NIST 800-53 Rev. 4 control catalog is now set as the default control catalog in CSAM.  Agencies should begin to migrate their systems from Rev. 3 to Rev. 4 after completion of the steps outlined in the guidance below, this will minimize issues during the migration. 

Please remember before migrating, test your migration in the CSAM test instance. 

Access to CSAM Test
· Fill out the attached CSAM User Profile Sheet (attached) and submit to the Juanita Makuta at juanita.makuta@asoc.usda.gov   


· Create an account:  
· It should redirect you to the e-Authentication site, whereby you sign in. You will receive an error, "Your single sign on ID has not yet been approved". 
· Click sign up account on the bottom or top of the page.  
· Complete all fields as instructed.

Considerations before migrating to the Rev 4 Catalog:
1. As a precautionary step, please run and save the following reports for each system you migrate
0. System Security Plan
0. Security Assessment Report
0. System Implementation Statements Query
0. Security RTM Report
0. Common Control Inheritance query/group query
0. Offered Common Control Report (if applicable)
1. Prioritize systems that offer controls for inheritance as the primary ones to migrate.
1. Only migrate to Rev. 4 once you have completed the FY15 annual review, received the FY15 completion/concur memo and generated all of the reports necessary for FY15.
1. A system must be fully migrated to Rev. 4 before any FY16 A&A activities can be accomplished on that system. (Concurrency review will be reviewing the entire SSP.) 
1. All of the new Rev. 4 controls will be assessed in FY16. This allows systems with ATO expirations in FY16 to perform the required 1/3 testing (including controls and new controls) and receive their new ATO in FY16. Likewise, FY17 systems tested 1/3 under Rev 3, all the new Rev. 4 controls, and 2/3 of Rev 4 (FY16 and FY17) and will get their ATO in FY17.
1. All assessment data will automatically get archived and show a blank slate after the conversion.
1. All controls that are migrated to Rev. 4 will default to the “Not Implemented” status even if the controls were assessed and “Implemented” prior in Rev. 3.
1. Existing implementation statements will get pulled over into the new Rev. 4 control.  Run a system implementation statement query to see which controls are missing.  Verify that the existing Rev. 3 implementation statements will address the new Rev. 4 control.
1. POA&M control associations will still be on the Rev. 3 instance.  Please review all POA&Ms and map them to the new associated control in Rev. 4. Please contact cyber.communication@ocio.usda.gov if you have any questions.
1. New Rev. 4 motives will be developed for the migration.  Rev. 3 motives will be decommissioned once all systems have migrated.
1. Motives will only display controls that are associated with that revision, i.e. a FY15 Rev. 3 motive will only display Rev. 3 controls and a FY16 Rev. 4 motive will only display Rev. 4 controls.
1. Other than the new controls, NIST has made a significant number of changes to the existing controls. Please do not ignore these changes. After the migration, go through the SSP and verify that the implementation still addresses each facet of the control. For controls with multiple parts/facets, please include numbers/letters in the implementation statement to match the control requirement. This will allow a much quicker review of the controls when the SSP is submitted to concurrency review. (So a control with “a”,”b”, and “c” in the requirement, should have an “a”, “b” and a “c” in the implementation statement.)
1. A controls’ applicability will default to the categorized baseline once migrated i.e. if a high control was made applicable for a moderate baseline, it will go back to N/A once in Rev. 4.  Applicable controls that have been tailored out of a default baseline will also go back to being applicable.  You will have to re-do the control tailoring. A control that a majority of systems have applicable for a moderate baseline is CM-02(5), which is usually only applicable for high baselines.    
1. If you update a system to Rev 4 before the system that you inherit controls from, you may have to go back and re-create the inheritance once the system you inherit from is updated to Rev 4 by using the Post-Migration Utilities. If there are controls with dual-inheritance/tri-inheritance, you will need to use the Post-Migration Utility multiple times depending on when the offering/inheriting systems migrate.
1. All systems/programs with a Level Workload Schedule date in the 1st Quarter (FY 16) are due to be on Rev 4. By 9/1/2015 to either:
14.  RMF Step 3 Concurrency Review or,
14.  RMF Step 6 Continuous A&A Documentation Review (Concurrency Review)
1. If you have specific questions about specific systems and when/if to migrate them, please ask your Liaison. 

Agency Pre-Migration Checklist 

	Step
	Task Description
	Completed

	1.
	Agency completes FY15 annual review/ full ATO review requirements and receives the FY15 concur memo for Rev. 3.
	

	2.
	Agency generates System Security Plan, Security Assessment Report, Common Control Inheritance Query, Security RTM Report, System Implementation Statements Query, and Offered Common Control Report.
	

	3.
	Agency uploads all generated reports to the Status and Archives as well as Appendices.
	

	4.
	Agency develops plan on which systems to migrate to Rev. 4 first.
	

	5.
	Agency reviews Systems Offering Controls in CSAM spreadsheet to determine if it lists any agency specific systems.
	

	6.
	Agency verifies that the system in question should be migrated to Rev. 4 before any other system.
	

	7.
	Agency contacts inheritance providers to determine when the inheritance will be available for Rev. 4.
	

	8.
	Inheritance provider sends out an email notification once the Rev. 4 controls will be available for inheritance.
	

	9.
	Agency follows the CSAM Revision 4 migration guidance to convert to Rev. 4.
	



Additional Information
The motives and parameter worksheets are attached for your reference, along with a listing of offering systems.



  
The following attachments are from the training sessions. An additional correspondence will be sent out with the instructions for accessing the recorded training session.




   
Please direct all questions to your Agency Liaison via the cyber communication mailbox at cyber.communication@ocio.usda.gov.  The Liaisons will utilize the emails to build an FAQ list.
[bookmark: _GoBack]
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Appendix  E  -   Security Controls


Appendix  E  -  Security Controls
Key - Annual Control Sets

		NIST Base Information						Additional Control Sets				Annual Security Assessment 
FY13-FY15								Annual Security Assessment 
FY16-FY19										Potential Key Control Changes		Potential A-123 Ctrls

		(NIST 800-53 Rev4)										Dept Annual Control Set(s)
(Nist 800-53 Rev3)								Dept Annual Control Set(s)
(Nist 800-53 Rev4)

		Control		Enhancement		Applicable FIPS 199 Baseline		Privacy		A-123		Key Controls		Set 1
(FY13)		Set 2
(FY14)		Set 3
(FY15)		Key Controls		Set 4
(FY16)		Set 5
(FY17)		Set 5
(FY18)		Set 6
(FY19)

		AC-1				L,M,H										Include								Include

		AC-2				L,M,H						Key								Key

				AC-2(1)		M,H								Include								Include						Include

				AC-2(2)		M,H								Include								Include						Include

				AC-2(3)		M,H						Key								Key

				AC-2(4)		M,H						Key								Key

				AC-2(5)		H																Rev 4 (include)						Include

				AC-2(11)		H																Rev 4 (include)						Include

				AC-2(12)		H																Rev 4 (include)						Include

				AC-2(13)		H																Rev 4 (include)						Include

		AC-3				L,M,H						Key								Key

		AC-4				M,H												Include								Include

		AC-5				M,H						Key								Key

		AC-6				M,H						Key								Key

				AC-6(1)		M,H										include								include		include

				AC-6(2)		M,H						Key								Key

				AC-6(3)		H																Rev 4 (include)				include

				AC-6(5)		M,H																Rev 4 (include)				include

				AC-6(9)		M,H																Rev 4 (include)				include

				AC-6(10)		M,H																Rev 4 (include)				include

		AC-7				L,M,H										Include								Include

		AC-8				L,M,H										Include								Include

		AC-9				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		AC-10				H										Include								Include

		AC-11				M,H										Include								Include		include

				AC-11(1)		M,H																Rev 4 (include)				include

		AC-12		Withdrawn - Rev 3		M,H																Rev 4 (include)				include

		AC-13																Include				Withdrawn - Rev 4

		AC-14				L,M,H								include								include						include

				AC-14(1)		M,H								include								Withdrawn - Rev 4

		AC-15		Withdrawn - Rev 3																		Withdrawn Rev 3

		AC-16				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		AC-17				L,M,H										Include								Include

				AC-17(1)		M,H										Include								Include

				AC-17(2)		M,H										Include								Include

				AC-17(3)		M,H										Include								Include

				AC-17(4)		M,H										Include								Include

				AC-17(5)		M,H										Include						Withdrawn - Rev 4

				AC-17(7)		M,H										Include						Withdrawn - Rev 4

				AC-17(8)		M,H										Include						Withdrawn - Rev 4

		AC-18				L,M,H												Include								Include

				AC-18(1)		M,H												Include								Include

				AC-18(2)		H								Include								Withdrawn - Rev 4

				AC-18(4)		H										Include								Include

				AC-18(5)		H												Include								Include

		AC-19				L,M,H								Include								Include						Include

				AC-19(1)		M,H								Include								Withdrawn - Rev 4

				AC-19(2)		M,H								Include								Withdrawn - Rev 4

				AC-19(3)		M,H								Include								Withdrawn - Rev 4

				AC-19(5)		M,H																Rev 4 (include)				include

		AC-20				L,M,H												Include								include

				AC-20(1)		M,H												Include								Include

				AC-20(2)		M,H												Include								Include

		AC-21				M,H						Rev 3 - NS										Modified - Rev4 (Include)				Include

		AC-22				L,M,H										Include								Include

		AC-23				NS																Rev 4 - Not Selected

		AC-24				NS																Rev 4 - Not Selected

		AC-25				NS																Rev 4 - Not Selected

		AT-1				L,M,H										Include								Include

		AT-2				L,M,H								Include								include						include

				AT-2(2)		M,H																Rev 4 (include)						include

		AT-3				L,M,H								include								include						include

		AT-4				L,M,H								include								include						include

		AT-5				NS (Rev 3/Rev 4)																Withdrawn - Rev 4

		AU-1				L,M,H								Include								include						include

		AU-2				L,M,H						Key								Key

				AU-2(2)		M,H										Include						Withdrawn - Rev 4

				AU-2(3)		M,H										Include								Include

				AU-2(4)		M,H										include						Withdrawn - Rev 4

		AU-3				L,M,H						Key								Key

				AU-3(1)		M,H										Include								Include

				AU-3(2)		H										Include								Include

		AU-4				L,M,H								Include								Include						Include

		AU-5				L,M,H						Key								Key

				AU-5(1)		H								Include								Include						Include

				AU-5(2)		H								Include								Include						Include

		AU-6				L,M,H						Key								Key

				AU-6(1)		M,H												Include				Modified - Rev4 (Include)				Include

				AU-6(3)		M,H																Rev 4 (include)				Include

				AU-6(5)		H																Rev 4 (include)				Include

				AU-6(6)		H																Rev 4 (include)				Include

		AU-7				M,H												Include								include

				AU-7(1)		M,H												Include								include

		AU-8				L,M,H										Include								Include

				AU-8(1)		M,H										Include								Include

		AU-9				L,M,H												Include								Include

				AU-9(2)		H																Rev 4 (include)				Include

				AU-9(3)		H																Rev 4 (include)				Include

				AU-9(4)		M,H																Rev 4 (include)				Include

		AU-10				H																Rev 4 (include)				Include

		AU-11				L,M,H										include								include

		AU-12				L,M,H						Key								Key

				AU-12(1)		H												Include								Include

				AU-12(3)		H																Rev 4 (include)				Include

		AU-13				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		AU-14				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		AU-15				NS																Rev 4 - Not Selected

		AU-16				NS																Rev 4 - Not Selected

		CA-1				L,M,H								Include								Include						Include

		CA-2				L,M,H								Include								Include						Include

				CA-2(1)		M,H								Include								Include						Include

				CA-2(2)		H								Include								Include						Include

		CA-3				L,M,H						Key								Key

				CA-3(5)		M,H												Include				Rev 4 (include)						Include

		CA-4		Withdrawn - Rev 3																		Withdrawn Rev 3

		CA-5				L,M,H										Include								Include

		CA-6				L,M,H										Include								Include

		CA-7				L,M,H												Include								Include

				CA-7(1)		M,H																Rev 4 (include)				Include

		CA-8				H																Rev 4 (include)				Include

		CA-9				L,M,H																Rev 4 (include)				Include

		CM-1				L,M,H										Include								Include

		CM-2				L,M,H						Key								Key

				CM-2(1)		M,H						Key								Key

				CM-2(2)		H								include								include						include

				CM-2(3)		M,H								include								include						include

				CM-2(4)		M,H								include								Withdrawn - Rev 4

				CM-2(5)		H								include								Withdrawn - Rev 4

				CM-2(6)		H								include								Withdrawn - Rev 4

				CM-2(7)		M,H																Rev 4 (include)						Include

		CM-3				M,H						Key								Key

				CM-3(1)		H										include								include

				CM-3(2)		M,H										Include								Include

		CM-4				L,M,H												Include								Include

				CM-4(1)		H												Include								Include

		CM-5				M,H						Key								Key

				CM-5(1)		H								Include								Include						Include

				CM-5(2)		H								Include								Include						Include

				CM-5(3)		H								Include								Include						Include

		CM-6				L,M,H						Key								Key

				CM-6(1)		H										Include								Include

				CM-6(2)		H										Include								Include

				CM-6(3)		M,H										Include						Withdrawn - Rev 4

		CM-7				L,M,H						Key								Key

				CM-7(1)		M,H												Include								Include

				CM-7(2)		M,H												Include				Modified - Rev 4 (include)				Include

				CM-7(4)		M																Rev 4 (include)				Include

				CM-7(5)		H																Rev 4 (include)				Include

		CM-8				L,M,H										Include								Include

				CM-8(1)		M,H										Include								Include

				CM-8(2)		H										Include								Include

				CM-8(3)		M,H										Include						Modified - Rev 4 (include)		Include

				CM-8(4)		H										Include								Include

				CM-8(5)		M,H										Include								Include

		CM-9				M,H										Include								Include

		CM-10				L,M,H																Rev 4 (include)						Include

		CM-11				L,M,H																Rev 4 (include)						Include

		CP-1				L,M,H										Include								Include

		CP-2				L,M,H												Include								Include

				CP-2(1)		M,H												Include								Include

				CP-2(2)		H												Include								Include

				CP-2(3)		M,H												Include				Modified - Rev 4 (include)				Include

				CP-2(4)		H																Rev 4 (include)				Include

				CP-2(5)		H																Rev 4 (include)				Include

				CP-2(8)		M,H																Rev 4 (include)				Include

		CP-3				L,M,H								Include								Include						Include

				CP-3(1)		H								Include								Include						Include

		CP-4				L,M,H						Key								Key

				CP-4(1)		M,H								Include								Include						Include

				CP-4(2)		H								Include								Include						Include

				CP-4(4)		H								Include								Withdrawn - Rev 4

		CP-5		Withdrawn - Rev 3																		Withdrawn Rev 3

		CP-6				M,H								Include								Include						Include

				CP-6(1)		M,H								Include								Include						Include

				CP-6(2)		H								Include								Include						Include

				CP-6(3)		M,H								Include								Include						Include

		CP-7				M,H										Include								Include

				CP-7(1)		M,H										Include								Include

				CP-7(2)		M,H										Include								Include

				CP-7(3)		M,H										Include								Include

				CP-7(4)		H										Include								Include

				CP-7(5)		M,H										Include						Withdrawn - Rev 4

		CP-8				M,H										Include								Include

				CP-8(1)		M,H										Include								Include

				CP-8(2)		M,H										Include								Include

				CP-8(3)		H										Include								Include

				CP-8(4)		H										Include								Include

		CP-9				L,M,H						Key								Key

				CP-9(1)		M,H												Include								Include

				CP-9(2)		H												Include								Include

				CP-9(3)		H												Include								Include

				CP-9(5)		H																Rev 4 (include)				Include

		CP-10				L,M,H												Include								Include

				CP-10(2)		M,H												Include								Include

				CP-10(3)		M,H												Include				Withdrawn - Rev 4

				CP-10(4)		H												Include								Include

		CP-11				NS																Rev 4 - Not Selected

		CP-12				NS																Rev 4 - Not Selected

		CP-13				NS																Rev 4 - Not Selected

		IA-1				L,M,H										include								include

		IA-2				L,M,H								Include								Include						Include

				IA-2(1)		L,M,H								Include								Include						Include

				IA-2(2)		M,H								Include								Include						Include

				IA-2(3)		M,H								Include								Include						Include

				IA-2(4)		H								Include								Include						Include

				IA-2(8)		M,H								Include								Include						Include

				IA-2(9)		H								Include								Include						Include

				IA-2(11)		M,H																Rev 4 (include)						Include

				IA-2(12)		L,M,H																Rev 4 (include)						Include

		IA-3				M,H										Include								Include

		IA-4				L,M,H						Key								Key

		IA-5				L,M,H										include								include

				IA-5(1)		L,M,H						Key								Key

				IA-5(2)		M,H										include								include

				IA-5(3)		M,H										include								include

				IA-5(11)		L,M,H																Rev 4 (include)		include

		IA-6				L,M,H										include								include

		IA-7				L,M,H										Include								Include

		IA-8				L,M,H								include								include				include

				IA-8(1)		L,M,H																Rev 4 (include)				Include

				IA-8(2)		L,M,H																Rev 4 (include)				Include

				IA-8(3)		L,M,H																Rev 4 (include)				Include

				IA-8(4)		L,M,H																Rev 4 (include)				Include

		IA-9				NS																Rev 4 - Not Selected

		IA-10				NS																Rev 4 - Not Selected

		IA-11				NS																Rev 4 - Not Selected

		IR-1				L,M,H										Include								Include

		IR-2				L,M,H								Include								Include						Include

				IR-2(1)		H								Include								Include						Include

				IR-2(2)		H								Include								Include						Include

		IR-3				M,H												Include								Include

				IR-3(1)		H												Include				Withdrawn - Rev 4

				IR-3(2)		M,H																Rev 4 (include)				Include

		IR-4				L,M,H												Include						Include

				IR-4(1)		M,H												Include						Include

				IR-4(4)		H																Rev 4 (include)		Include

		IR-5				L,M,H												Include						Include

				IR-5(1)		H												Include						Include

		IR-6				L,M,H												Include								Include

				IR-6(1)		M,H												Include								Include

		IR-7				L,M,H										include								include

				IR-7(1)		M,H										Include								Include

		IR-8				L,M,H										include								include

		IR-9				NS																Rev 4 - Not Selected

		IR-10				NS																Rev 4 - Not Selected

		MA-1				L,M,H												Include								Include

		MA-2				L,M,H								Include								Include						Include

				MA-2(1)		M,H								Include								Withdrawn - Rev 4

				MA-2(2)		H								Include								Include						Include

		MA-3				M,H										Include								Include

				MA-3(1)		M,H										Include								Include

				MA-3(2)		M,H										Include								Include

				MA-3(3)		H										Include								Include

		MA-4				L,M,H								Include								Include						Include

				MA-4(1)		M,H								Include								Withdrawn - Rev 4

				MA-4(2)		M,H								Include								Include						Include

				MA-4(3)		H								Include								Include						Include

		MA-5				L,M,H												Include								Include

				MA-5(1)		H																Rev 4 (include)				Include

		MA-6				M,H										Include								Include

		MP-1				L,M,H												Include								Include

		MP-2				L,M,H										Include								Include

				MP-2(1)		M,H										Include						Withdrawn - Rev 4

		MP-3				M,H								Include								Include						Include

		MP-4				M,H								Include								Include						Include

		MP-5				M,H								include								include						include

				MP-5(2)		M,H								Include								Withdrawn - Rev 4

				MP-5(3)		H								Include								Withdrawn - Rev 4

				MP-5(4)		M,H								Include								Include						Include

		MP-6				L,M,H										Include								Include

				MP-6(1)		H										Include								Include

				MP-6(2)		H										Include								Include

				MP-6(3)		H										include								include

		MP-7				L,M,H																Rev 4 (include)				Include

				MP-7(1)		M,H																Rev 4 (include)				Include

		MP-8				NS																Rev 4 - Not Selected

		PE-1				L,M,H												Include								Include

		PE-2				L,M,H										Include								Include

		PE-3				L,M,H										include								include

				PE-3(1)		H										include								include

		PE-4				M,H										include								include

		PE-5				M,H								Include								Include						Include

		PE-6				L,M,H								Include								Include						Include

				PE-6(1)		M,H								Include								Include						Include

				PE-6(2)		H								Include								Withdrawn - Rev 4

				PE-6(4)		H																Rev 4 (include)						Include

		PE-7				L,M,H								Include								Withdrawn - Rev 4

				PE-7(1)		M,H								Include								Withdrawn - Rev 4

		PE-8				L,M,H								Include								Include						Include

				PE-8(1)		H								Include								Include						Include

				PE-8(2)		H								Include								Withdrawn - Rev 4

		PE-9				M,H										Include								Include

		PE-10				M,H										include								include

		PE-11				M,H										include								include		include

				PE-11(1)		H										include								include		include

		PE-12				L,M,H										Include								Include		Include

		PE-13				L,M,H								Include								Include						Include

				PE-13(1)		M,H								Include								Modified - Rev 4 (Include)						Include

				PE-13(2)		M,H								Include								Modified - Rev 4 (Include)						Include

				PE-13(3)		M,H								Include								Include						Include

		PE-14				L,M,H										Include								Include

		PE-15				L,M,H										Include								Include

				PE-15(1)		H										Include								Include

		PE-16				L,M,H								Include								Include						Include

		PE-17				M,H								Include								Include						Include

		PE-18				M,H								Include								Modified - Rev 4 (Include)						Include

				PE-18(1)		M,H								Include								Withdrawn - Rev 4

		PE-19				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		PE-20				NS																Rev 4 - Not Selected

		PL-1				L,M,H												Include								Include

		PL-2				L,M,H										include						include						include

				PL-2(3)		M,H																Rev 4 (include)						Include

		PL-3		Withdrawn - Rev 3

		PL-4				L,M,H										include								include

				PL-4(1)		M,H																Rev 4 (include)		include

		PL-5				L,M,H								Include								Withdrawn - Rev 4

		PL-6				L,M,H								Include								Withdrawn - Rev 4

		PL-7				NS																Modified - Rev 4 - NS

		PL-8				M,H																Rev 4 (include)				Include

		PL-9				NS																Rev 4 - Not Selected

		PM-01				L,M,H												Include								Include

		PM-02				L,M,H												Include								Include

		PM-03				L,M,H										include								include

		PM-04				L,M,H										Include								Include

		PM-05				L,M,H										Include								Include

		PM-06				L,M,H								Include								Include						Include

		PM-07				L,M,H								Include								Include						Include

		PM-08				L,M,H												Include								Include

		PM-09				L,M,H										include								include

		PM-10				L,M,H										include								include

		PM-11				L,M,H										include								include

		PM-12				L,M,H																Rev 4 (include)						Include

		PM-13				L,M,H																Rev 4 (include)						Include

		PM-14				L,M,H																Rev 4 (include)				Include

		PM-15				L,M,H																Rev 4 (include)				Include

		PS-1				L,M,H								Include								Include						Include

		PS-2				L,M,H								Include								Include						Include

		PS-3				L,M,H								Include								Include						Include

		PS-4				L,M,H						Key								Key

				PS-4(2)		H																Rev 4 (include)		include

		PS-5				L,M,H										Include								Include

		PS-6				L,M,H										Include								Include

		PS-7				L,M,H												Include								Include

		PS-8				L,M,H												Include								Include

		RA-1				L,M,H												Include								Include

		RA-2				L,M,H								Include								Include						Include

		RA-3				L,M,H								Include								Include						Include

		RA-4		Withdrawn - Rev 3

		RA-5				L,M,H						Key								Key

				RA-5(1)		M,H										Include								Include

				RA-5(2)		M,H										Include						Modified - Rev 4 (include)		Include

				RA-5(3)		H										Include						Withdrawn - Rev 4

				RA-5(4)		H										Include								Include

				RA-5(5)		M,H										Include						Modified - Rev 4 (include)		Include

				RA-5(7)		H										Include						Withdrawn - Rev 4

		SA-1				L,M,H												Include								Include

		SA-2				L,M,H										Include								Include

		SA-3				L,M,H								Include								Include						Include

		SA-4				L,M,H								Include								Include						Include

				SA-4(1)		M,H								Include								Include						Include

				SA-4(2)		M,H								Include								Modified - Rev 4 (include)						Include

				SA-4(4)		M,H								Include								Withdrawn - Rev 4

				SA-4(9)		M,H																Rev 4 (include)						Include

				SA-4(10)		L,M,H																Rev 4 (include)						Include

		SA-5				L,M,H												Include								Include

				SA-5(1)		M,H												Include				Withdrawn - Rev 4

				SA-5(2)		H												Include				Withdrawn - Rev 4

				SA-5(3)		M,H												Include				Withdrawn - Rev 4

		SA-6				L,M,H								Include								Withdrawn - Rev 4

		SA-7				L,M,H								Include								Withdrawn - Rev 4

		SA-8				M,H								Include								Include						Include

		SA-9				L,M,H												Include								Include

				SA-9(2)		M,H																Rev 4 (include)				Include		Include

		SA-10				M,H										Include								Include

		SA-11				M,H										Include								Include

		SA-12				H										Include								Include

		SA-13				H										Include						Rev 4 - Not Selected

		SA-14				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SA-15				H																Rev 4 (include)		include

		SA-16				H																Rev 4 (include)		include

		SA-17				H																Rev 4 (include)				Include

		SA-18				NS																Rev 4 - Not Selected

		SA-19				NS																Rev 4 - Not Selected

		SA-20				NS																Rev 4 - Not Selected

		SA-21				NS																Rev 4 - Not Selected

		SA-22				NS																Rev 4 - Not Selected

		SC-1				L,M,H												Include								Include

		SC-2				M,H												Include								Include

		SC-3				H												Include								Include

		SC-4				M,H								Include								Include						Include

		SC-5				L,M,H								Include								Include						Include

		SC-6				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-7				L,M,H						Key								Key

				SC-7(1)		M,H								Include								Withdrawn - Rev 4

				SC-7(2)		M,H								Include								Withdrawn - Rev 4

				SC-7(3)		M,H								Include								Include						Include

				SC-7(4)		M,H								Include								Include						Include

				SC-7(5)		M,H								Include								Include						Include

				SC-7(6)		H								Include								Withdrawn - Rev 4

				SC-7(7)		M,H								Include								Include						Include

				SC-7(8)		H								Include								Include						Include

				SC-7(18)		H																Modified - Rev 4 (include)						Include

				SC-7(21)		H																Modified - Rev 4 (include)						Include

		SC-8				M,H										include								include

				SC-8(1)		M,H										include								include

		SC-9				M,H						Key										Withdrawn - Rev 4

				SC-9(1)		M,H										Include						Withdrawn - Rev 4

		SC-10				M,H										Include								Include

		SC-11				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-12				L,M,H												Include								Include

				SC-12(1)		H												Include								Include

		SC-13				L,M,H												Include								Include

		SC-14				L,M,H												Include				Withdrawn - Rev 4

		SC-15				L,M,H										include								include

		SC-16				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-17				M,H										include								include

		SC-18				M,H										include								include

		SC-19				M,H										include								include

		SC-20				L,M,H												Include								Include

				SC-20(1)		L,M,H								Include								Withdrawn - Rev 4

		SC-21				L,M,H												Include				Modified - Rev 4 (include)		include

		SC-22				L,M,H												Include				Modified - Rev 4 (include)				Include

		SC-23				M,H								include								include						include

		SC-24				H												Include								Include

		SC-25				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-26				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-27				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-28				M,H								Include								Include						Include

		SC-29				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-30				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-31				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-32																				Withdrawn - Rev 4

		SC-33				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-34				NS (Rev 3/Rev 4)																Not Selected Rev3/Rev 4

		SC-35				NS																Rev 4 - Not Selected

		SC-36				NS																Rev 4 - Not Selected

		SC-37				NS																Rev 4 - Not Selected

		SC-38				NS																Rev 4 - Not Selected

		SC-39				L,M,H																Rev 4 (include)						Include

		SC-40				NS																Rev 4 - Not Selected

		SC-41				NS																Rev 4 - Not Selected

		SC-42				NS																Rev 4 - Not Selected

		SC-43				NS																Rev 4 - Not Selected

		SC-44				NS																Rev 4 - Not Selected

		SI-1				L,M,H												Include								Include

		SI-2				L,M,H								Include								Include						Include

				SI-2(1)		H								Include								Include						Include

				SI-2(2)		M,H								Include								Include						Include

		SI-3				L,M,H								Include								Include		include

				SI-3(1)		M,H								Include								Include		include

				SI-3(2)		M,H								Include								Include		include

				SI-3(3)		M,H								Include								Withdrawn - Rev 4

		SI-4				L,M,H												Include				Modified - Rev 4 (Include)				Include		Include

				SI-4(2)		M,H												Include								Include

				SI-4(4)		M,H												include								Include

				SI-4(5)		M,H												include								Include

				SI-4(6)		M,H												include				Withdrawn - Rev 4

		SI-5				L,M,H								Include								Include						Include

				SI-5(1)		H								include								include						include

		SI-6				H								Include								Include						Include

		SI-7				M,H												include								Include

				SI-7(1)		M,H												include								Include

				SI-7(2)		H												include								Include

				SI-7(5)		H																Rev 4 (include)				Include

				SI-7(7)		M,H																Rev 4 (include)				Include

				SI-7(14)		H																Rev 4 (include)				Include

		SI-8				M,H												include						Include

				SI-8(1)		M,H												include				Modified - Rev 4 (Include)		Include

				SI-8(2)		M,H																Rev 4 (include)		Include

		SI-9				M,H										Include						Withdrawn - Rev 4

		SI-10				M,H						Key								Key

		SI-11				M,H										Include								Include

		SI-12				L,M,H										Include								Include

		SI-13				NS																Rev 4 - Not Selected

		SI-14				NS																Rev 4 - Not Selected

		SI-15				NS																Rev 4 - Not Selected

		SI-16				M,H																Rev 4 (include)		Include

		SI-17				NS																Rev 4 - Not Selected

		AP-1				L,M,H		X														Rev 4 (include) - Privacy						Include		NIST 800-53 Revision 4 Privacy Controls

		AP-2				L,M,H		X														Rev 4 (include) - Privacy						Include

		AR-1				L,M,H		X														Rev 4 (include) - Privacy		Include

		AR-2				L,M,H		X														Rev 4 (include) - Privacy						Include

		AR-3				L,M,H		X														Rev 4 (include) - Privacy						Include

		AR-4				L,M,H		X														Rev 4 (include) - Privacy						Include

		AR-5				L,M,H		X														Rev 4 (include) - Privacy						Include

		AR-6				L,M,H		X														Rev 4 (include) - Privacy		Include

		AR-7				L,M,H		X														Rev 4 (include) - Privacy		Include

		AR-8				L,M,H		X														Rev 4 (include) - Privacy		Include

		DI-1				L,M,H		X														Rev 4 (include) - Privacy		Include

				DI-1 (1)		L,M,H		X														Rev 4 (include) - Privacy		Include

				DI-1 (2)		L,M,H		X														Rev 4 (include) - Privacy		Include

		DI-2				L,M,H		X														Rev 4 (include) - Privacy				Include

				DI-1 (1)		L,M,H		X														Rev 4 (include) - Privacy				Include

		DM-1				L,M,H		X														Rev 4 (include) - Privacy				Include

				DM-1 (1)		L,M,H		X														Rev 4 (include) - Privacy				Include

		DM-2				L,M,H		X														Rev 4 (include) - Privacy						Include

				DM-2 (1)		L,M,H		X														Rev 4 (include) - Privacy						Include

		DM-3				L,M,H		X														Rev 4 (include) - Privacy				Include

				DM-3 (1)		L,M,H		X														Rev 4 (include) - Privacy				Include

		IP-1				L,M,H		X														Rev 4 (include) - Privacy		Include

				IP-1 (1)		L,M,H		X														Rev 4 (include) - Privacy		Include

		IP-2				L,M,H		X														Rev 4 (include) - Privacy		Include

		IP-3				L,M,H		X														Rev 4 (include) - Privacy		Include

		IP-4				L,M,H		X														Rev 4 (include) - Privacy		Include

				IP-4 (1)		L,M,H		X														Rev 4 (include) - Privacy		Include

		SE-1				L,M,H		X														Rev 4 (include) - Privacy				Include

		SE-2				L,M,H		X														Rev 4 (include) - Privacy				Include

		TR-1				L,M,H		X														Rev 4 (include) - Privacy						Include

				TR-1 (1)		L,M,H		X														Rev 4 (include) - Privacy						Include

		TR-2				L,M,H		X														Rev 4 (include) - Privacy				Include

				TR-2 (2)		L,M,H		X														Rev 4 (include) - Privacy				Include

		TR-3				L,M,H		X														Rev 4 (include) - Privacy				Include

		UL-1				L,M,H		X														Rev 4 (include) - Privacy				Include

		UL-2				L,M,H		X														Rev 4 (include) - Privacy				Include

		251		220				36				28		118		118		77		27		204		135		121		119



						Cat						Key Controls 		Set 1 
(Test in FY13)		Set 2 
(Test in FY14)		Set 3
(Text in 
FY 15 Q1)		Key Controls 		FY16		Fy17		FY18		FY19

						Low						18		39		40		33		18		89		57		52		50

						Mod						28		89		95		62		27		121		110		92		91

						High						28		118		118		76		27		142		135		120		119





				L		182								# Tests by Cat				FY13-15 Totals						# Tests by Cat		FY16-18 Totals		FY17-19 Totals

				L,M		0								Low				112						Low		198		159

				M,H		168								Moderate				246						Moderate		323		293

				H		93								High				312						High		397		374

				L,M,H		182
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		Control		FIPS 199 Requirement		Title		Control Requirement		Parameters Needed		Current Joint Recommendation		Reference Document(s)

		AC-01		L,M,H		ACCESS CONTROL POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. An access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the access control policy and associated access controls; and
b. Reviews and updates the current:
1. Access control policy [Assignment: organization-defined frequency]; and
2. Access control procedures [Assignment: organization-defined frequency].
		(Parameter needed)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)		a) CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






b1) At a minimum annually   (Rev 3 Parameter)
b2) At a minimum annually   (Rev 3 Parameter)

		AC-02		L,M,H		ACCOUNT MANAGEMENT		The organization:
a. Identifies and selects the following types of information system accounts to support organizational missions/business functions:[Assignment: organization-defined information systemaccount types];
b. Assigns account managers for information system accounts;
c. Establishes conditions for group and role membership;
d. Specifies authorized users of the information system, group and role membership, and access authorizations (i.e., privileges)and other attributes (as required) for each account;
e. Requires approvals by [Assignment: organization-defined personnel or roles] for requests to create information system accounts;
f. Creates, enables, modifies, disables, and removes information system accounts in accordance with [Assignment: organization-defined procedures or conditions];
g. Monitors the use of,information system accounts;
h. Notifies account managers:
1. When accounts are no longer required;
2. When users are terminated or transferred; and
3. When individual information system usage or need-to-knowchanges;
i. Authorizes access to the information system based on:
1. A valid access authorization;
2. Intended system usage; and
3. Other attributes as required by the organization or associated missions/business functions;
j. Reviews accounts for compliance with account management requirements [Assignment: organization-defined frequency]; and
k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group.
		
(Parameter needed)





(Parameter needed)


(Parameter needed)











At a minimum quarterly (Rev 3 Parameter)

		

a) as defined in this control (Parameter needed)





e) ISSOs and/or ISSPMs or as identified in this control (Parameter needed)


f) AC-1 access control procedure











j) per the AC-1 control procedure or at a minimum quarterly for general users and monthly for privileged users


OR  "at a minimum quarterly" (Rev 3 Parameter)
		(j) DR 3170, DR 3180-001

Dept Policy
DR 3170, 3180-001 states 30 for priviledged and quarterly for general users 

		AC-02(2)		M,H		(2) ACCOUNT MANAGEMENT |REMOVAL OF TEMPORARY / EMERGENCY ACCOUNTS		The information system automatically [Selection: removes; disables] temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].		Terminates (Rev 3 parameter)

the established end date when the account was created or a maximum of 48 hours. (Rev 3 Parameter)		disables, revokes and/or removes

the established end date when the account was created or a maximum of 48 hours. (Rev 3 Parameter) 

		AC-02(3)		M,H		(3) ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS		The information system automatically disables inactive accounts after [%Assignment: organization-defined time period%].		a maximum of 60 days (Rev 3 Parameter)		a maximum of 60 days or as defined in USGCB settings (Rev 3 Parameter) Recheck Policy (done) Check USGCB setting file

		AC-02(4)		M,H		(4) ACCOUNT MANAGEMENT | AUTOMATED AUDIT ACTIONS		The information system automatically audits account creation, modification, enabling, disabling, and removal actions, and notifies[Assignment: organization-defined personnel or roles].		(Parameter needed)


		
account managers, system owners, ISSPMs, ISSOs, network and system administrators or as defined by the Department/Agency



		AC-02(5)		H		(5) ACCOUNT MANAGEMENT | INACTIVITY LOGOUT		The organization: (a) Requires that users log out when [%Assignment: organization defined time-period of expected inactivity and/or description of when to log out%];  (b) Determines normal time-of-day and duration usage for information system accounts; (c) Monitors for atypical usage of information system accounts; and (d) Reports atypical usage to designated organizational officials.		15 minutes of inactivity has elapsed or when leaving the immediate area where the computer resides (rev 3 parameter)		a maximum of 15 minutes of inactivity has elapsed or when leaving the immediate area where the computer resides (rev 3 parameter)

		AC-02 (11)
  (Added)		H		(11) ACCOUNT MANAGEMENT | USAGE CONDITIONS		The information system enforces [Assignment: organization-defined circumstances and/or usage conditions] for [Assignment: organization-defined information system accounts].				clearly defined usage conditions

all administrator accounts

		AC-02(12)		H		(12) ACCOUNT MANAGEMENT | ACCOUNT MONITORING / ATYPICAL USAGE		The organization:
(a) Monitors information system accounts for [Assignment: organization-defined atypical use]; and
(b) Reports atypical usage of information system accounts to [Assignment: organization-defined personnel or roles].
		(Parameter needed)


(Parameter needed)		Unusual, unauthorized or unsuccessful access attempts activities or as defined by the Department/Agency (rev 3 parameter)

ISSPMs, ISSOs, Network and system administrators or as defined by the Department/Agency (rev 3 parameter)

		AC-02(13)		H		(13) ACCOUNT MANAGEMENT | DISABLE ACCOUNTS FOR HIGH-RISK INDIVIDUALS		The organization disables accounts of users posing a significant risk within [Assignment: organization-defined time period] of discovery of the risk.		(Parameter needed)		the timeframe based on the determination of the magnitude of the potential risk and/or harm as supported by USDA policy, warning banner, Rules of Behavior  or as defined in this control, and in no case longer than 24 hours
		DR 4070-735-001

		AC-04		M,H		INFORMATION FLOW ENFORCEMENT		The information system enforces approved authorizations for controlling the flow of information a) within the system and b) between interconnected systems based on[Assignment: organization-defined information flow control policies].		(Parameter needed)		
the Dept/agency policy for information flow and as defined in the security plan/ interconnection agreement


		AC-05		M,H		SEPARATION OF DUTIES		The organization:
a. Separates[Assignment: organization-defined duties of individuals];
b. Documents separation of duties of individuals; and
c. Defines information system access authorizations to support separation of duties.
		(Parameter needed)
		

a) the duties of the roles defined by the Organization/agency in this control

		AC-06(1)		M,H		(1) LEAST PRIVILEGE | AUTHORIZE ACCESS TO SECURITY FUNCTIONS		The organization explicitly authorizes access to [%Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information%].		the list of functions defined in the Security Plan based on Role (Rev 3 Parameter)		the list of functions defined in this control based on Role (Rev 3 Parameter)

		AC-06(2)		M,H		(2) LEAST PRIVILEGE | NON-PRIVILEGED ACCESS FOR NONSECURITY FUNCTIONS		The organization requires that users of information system accounts, or roles, with access to [%Assignment: organization-defined list of security functions or security-relevant information%], use non-privileged accounts, or roles, when accessing other system functions, and if feasible, audits any use of privileged accounts, or roles, for such functions.		the security functiions as defined in the system security plan (Rev 3 Parameter)		the security functions and/or information as defined in this control (Rev 3 Parameter)

		AC-06(3)		H		(3) LEAST PRIVILEGE | NETWORK ACCESS TO PRIVILEGED COMMANDS		The organization authorizes network access to [Assignment: organization-defined privileged commands] only for [Assignment: organization-defined compelling operational needs] and documents the rationale for such access in the security plan for the information system.		(Parameter needed)

(Parameter needed)		privileged commands defined by the organization/agency or as documented with this control

compelling operational needs defined by the organization/agency


		AC-06(5)		M,H		(5) LEAST PRIVILEGE | PRIVILEGED ACCOUNTS		The organization restricts privileged accounts on the information system to [Assignment: organization-defined personnel or roles].		(Parameter needed)		
the agency/system defined roles in this control

		AC-07		L,M,H		UNSUCCESSFUL LOGON ATTEMPTS		The information system:
a. Enforces a limit of [Assignment: organization-defined number] consecutive invalid logon attempts by a user during a [Assignment: organization-defined time period]; and
b. Automatically [Selection: locks the account/node for an [Assignment: organization-defined time period]; locks the account/node until released by an administrator; delays next logon prompt according to [Assignment: organization-defined delay algorithm]] when the maximum number of unsuccessful attempts is exceeded.		 a maximum of 5 attempts (Rev 3 Parameter)

a maximum of 15 minutes (Rev 3 Parameter)

locks the account until released by an administrator; and/or delays next login prompt a minimum of 15 minutes (Rev 3 Parameter)		a) a maximum of 5 attempts or as defined by USGCB (Rev 3 Parameter)

a) a maximum of 15 minutes or as defined by USGCB (Rev 3 Parameter) 

b) locks the account until released by an administrator; and/or delays next login prompt a minimum of 15 minutes or as defined by the USGCB (Rev 3 Parameter)

		AC-08		L,M,H		SYSTEM USE NOTIFICATION		The information system:
a. Displays to users[Assignment: organization-defined system use notification message or banner]before granting access to the system that provides privacy and security noticesconsistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:
1. Users are accessing a U.S. Government information system;
2. Information system usage may be monitored, recorded, and subject to audit;
3. Unauthorized use of the information system is prohibited and subject to criminal and civil penalties; and
4. Use of the information system indicates consent to monitoring and recording;
b. Retains the notification message or banneron the screen until usersacknowledge the usage conditions and take explicit actions to log on to or further access the information system; and
c. For publicly accessible systems:
1. Displays system use information [Assignment: organization-defined conditions], before granting further access;
2. Displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and
3. Includes a description of the authorized uses of the system.
		(Parameter Needed)













(Parameter Needed)
		a) the Department and, if defined, the agency system use notification  banner












c1) specific to this system as defined in this control in compliance with Dept policy until accepted by the user 


		AC-10		H		CONCURRENT SESSION CONTROL		The information system limits the number of concurrent sessions for each [Assignment: organization-defined account and/or account type] to [Assignment: organization-defined number].		(Parameter Needed)

one (only one total session per login) (Rev 3 Parameter)		Login (rev 3 Parameter)

one or as defined in this control for compelling operational needs 

		AC-11		M,H		SESSION LOCK		The information system:
a. Prevents further access to the system by initiating a session lock after [Assignment: organization-defined time period] of inactivity or upon receiving a request from a user; and
b. Retains the session lock until the user reestablishes access using established identification and authentication procedures.		15 mins (Rev 3 Parameter)		15 minutes or as defined by USGCB (Rev 3 Parameter)

		AC-12		M,H		SESSION TERMINATION		The information system automatically terminates a user session after [Assignment: organization-defined conditions or trigger events requiring session disconnect].		(Parameter Needed)		a maximum of 30 minutes of inactivity or as defined by USGCB 

		AC-14		L,M,H		PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION		The organization:
a. Identifies [Assignment: organization-defined user actions]that can be performed on the information system without identification or authentication consistent with organizational missions/business functions; and
b. Documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification or authentication.
		(Parameter Needed)		

a) No Actions
 OR
"Actions as defined in this control"

		AC-17(3)		M,H		(3) REMOTE ACCESS | MANAGED ACCESS CONTROL POINTS		The information system routes all remote accesses through [Assignment: organization-defined number] managed network access control points.		(Parameter Needed)		
a limited number of (as defined in this control)

		AC-17(4)		M,H		(4) REMOTE ACCESS | PRIVILEGED COMMANDS / ACCESS		The organization:
(a) Authorizes the execution of privileged commands and access to security-relevant informationvia remote access only for [Assignment: organization-defined needs]; and
(b) Documents the rationale for such access in the security plan for the information system.
		(Parameter Needed)		

a) maintenance, forensics, mission essential and/or other functions specified in this control

		AC-18(1)		M,H		(1) WIRELESS ACCESS | AUTHENTICATION AND ENCRYPTION		The information system protects wireless access to the system using authentication of [Selection (one or more): users; devices] and encryption.		(Parameter Needed)		
users and/or devices according to USDA Wireless Policy  		(Check later with the Wireless WG for any policy)

		AC-19(5)		M,H		(5) ACCESS CONTROL FOR MOBILE DEVICES | FULL DEVICE / CONTAINER-BASED  ENCRYPTION		The organization employs [Selection: full-device encryption; container encryption] to protect the confidentiality and integrity of information on [Assignment: organization-defined mobile devices].		(Parameter Needed)


(Parameter Needed)		Container encryption


all mobile devices accessing the USDA network or as specified in this control

		AC-20(2)		M,H		(2) USE OF EXTERNAL INFORMATION SYSTEMS | PORTABLE STORAGE DEVICES		The organization [Selection: restricts; prohibits]the use of organization-controlled portable storage devices by authorized individuals on external information systems.		(Parameter Needed)		restricts

		AC-21		M,H		INFORMATION SHARING		The organization:
a. Facilitates information sharing by enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the information for [Assignment: organization-defined information sharing circumstances where user discretion is required]; and
b. Employs [Assignment: organization-defined automated mechanisms or manual processes] to assist users in making information sharing/collaboration decisions.		(Parameter Needed)


(Parameter Needed)		 

a) information sharing circumstances where user discretion is required as defined in this control

b) automated mechanisms or manual processes as defined in this control

		AC-22		L,M,H		PUBLICLY ACCESSIBLE CONTENT		The organization:
a. Designates individuals authorized to post information onto a publicly accessible information system;
b. Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information;
c. Reviews the proposed content of information prior to posting onto the publicly accessible information system to ensure that nonpublic information is not included; and
d. Reviews the content on the publicly accessible information system for nonpublic information [Assignment: organization-defined frequency] and removes such information, if discovered.		at a minimum quarterly (Rev 3 Parameter)		





d) at a minimum quarterly (Rev 3 Parameter)		Phil to send tool for automated scanning.

		AT-01		L,M,H		SECURITY AWARENESS AND TRAINING POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Asecurity awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls; and
b. Reviews and updates the current:
1. Security awareness and training policy [Assignment: organization-defined frequency]; and
2. Security awareness and training procedures [Assignment: organization-defined frequency].
		Parameter Needed







At a minimum annually  (Rev 3 Parameter)
At a minimum annually  (Rev 3 Parameter)		a) CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)





b1) At a minimum annually   (Rev 3 Parameter)


b2) At a minimum annually  (Rev 3 Parameter)

		AT-02		L,M,H		SECURITY AWARENESS TRAINING		The organization provides basic security awareness training to information system users (including managers, senior executives, and contractors):
a. As part of initial training for new users;
b. When required by information system changes;and
c. [Assignment: organization-defined frequency] thereafter.
		At a minimum annually  (Rev 3 Parameter)		


c) At a minimum annually  (Rev 3 Parameter)

		AT-03		L,M,H		ROLE-BASED SECURITY TRAINING		The organizationprovides role-based securitytraining to personnel with assigned security roles and responsibilities:
a. Before authorizing access to the information system or performing assigned duties;
b. When required by information system changes; and
c. [Assignment: organization-defined frequency] thereafter.
		At a minimum annually (Rev 3 Parameter)		

c) At a minimum annually (Rev 3 Parameter)

		AT-04		L,M,H		SECURITY TRAINING RECORDS		The organization:
a. Documentsand monitorsindividual information system security training activities including basic security awareness training and specific information system security training; and
b. Retains individual training records for [Assignment: organization-defined time period].
		a minimum of one year after employee separation or as defined by USDA and NARA records management policy. (rev 3 parameter)

		b) Destroy when 5 years old or 5 years after completion of a specific training program. 


		Destroy when 5 years old or 5 years after completion of a specific training program. (NC1-64-77-10 item 30b1) Nara rule Item 29 

		AU-01		L,M,H		AUDIT AND ACCOUNTABILITY POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Anaudit and accountabilitypolicy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountabilitycontrols; and
b. Reviews and updates the current:
1. Audit and accountabilitypolicy [Assignment: organization-defined frequency]; and
2. Audit and accountability procedures [Assignment: organization-defined frequency].
		Parameter needed







At a minimum annually  (Rev 3 Parameter)

At a minimum annually  (Rev 3 Parameter)		a) CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)




b1) At a minimum annually   (Rev 3 Parameter)

b2) At a minimum annually   (Rev 3 Parameter)

		AU-02		L,M,H		AUDIT EVENTS		The organization:
a. Determines that the information system is capable of auditing the following events: [Assignment: organization-defined auditable events];
b. Coordinates the security audit function with other organizational entities requiring audit-related information to enhance mutual support and to help guide the selection of auditable events;
c. Provides a rationale for why the auditable events are deemed to be adequate to support after-the-fact investigations of security incidents; and
d. Determines that the following events are to be audited within the information system: [Assignment: organization-defined audited events (the subset of the auditable events defined in AU-2 a.) along with the frequency of (or situation requiring) auditing for each identified event].
		at a minimum: account login events, object access, and account creation/deletion information. Additional NIST and/or OMB compliant requirements identified by the department and documented in the System Security Plan.  (Rev 3 Parameter)


All events defined in AU-2 auditited according to a schedule defined by the agency or in the SSP (Rev 3 Parameter)


		a) at a minimum: account login events, object access, and account creation/deletion information; Additional NIST, USGCB and/or OMB compliant requirements identified by the department and documented in this control.  (Rev 3 Parameter)


d) All events defined in AU-2(a) audited according to a schedule and/or situation(s) defined by the agency or in this control (Rev 3 Parameter)




		AU-02(3)		M,H		AUDIT EVENTS | REVIEWS AND UPDATES		The organization reviews and updates the list of auditable events [%Assignment: organization-defined frequency%].		At a minimum annually  (Rev 3 Parameter)		at a minimum annually or upon a significant event (Rev 3 Parameter)

		AU-03(1)		M,H		CONTENT OF AUDIT RECORDS | ADDITIONAL AUDIT INFORMATION		The information system generates audit records containing the following additional information: [Assignment: organization-defined additional, more detailed information].		information capable of supporting an after the fact investigation of an event  as defined in the system security plan (Rev 3 Parameter)		information capable of supporting an after the fact investigation of an event  as defined in this control (Rev 3 Parameter) 

		AU-03(2)		H		CONTENT OF AUDIT RECORDS | CENTRALIZED MANAGEMENT OF PLANNED AUDIT RECORD CONTENT		The information system provides centralized management and configurationof the content to be captured in audit records generated by [Assignment: organization-defined information system components].		individual components throughout the system  (Rev 3 Parameter)		the system components throughout the system  (Rev 3 Parameter)

		AU-04		L,M,H		AUDIT STORAGE CAPACITY		The organization allocates audit record storage capacity in accordance with [Assignment: organization-defined audit record storage requirements].		Parameter Needed		Department/Agency requirements or as defined in this control 

		AU-05		L,M,H		RESPONSE TO AUDIT PROCESSING FAILURES		The information system:
a. Alerts [Assignment: organization-defined personnel or roles] in the event of an audit processing failure;and
b. Takes the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shutdown information system, overwrite oldest audit records, stop generating audit records)].
		Parameter Needed

Systems should be set to automatically shutdown in the event audit log space reaches capacity or as appropriate based on the criticality of the system. (Rev 3 Parameter)		a) ISSOs, Network and/or system administrators or as defined by the Department/Agency

b) shut down, overwrite the oldest audit records, or as defined in this control as appropriate based on the criticality of the system

		AU-05(1)		H		(1) RESPONSE TO AUDIT PROCESSING FAILURES | AUDIT STORAGE CAPACITY		The information system provides a warning to [Assignment: organization-defined personnel, roles, and/or locations] within [Assignment: organization-defined time period] when allocated audit record storage volume reaches [Assignment: organization-defined percentage]of repository maximum audit record storage capacity.		Parameter Needed
Parameter Needed

75% of maximum, another notification at no more than 90% of maximum (Rev 3 Parameter)		ISSOs, Network and/or system administrators or as defined in this control

30 minutes

75% of maximum, another notification at no more than 90% of maximum (Rev 3 Parameter)

		AU-05(2)		H		(2) RESPONSE TO AUDIT PROCESSING FAILURES | REAL-TIME ALERTS		The information system provides an alert in [Assignment: organization-defined real-time period]to [Assignment: organization-defined personnel, roles, and/or locations] when the following audit failure events occur: [Assignment: organization-defined audit failure events requiring real-time alerts].		Parameter Needed
Parameter Needed

No space to write to audit log, log rollover, log process failure/interruption, modification of ownership/write priviledge of log files and/or those defined in the Security Plan		1 minute or as defined by in this control 

ISSOs, Network and/or system administrators or as defined by this control

No space to write to audit log, log rollover, log process failure/interruption, network transfer interruption, modification of ownership/write privilege of log files and/or those defined in this control

		AU-06		L,M,H		AUDIT REVIEW, ANALYSIS, AND REPORTING		The organization:
a. Reviews and analyzes information system audit records [Assignment: organization-defined frequency] for indications of [Assignment: organization-defined inappropriate or unusual activity]; and
b. Reports findings to [Assignment: organization-defined personnel or roles].		at a minimum weekly or as defined in the Security Plan (Rev 3 Parameter)

Parameter Needed
Parameter Needed		a) at a minimum weekly or as defined in this control (Rev 3 Parameter)

a) unusual or suspicious activity as defined in this control and USDA policy

b) security administrators and/or, ISSOs, ISSPMs

		AU-06(5)		H		(5) AUDIT REVIEW, ANALYSIS, AND REPORTING | INTEGRATION / SCANNING AND MONITORING CAPABILITIES		The organization integrates analysis of audit records with analysis of [Selection (one or more): vulnerability scanning information;performance data;information system monitoring information; [Assignment: organization-defined data/information collected from other sources]] to further enhance the ability to identify inappropriate or unusual activity.		Parameter Needed
Parameter Needed		

organization defined data/information collected from other sources as defined in this control

		AU-07(1)		M,H		(1) AUDIT REDUCTION AND REPORT GENERATION | AUTOMATIC PROCESSING		The information system provides the capability to process audit records for events of interest based on [Assignment: organization-defined audit fields within audit records].		Parameter Needed		
mission requirements and the audit fields available within the audit tool(s) being utilized

		AU-08		L,M,H		TIME STAMPS		The information system:
a. Uses internal system clocks to generate time stamps for audit records; and
b. Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT) and meets [Assignment: organization-defined granularity of time measurement].
		Parameter Needed		


b) the organization defined tolerance of 
less than 300 ms deviation

		AU-08(1)		M,H		(1) TIME STAMPS | SYNCHRONIZATION WITH AUTHORITATIVE TIME SOURCE		The information system:
(a) Compares the internal information system clocks [Assignment: organization-defined frequency] with [Assignment: organization-defined authoritative time source]; and
(b) Synchronizes the internal system clocks to the authoritative time source when the time difference is greater than [Assignment: organization-defined time period].
		at a minimum daily (Rev 3 Parameter)

USDA or Agency  authoritive time source (i.e. network time protocol-NTP server)  (Rev 3 Parameter)

Parameter needed		a) at a minimum daily (Rev 3 Parameter)

a) USDA or Agency  authoritative time source (i.e. network time protocol-NTP server)  (Rev 3 Parameter)

b) 300 ms  		Currently in Use

		AU-09(2)		H		(2) PROTECTION OF AUDIT INFORMATION | AUDIT BACKUP ON SEPARATE PHYSICAL SYSTEMS / COMPONENTS		The information system backs up audit records [Assignment: organization-defined frequency] onto a physically different system or system component than the system or component being audited.		Parameter Needed		
continuously or as defined in this control

		AU-09(4)		M,H		PROTECTION OF AUDIT INFORMATION | ACCESS BY SUBSET OF PRIVILEGED USERS		The organizationauthorizes access to management of audit functionality to only [Assignment: organization-defined subset of privileged users].		Parameter Needed		
the identified security administrator role(s) identified in this control

		AU-10		H		NON-REPUDIATION		The information system protects against an individual (or process acting on behalf of an individual) falsely denying having performed [Assignment: organization-defined actions to be covered by non-repudiation].		Parameter Needed		actions as defined in this control

		AU-11		L,M,H		Audit Record Retention		The organization retains audit records for [%Assignment: organization-defined time period consistent with records retention policy%] to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.		a minimun of 30 days online and a one year offline or as defined in agency policy (Rev 3 Parameter)		a minimum of 30 days online and a minimum of three (3) years offline not to conflict with NARA policy  		NARA Item #20  makes this 3 years.

		AU-12		L,M,H		Audit Generation 		The information system:
a. Provides audit record generation capability for the auditable events defined in AU-2 a. at [Assignment: organization-defined information system components];
Special Publication 800-53 Revision 4 Security and Privacy Controls for Federal Information Systems and Organizations
b. Allows [Assignment: organization-defined personnel or roles] to select which auditable events are to be audited by specific components of the information system; and
c. Generates audit records for the events defined in AU-2 d. with the content defined in AU-3.		information system components capable of creating audit records or as defined in the security plan (Rev 3 Parameter)

Parameter Needed (Personnel or roles)		information system components capable of creating audit records or as defined in this control (Rev 3 Parameter)

Identified Security Administrative roles in this control

		AU-12(1)		H		AUDIT GENERATION | SYSTEM-WIDE / TIME-CORRELATED AUDIT TRAIL		The information system compiles audit records from [Assignment: organization-defined information system components] into a system-wide (logical or physical) audit trail that is time-correlated to within [Assignment: organization-defined level of tolerance for relationship between time stamps of individual records in the audit trail].		all system components capable of creating audit records. (Rev 3 Parameter)

a maximum of 500ms time deviation from the same NTP central time source. (Rev 3 Parameter)		all system components capable of creating audit records. (Rev 3 Parameter)

a maximum of 200ms time deviation from the same NTP central time source. (Rev 3 Parameter)

		AU-12(3)		H		(3) AUDIT GENERATION | CHANGES BY AUTHORIZED INDIVIDUALS		The information system provides the capability for [Assignment: organization-defined individuals or roles] to change the auditing to be performed on [Assignment: organization-defined information system components] based on [Assignment: organization-defined selectable event criteria] within [Assignment: organization-defined time thresholds].		Parameter Needed
Parameter Needed
Parameter Needed
Parameter Needed		
identified administrators

organization-defined information system components 

selectable event criteria

periods defined during security event analysis


		CA-01		L,M,H		1 SECURITY ASSESSMENT AND AUTHORIZATION POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. A security assessment and authorization policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the security assessment and authorization policy and associated security assessment and authorization controls; and
b. Reviews and updates the current:
1. Security assessment and authorization policy [Assignment: organization-defined frequency]; and
2. Security assessment and authorization procedures [Assignment: organization-defined frequency].		Parameter Needed







at a minimum annually (Rev 3 Parameter)
at a minimum annually (Rev 3 Parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		CA-02		L,M,H		SECURITY ASSESSMENTS		The organization:
a. Develops a security assessment plan that describes the scope of the assessment including:
1. Security controls and control enhancements under assessment;
2. Assessment procedures to be used to determine security control effectiveness; and
3. Assessment environment, assessment team, and assessment roles and responsibilities;
b. Assesses the security controls in the information system and its environment of operation [Assignment: organization-defined frequency] to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting established security requirements;
c. Produces a security assessment report that documents the results of the assessment; and 
d. Provides the results of the security control assessment to [Assignment: organization-defined individuals or roles].		



at a minimum annually or when a significant change is made to the system (Rev 3 Parameter)




Parameter Needed		








According to the USDA A&A policy and procedures 




CIOs, CISO, System Owners, ISSPM, ISSOs or key stakeholders as defined in this control

		CA-02(1)		M,H		(1) SECURITY ASSESSMENTS | INDEPENDENT ASSESSORS		The organization employs assessors or assessment teams with [Assignment: organization-defined level of independence] to conduct security control assessments.		Parameter Needed		
the level of independence defined in the Department's RMF Guide

		CA-02(2)		H		(2) SECURITY ASSESSMENTS | SPECIALIZED ASSESSMENTS		The organization includes as part of security control assessments, [Assignment: organization-defined frequency], [Selection: announced; unannounced], [Selection (one or more): in-depth monitoring; vulnerability scanning; malicious user testing; insider threat assessment; performance/load testing; [Assignment: organization-defined other forms of security assessment]].		annually or as defined in the Security Plan (Rev 3 Parameter)

unannounced  or as defined in the Security Plan n coordination with ASOC (Rev 3 Parameter) 

independent technical vulnerability assessment and/or penetration test  (Rev 3 Parameter)

Parameter needed		at a minimum annually, announced and/or unannounced  in-depth security assessments as defined in this control. 

		CA-3		L,M,H		SYSTEM INTERCONNECTIONS		The organization:
a. Authorizes connections from the information system to other information systems through the use of Interconnection Security Agreements; 
Documents, for each interconnection, the interface characteristics, security requirements, and the nature of the information communicated; and
c. Reviews and updates Interconnection Security Agreements [Assignment: organization-defined frequency].		Parameter Needed		




at a minimum annually and re-signs the agreement every three (3) years. 


		CA-3(5)		M,H		SYSTEM INTERCONNECTIONS | RESTRICTIONS ON EXTERNAL SYSTEM CONNECTIONS		SYSTEM INTERCONNECTIONS
The organization employs [Selection: allow-all, deny-by-exception; deny-all, permit-by-exception] policy for allowing [Assignment: organization-defined information systems] to connect to external information systems.		Parameter Needed		deny all, permit by exception or as defined in this control

systems specified in the interconnection section of the Security Plan

		CA-05		L,M,H		Plan of Action and Milestones		The organization:
a. Develops a plan of action and milestones for the information system to document the organization’s planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system; and
b. Updates existing plan of action and milestones [Assignment: organization-defined frequency] based on the findings from security controls assessments, security impact analyses, and continuous monitoring activities.		


continuously (Rev 3 Parameter)		




as specified in the USDA POA&M Policy		3565-003

		CA-06		L,M,H		Security Authorization 		The organization:
a. Assigns a senior-level executive or manager as the authorizing official for the information system;
b. Ensures that the authorizing official authorizes the information system for processing before commencing operations; and
c. Updates the security authorization [Assignment: organization-defined frequency].		

at least every 3 years, when there has been a significant change to the system (Rev 3 Parameter)		

on an ongoing basis in accordance with the USDA A&A Policy, at minimum every three years 		A&A Policy Draft

		CA-07		L,M,H		Continuous Monitoring		The organization develops a continuous monitoring strategy and implements a continuous monitoring program that includes:
a. Establishment of [Assignment: organization-defined metrics] to be monitored;
b. Establishment of [Assignment: organization-defined frequencies] for monitoring and [Assignment: organization-defined frequencies] for assessments supporting such monitoring;
c. Ongoing security control assessments in accordance with the organizational continuous monitoring strategy;
d. Ongoing security status monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy;
Correlation and analysis of security-related information generated by assessments and monitoring;
f. Response actions to address results of the analysis of security-related information; and
g. Reporting the security status of organization and the information system to [Assignment: organization-defined personnel or roles] [Assignment: organization-defined frequency].		

Parameter Needed
Parameter Needed
Parameter Needed






Parameter Needed
at a minimum annually (Rev 3 Parameter)		

a. metrics defined by the department RMF process guide as supplemented by agency specified metrics                                                                               

b 1 frequencies as defined by the department RMF process guidance supplemented by agency specified metrics   

b 2 frequencies as defined by the department RMF process guidance supplemented by agency specified metrics                                                                            






g. CIO, CISO, system owner, ISSPM and OCD annually.

		CA-07(1)		M,H		(1) CONTINUOUS MONITORING | INDEPENDENT ASSESSMENT		The organization employs assessors or assessment teams with [Assignment: organization-defined level of independence] to monitor the security controls in the information system on an ongoing basis.		Parameter Needed		a level of independence compliant with the description in the Dept RMF guide

		CA-08		H		PENETRATION TESTING		The organization conducts penetration testing [Assignment: organization-defined frequency] on [Assignment: organization-defined information systems or system components].		Parameter Needed
Parameter Needed

		at a minimum annually

the information system, components or defined attached vectors as defined in this control

		CA-09		L,M,H		INTERNAL SYSTEM CONNECTIONS		The organization:
a. Authorizes internal connections of [Assignment: organization-defined information system components or classes of components] to the information system; and
b. Documents, for each internal connection, the interface characteristics, security requirements, and the nature of the information communicated.		Parameter Needed

		components and/or classes of components defined in this control 

		CM-01		L,M,H		Configuration Management Policy and Procedures		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. A configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the configuration management policy and associated configuration management controls; and
b. Reviews and updates the current:
1. Configuration management policy [Assignment: organization-defined frequency]; and
2. Configuration management procedures [Assignment: organization-defined frequency].		Parameter Needed







at a minimum annually (Rev 3 Parameter)
at a minimum annually (Rev 3 Parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		CM-02(1)		M,H		BASELINE CONFIGURATION | REVIEWS AND UPDATES		BASELINE CONFIGURATION | REVIEWS AND UPDATES
The organization reviews and updates the baseline configuration of the information system:
(a) [Assignment: organization-defined frequency];
(b) When required due to [Assignment organization-defined circumstances]; and
(c) As an integral part of information system component installations and upgrades.		at a minimum annually (Rev 3 Parameter)

changes that must go through the agency and/or system configuration control board corrective actions or vulnerabilities that are identified  with the current baseline  Or when a significant change occurs (Rev 3 Parameter)		


a At a minimum annually

b changes to the information system that affect the baseline; 

		CM-02(3)		M,H		BASELINE CONFIGURATION | AUTOMATION SUPPORT FOR ACCURACY / CURRENCY		The organization retains [Assignment: organization-defined previous versions of baseline configurations of the information system] to support rollback.		Parameter Needed

		the number of rollbacks defined by the organization/agency that ensures reconstitution of prior version(s) of the system as defined in this control

		CM-02(7)		M,H		(7) BASELINE CONFIGURATION | CONFIGURE SYSTEMS, COMPONENTS, OR DEVICES FOR HIGH-RISK AREAS		The organization:
(a) Issues [Assignment: organization-defined information systems, system components, or devices] with [Assignment: organization-defined configurations] to individuals traveling to locations that the organization deems to be of significant risk; and
(b) Applies [Assignment: organization-defined security safeguards] to the devices when the individuals return.		
Parameter Needed
Parameter Needed

Parameter Needed

		
a1 devices as defined in this control
a2 at a minimum, configurations defined by the Dept as supplemented by agency requirements

b additional safeguards as defined in this control


		CM-03		M,H		CONFIGURATION CHANGE CONTROL		The organization:
a. Determines the types of changes to the information system that are configuration-controlled;
b. Reviews proposed configuration-controlled changes to the information system and approves or disapproves such changes with explicit consideration for security impact analyses;
c. Documents configuration change decisions associated with the information system;
d. Implements approved configuration-controlled changes to the information system;
e. Retains records of configuration-controlled changes to the information system for [Assignment: organization-defined time period];
f. Audits and reviews activities associated with configuration-controlled changes to the information system; and
g. Coordinates and provides oversight for configuration change control activities through [Assignment: organization-defined configuration change control element (e.g., committee, board] that convenes [Selection (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-defined configuration change conditions]].		







As defined in the Change Control Board (CCB) Charter  or as needed by change requests. (rev 3 Parameter)


the agency/system configuration control board (rev 3 Parameter)

Parameter Needed OR Parameter Needed		










e - at least three years. 


g 1 - the organization/agency CCB

g 2 - periodically as defined in the organization/agency CCB charter and or when a change requires CCB approval


		CM-03(1)		H		CONFIGURATION CHANGE CONTROL | AUTOMATED DOCUMENT / NOTIFICATION / PROHIBITION OF CHANGES		The organization employs automated mechanisms to:
(a) Document proposed changes to the information system;
(b) Notify [Assignment: organized-defined approval authorities] of proposed changes to the information system and request change approval;
(c) Highlight proposed changes to the information system that have not been approved or disapproved by [Assignment: organization-defined time period];
(d) Prohibit changes to the information system until designated approvals are received;
(e) Document all changes to the information system; and
(f) Notify [Assignment: organization-defined personnel] when approved changes to the information system are completed.		Parameter needed

30 days (rev 3 parameter)

Parameter needed		
Individuals identified in the CCB Charter



Change start date




system owner and/or change controls coordinator as defined in the  system security plan and/or other approved document

		CM-05(2)		H		 (2) ACCESS RESTRICTIONS FOR CHANGE | REVIEW SYSTEM CHANGES		The organization reviews information system changes [Assignment: organization-defined frequency] and [Assignment: organization-defined circumstances] to determine whether unauthorized changes have occurred.		at a minimum annually or as defined in the Security Plan. (Rev 3 Parameter)

Parameter Needed		at a minimum annually or as defined in this control 

after suspicious circumstances, indications of unauthorized changes or other circumstances as defined in this control

		CM-05(3)		H		(3) ACCESS RESTRICTIONS FOR CHANGE | SIGNED COMPONENTS		The information system prevents the installation of [Assignment: organization-defined software and firmware components] without verification that the component has been digitally signed using a certificate that is recognized and approved by the organization.		programs as defined in the security plan (rev 3 parameter)		any software/firmware component as defined in this control (Rev 3 parameter)

		CM-06		L,M,H		CONFIGURATION SETTINGS		The organization:
a. Establishes and documents configuration settings for information technology products employed within the information system using [Assignment: organization-defined security configuration checklists] that reflect the most restrictive mode consistent with operational requirements;
b. Implements the configuration settings;
c. Identifies, documents, and approves any deviations from established configuration settings for [Assignment: organization-defined information system components] based on [Assignment: organization-defined operational requirements]; and
d. Monitors and controls changes to the configuration settings in accordance with organizational policies and procedures.		baselines from the NIST National Checklist Program (NCP) as modified by the Department (where baselines are not available, contact the vendor for recommendations) (rev 3 parameter)

Parameter Needed
Parameter Needed		

the NIST USGCB Checklists with agency modifications by the Department



c 1 - system Components defined in this control

c -2 operational requirements defined in this control

		CM-06(1)		H		CONFIGURATION SETTINGS | AUTOMATED CENTRAL MANAGEMENT / APPLICATION / VERIFICATION		The organization employs automated mechanisms to centrally manage, apply, and verify configuration settings for [Assignment: organization-defined information system components].		Parameter Needed		all system components unless defined in this control

		CM-06(2)		H		(2) CONFIGURATION SETTINGS | RESPOND TO UNAUTHORIZED CHANGES		The organization employs [Assignment: organization-defined security safeguards] to respond to unauthorized changes to [Assignment: organization-defined configuration settings].		configuration settings defined by the NIST National Checklist Program (NCP) as modified by the Department (or vendor recommendations if baselines are unavailable)(rev 3 parameter)

Parameter needed		automated mechanisms


configuration settings defined by the NIST National Checklist Program (NCP) as modified by the Department (or vendor recommendations if NCP baselines are unavailable)



		CM-07		L,M,H		LEAST FUNCTIONALITY		The organization:
a. Configures the information system to provide only essential capabilities; and
b. Prohibits or restricts the use of the following functions, ports, protocols, and/or services: [Assignment: organization-defined prohibited or restricted functions, ports, protocols, and/or services].		As defined in the Security Plan. (rev 3 parameter)		

as defined by the organization/agency and/or supplemented by the implementation statement for this control

		CM-07(1)		M,H		(1) LEAST FUNCTIONALITY | PERIODIC REVIEW		The organization:
(a) Reviews the information system [Assignment: organization-defined frequency] to identify unnecessary and/or nonsecure functions, ports, protocols, and services; and
(b) Disables [Assignment: organization-defined functions, ports, protocols, and services within the information system deemed to be unnecessary and/or nonsecure].		at a minimum annually (rev 3 parameter)


Parameter Needed		
at a minimum annually



functions, ports, protocols and services determined during the review to be unnecessary and/or insecure.

		CM-07(2)		M,H		(2) LEAST FUNCTIONALITY | PREVENT PROGRAM EXECUTION		The information system prevents program execution in accordance with [Selection (one or more): [Assignment: organization-defined policies regarding software program usage and restrictions]; rules authorizing the terms and conditions of software program usage].		As defined in the Security Plan. (rev 3 parameter)		
policies regarding software program usage and restrictions as defined by the Department/organization and/or supplemented in this control

		CM-07(4)		M		(4) LEAST FUNCTIONALITY | UNAUTHORIZED SOFTWARE / BLACKLISTING		The organization:
(a) Identifies [Assignment: organization-defined software programs not authorized to execute on the information system];
(b) Employs an allow-all, deny-by-exception policy to prohibit the execution of unauthorized software programs on the information system; and
(c) Reviews and updates the list of unauthorized software programs [Assignment: organization-defined frequency].		Parameter Needed



Parameter Needed		(a) software programs not authorized to execute on the information system as defined in this control

(c) At a minimum annually 

		CM-07(5)		H		(5) LEAST FUNCTIONALITY | AUTHORIZED SOFTWARE / WHITELISTING		The organization:
(a) Identifies [Assignment: organization-defined software programs authorized to execute on the information system];
(b) Employs a deny-all, permit-by-exception policy to allow the execution of authorized software programs on the information system; and
(c) Reviews and updates the list of authorized software programs [Assignment: organization-defined frequency].		Parameter Needed


Parameter Needed		
the software list defined in this control



at a minimum annually		DM 3530-004, part K

		CM-08		L,M,H		INFORMATION SYSTEM COMPONENT INVENTORY		The organization:
a. Develops and documents an inventory of information system components that:
1. Accurately reflects the current information system;
2. Includes all components within the authorization boundary of the information system;
3. Is at the level of granularity deemed necessary for tracking and reporting; and
4. Includes [Assignment: organization-defined information deemed necessary to achieve effective information system component accountability]; and
b. Reviews and updates the information system component inventory [Assignment: organization-defined frequency].		information deemed necessary to achieve effective property accountability: (e.g. Item, Barcode, Manufacturer,Type, Name, Serial Number, Version Number, Logical Location, Configuration or more at Component discretion)(rev 3 parameter)

Parameter needed		


Information defined in the technical narrative contained in the SSP appendices for software and hardware contained within the system boundary 

(for example, hardware inventory specifications, software license information, software version numbers, component owners, and for networked components or devices, machine names and network addresses. Inventory specifications include, for example, manufacturer, device type, model, serial number, and physical location)

at a minimum annually

		CM-08(3)		M,H		(3) INFORMATION SYSTEM COMPONENT INVENTORY | AUTOMATED UNAUTHORIZED COMPONENT DETECTION		The organization:
(a) Employs automated mechanisms [Assignment: organization-defined frequency] to detect the presence of unauthorized hardware, software, and firmware components within the information system; and
(b) Takes the following actions when unauthorized components are detected: [Selection (one or more): disables network access by such components; isolates the components; notifies [Assignment: organization-defined personnel or roles]].		at a minimum monthly (rev 3 parameter)


Parameter needed		
at a minimum monthly



alerts and/or reports to the security/system administrator who will take appropriate action(s)

		CM-08(4)		H		(4) INFORMATION SYSTEM COMPONENT INVENTORY | ACCOUNTABILITY INFORMATION		The organization includes in the information system component inventory information, a means for identifying by [Selection (one or more): name; position; role], individuals responsible/accountable for administering those components.		a minimum of position and role (rev 3 parameter)		Role

		CM-11		L,M,H		USER-INSTALLED SOFTWARE		The organization:
a. Establishes [Assignment: organization-defined policies] governing the installation of software by users;
b. Enforces software installation policies through [Assignment: organization-defined methods]; and
c. Monitors policy compliance at [Assignment: organization-defined frequency].		Parameter Needed

Parameter Needed

Parameter Needed		Departmental/agency policies 

access control mechanisms (ACL,RBAC,MAC) or methods defined in this control

a minimum quarterly 


		CP-01		L,M,H		CONTINGENCY PLANNING POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. A contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls; and
b. Reviews and updates the current:
1. Contingency planning policy [Assignment: organization-defined frequency]; and
2. Contingency planning procedures [Assignment: organization-defined frequency].		Parameter Needed





at a minimum annually (rev 3 Parameter)
at a minimum annually (rev 3 Parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		CP-02		L,M,H		CONTINGENCY PLAN		The organization:
a. Develops a contingency plan for the information system that:
1. Identifies essential missions and business functions and associated contingency requirements;
2. Provides recovery objectives, restoration priorities, and metrics;
3. Addresses contingency roles, responsibilities, assigned individuals with contact information;
4. Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure;
5. Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented; and
6. Is reviewed and approved by [Assignment: organization-defined personnel or roles];
b. Distributes copies of the contingency plan to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements];
c. Coordinates contingency planning activities with incident handling activities;
d. Reviews the contingency plan for the information system [Assignment: organization-defined frequency];
e. Updates the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing;
f. Communicates contingency plan changes to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements]; and
g. Protects the contingency plan from unauthorized disclosure and modification.		








key personnel identified in the Contingency Plan (ISCP Team members) and/or others as required by the system security plan (rev 3 Parameter)


Parameter Needed

at a minimum annually (Rev 3 Parameter)


the System Owner, ISSPM, ISSO, ISCP Team and technical staff or as defined in the contingency plan. (Rev 3 parameters)

		










system owner and/or authorizing official

the distribution list defined in the CP



at minimum annually




the distribution list defined in the CP


		CP-02(3)		M,H		(3) CONTINGENCY PLAN | RESUME ESSENTIAL MISSIONS / BUSINESS FUNCTIONS		The organization plans for the resumption of essential missions and business functions within [%Assignment: organization-defined time period%] of contingency plan activation.		the timeframe as defined in the the Business Impact Analysis (BIA) and/or departmental policy (rev 3 parameter)		
the recovery time objective defined in the CP

		CP-02(4)		H		(4) CONTINGENCY PLAN | RESUME ALL MISSIONS / BUSINESS FUNCTIONS		The organization plans for the resumption of all missions and business functions within [Assignment: organization-defined time period] of contingency plan activation.		Parameter Needed		the period defined in the CP to resume mission/business functions 

		CP-03		L,M,H		CONTINGENCY TRAINING		The organization provides contingency training to information system users consistent with assigned roles and responsibilities:
a. Within [Assignment: organization-defined time period] of assuming a contingency role or responsibility;
b. When required by information system changes; and
c. [Assignment: organization-defined frequency] thereafter.		Parameter Needed

at a minimum annually (rev 3 parameter)		

the timeframe defined by the agency 

at a minimum annually

		CP-04		L,M,H		CONTINGENCY PLAN TESTING		The organization:
a. Tests the contingency plan for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests] to determine the effectiveness of the plan and the organizational readiness to execute the plan;
b. Reviews the contingency plan test results; and 
c. Initiates corrective actions, if needed.		at least annually or when a significant change occurs to the system (rev 3 Parameter)

tabletop exercises for low systems and functional exercises for moderate and high systems (rev 3 parameter)		
at a minimum annually 


functional/tabletop testing as defined in the RMF guide

		CP-07		M,H		ALTERNATE STORAGE SITE		The organization:
a. Establishes an alternate processing site including necessary agreements to permit the transfer and resumption of [Assignment: organization-defined information system operations] for essential missions/business functions within [Assignment: organization-defined time period consistent with recovery time and recovery point objectives] when the primary processing capabilities are unavailable;
b. Ensures that equipment and supplies required to transfer and resume operations are available at the alternate processing site or contracts are in place to support delivery to the site within the organization-defined time period for transfer/resumption; and
c. Ensures that the alternate processing site provides information security safeguards equivalent to that of the primary site.		Parameter needed

the system -defined time period consistent with recovery time objectives (rev 3 parameter)



		
 information system operations as defined in the CP

the system -defined time period consistent with recovery time objectives 

		CP-08		M,H		TELECOMMUNICATIONS SERVICES		The organization establishes alternate telecommunications services including necessary agreements to permit the resumption of [Assignment: organization-defined information system operations] for essential missions and business functions within [Assignment: organization-defined time period] when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.		parameter needed

a maximum of 48 hours or as defined in the Security Plan  (rev 3 parameter)		 information system operations as defined in the CP

the system -defined time period consistent with recovery time objectives 

		CP-08(4)		H		(4) TELECOMMUNICATIONS SERVICES | PROVIDER CONTINGENCY PLAN		The organization:
(a) Requires primary and alternate telecommunications service providers to have contingency plans;
(b) Reviews provider contingency plans to ensure that the plans meet organizational contingency requirements; and
(c) Obtains evidence of contingency testing/training by providers [Assignment: organization-defined frequency].		Parameter Needed		




at a minimum annually

		CP-09		L,M,H		INFORMATION SYSTEM BACKUP		The organization:
a. Conducts backups of user-level information contained in the information system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];
b. Conducts backups of system-level information contained in the information system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];
c. Conducts backups of information system documentation including security-related documentation [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives]; and
d. Protects the confidentiality, integrity, and availability of backup information at storage locations.		on a schedule as defined in the Security Plan and/or Contingency Plan (rev 3 parameter)

on a schedule as defined in the Security Plan and/or Contingency Plan (rev 3 parameter)

on a schedule as defined in the Security Plan and/or Contingency Plan (rev 3 parameter)		
 on a schedule as defined in this control and/or the CP


consistent with recovery time and recovery point objectives defined in this control and/or the CP

consistent with recovery time and recovery point objectives defined in this control and/or the CP

		CP-09(1)		M,H		Information System Backup (1)		The organization tests backup information [%Assignment: organization-defined frequency%] to verify media reliability and information integrity.		at a minimum quarterly  (rev 3 parameter)
		
at a minimum annually or as defined in this control

		CP-09(3)		H		INFORMATION SYSTEM BACKUP | SEPARATE STORAGE FOR CRITICAL INFORMATION		The organization stores backup copies of [Assignment: organization-defined critical information system software and other security-related information] in a separate facility or in a fire-rated container that is not collocated with the operational system.		Parameter Needed		critical information system software and other security-related information as defined in this control

		CP-09(5)		H		(5) INFORMATION SYSTEM BACKUP | TRANSFER TO ALTERNATE STORAGE SITE		The organization transfers information system backup information to the alternate storage site [Assignment: organization-defined time period and transfer rate consistent with the recovery time and recovery point objectives].		Parameter Needed		consistent with the recovery time and recovery point objectives (as defined in the CP)

		CP-10(4)		H		(4) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION | RESTORE WITHIN TIME PERIOD		The organization provides the capability to restore information system components within [Assignment: organization-defined restoration time-periods] from configuration-controlled and integrity-protected information representing a known, operational state for the components.		48 hours or as defined by the Agency in the DRP (rev 3 parameter)		the designated timeframe consistent with the recovery time and recovery point objectives (as defined in the CP)

		IA-01		L,M,H		IDENTIFICATION AND AUTHENTICATION POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Anidentification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls; and
b. Reviews and updates the current:
1. Identification and authentication policy [Assignment: organization-defined frequency]; and
2. Identification and authenticationprocedures [Assignment: organization-defined frequency].
		Need Parameter





at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		IA-2(11)		M,H		(11) IDENTIFICATION AND AUTHENTICATION | REMOTE ACCESS  - SEPARATE DEVICE		The information system implements multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access and the device meets [Assignment: organization-defined strength of mechanism requirements].		Need Parameter




		

USDA policy for multifactor security requirements

		IA-03		M,H		DEVICE IDENTIFICATION AND AUTHENTICATION		The information system uniquely identifies and authenticates [Assignment: organization-defined specific and/or types of devices] before establishing a [Selection (one or more): local; remote; network] connection.		all devices or as defined in the security plan (rev 3 parameter)

Need Parameter		
components in inventory that support this ability and connect to outside systems

remote and/or network

		IA-04		L,M,H		IDENTIFIER MANAGEMENT		The organization manages information system identifiers by:
a. Receiving authorization from [Assignment: organization-defined personnel or roles]to assign an individual, group, role, or device identifier;
b. Selecting an identifier that identifies an individual, group, role, or device;
c. Assigning the identifier to the intended individual, group, role, or device;
d. Preventing reuse of identifiers for [Assignment: organization-defined time period]; and
e. Disabling the identifier after [Assignment: organization-defined time period of inactivity].
		Need parameter

24 iterations, or as defined in the Security Plan (rev 3 parameter)

60 days for a general user, 30 days for an administrator of inactivity. (Rev 3 parameter)		 supervisor/sponsor or designee


a period of 3 years for user/group/role identifiers and 1 year for device/system identifiers, or as defined in this control 

60 days for a general user, 30 days for an administrator of inactivity.  (Rev 3 parameter)

		IA-05		L,M,H		AUTHENTICATOR MANAGEMENT		The organization manages information system authenticators by:
a. Verifying, as part of the initial authenticator distribution, the identity of the individual, group, role, or device receiving the authenticator;
b. Establishing initial authenticator content for authenticators defined by the organization;
c. Ensuring that authenticators have sufficient strength of mechanism for their intended use;d. Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised or damaged authenticators, and for revoking authenticators;
e. Changing default content of authenticators prior to information system installation;
f. Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators;
g. Changing/refreshing authenticators [Assignment: organization-defined time period by authenticator type];
h. Protecting authenticator content from unauthorized disclosure and modification;
i. Requiring individuals to take, and having devices implement, specific security safeguards to protect authenticators; and
j. Changing authenticators for group/role accounts when membership to those accounts changes.		every 90 days for a general user, 60 days for an administrator or as defined in Department Policy and/or Security Plan by devices type (rev 3 parameter)		










every 90 days for a general user, 60 days for an administrator or as defined in Department Policy and/or Security Plan by devices type (Rev 3 parameter)

		IA-05(1)		L,M,H		AUTHENTICATOR MANAGEMENT | PASSWORD-BASED AUTHENTICATION		The information system, for password-based authentication:
(a) Enforces minimum password complexity of [Assignment: organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type];


(b) Enforces at least the following number of changed characters when new passwords are created: [Assignment: organization-defined number];

(c) Stores and transmits only encrypted representations of passwords;

(d) Enforces password minimum and maximum lifetime restrictions of [Assignment: organization-defined numbers for lifetime minimum, lifetime maximum];
(
e) Prohibits password reuse for [Assignment: organization-defined number] generations; and
(f) Allows the use of a temporary password for system logons with an immediate change to a permanent password.		organization/department-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each device type (rev 3 parameter)

change of 5 characters (Rev 3 Parameter) Note we need to reconsider this

a minimum of 1 day unless an exception by help desk is issued, a maximum of 90 days  (rev 3 parameter)

24 generations (rev 3 parameter)


		
a. the standard settings as outlined in the USGCB settings for the applicable device

                                                                    

B. -  consistent with USDA policy as supplemented by this control                                                                                              



d.  one day / 60 days                                                                        


e.    24 

		IA-05(3)		M,H		(3) AUTHENTICATOR MANAGEMENT |IN-PERSON OR TRUSTED THIRD-PARTY REGISTRATION		The organization requires that the registration process to receive [Assignment: organization-defined types of and/or specific authenticators] be conducted[Selection: in person; by a trusted thirdparty] before [Assignment: organization-defined registration authority] with authorization by [Assignment: organization-defined personnel or roles].		E-Authentication passwords,  RSA Tokens and other hardware-type access devices (rev 3 parameter)
Need parameter
Need Parameter
Need Parameter		
1. all authenticators as defined by the agency and or specific authenticators defined in this control

2. in person

3. the registration authority as defined in this control

4. personnel or roles as defined in this control


		IA-05(11)		L,M,H		(11) AUTHENTICATOR MANAGEMENT |HARDWARE TOKEN-BASED AUTHENTICATION		The information system, for hardware token-based authentication, employs mechanisms that satisfy [Assignment: organization-defined token quality requirements].		Need parameter		
USDA approved token quality requirements (e.g. LincPass (PIV), RSA Tokens)

		IA-08(3)		L,M,H		(3) IDENTIFICATION AND AUTHENTICATION | USE OF FICAM-APPROVED PRODUCTS		The organization employs only FICAM-approved information system components in [Assignment: organization-defined information systems] to accept third-party credentials.		Need parameter		
publicly-accessible information systems or as defined in this control

		IR-01		L,M,H		INCIDENT RESPONSE POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Anincident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the incident response policy and associated incident response controls; and
b. Reviews and updates the current:
1. Incident response policy [Assignment: organization-defined frequency]; and
2. Incident response procedures [Assignment: organization-defined frequency].		
Need parameter






at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)
		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		IR-02		L,M,H		INCIDENT RESPONSE TRAINING		The organization provides incident response training to information system users consistent with assigned roles and responsibilities:
a. Within [Assignment: organization-defined time period] of assuming an incident response role or responsibility;
b. When required by information system changes; and
c. [Assignment: organization-defined frequency] thereafter.
		Need parameter

at a minimum annually (rev 3 parameter)		

30 days (or prior to being granted access to the system)

annually thereafter

		IR-03		M,H		INCIDENT RESPONSE TESTING		The organization tests the incident response capability for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests] to determine theincident response effectiveness and documents the results.		at a minimum annually (rev 3 parameter)

functional tests and/or simulated security incidents (rev 3 parameter)		annually

functional tests and/or simulated security incidents (Rev 3 parameter)

		IR-06		L,M,H		INCIDENT REPORTING		The organization:
a. Requires personnel to report suspected security incidents to the organizational incident response capability within [Assignment: organization-defined timeperiod]; and
b. Reports security incident information to [Assignment: organization-defined authorities].
		 immediately upon confirmation (rev 3 parameter) 

Need parameter		

a - 10 minutes OR "Immediately upon discovery (USDA must report PII within 1 hour to US CERT)"

b - the agency/staff office CSIRT (If it exists), then to ASOC CSIRT 

		IR-08		L,M,H		INCIDENT RESPONSE PLAN		The organization:
a. Develops an incident response plan that:
1. Provides the organization with a roadmap for implementing its incident response capability;
2. Describes the structure and organization of the incident response capability;
3. Provides a high-level approach for how the incident response capability fits into the overall organization;
4. Meets the unique requirements of the organization, which relate to mission, size, structure, and functions;
5. Defines reportable incidents;
6. Provides metrics for measuring the incident response capability within the organization;
7. Defines the resources and management support needed to effectively maintain and mature an incident response capability; and
8. Is reviewed and approved by [Assignment: organization-defined personnel or roles];
b. Distributes copies of the incident response plan to [Assignment: organization-defined incident response personnel (identified by name and/or by role) and organizational elements];
c. Reviews the incident response plan [Assignment: organization-defined frequency];
d. Updates the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing;
e. Communicates incident response plan changes to [Assignment: organization-defined incident response personnel (identified by name and/or by role) and organizational elements]; and
f. Protects the incident response plan from unauthorized disclosure and modification.
		










key personnel identified in the Incident Response Plan (rev 3 parameter) 

 Need parameter


at a minimum annually (rev 3 parameter) 



 the System Owner, ISSPM, ISSO, IR Team and technical staff or as assigned by the agency. (rev 3 parameter)		













a8 - the CISO/ISSPM

b - key incident handling personnel or as defined in the incident response plan

c - at a minimum annually (rev 3 parameter)



e - the System Owner, ISSPM, ISSO, IR Team and technical staff or as defined in the incident response plan

		MA-01		L,M,H		SYSTEM MAINTENANCE POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Asystem maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the system maintenance policy and associated system maintenance controls; and
b. Reviews and updates the current:
1. System maintenance policy [Assignment: organization-defined frequency]; and
2. System maintenance procedures [Assignment: organization-defined frequency].
		Need parameter





at least annually (rev 3 parameter)
at least annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		MA-02		L,M,H		CONTROLLED MAINTENANCE		The organization:
a. Schedules, performs, documents, and reviews records of maintenance and repairs oninformation system components in accordance with manufacturer or vendor specifications and/or organizational requirements;
b. Approves and monitors all maintenance activities, whether performed on site or remotely and whether the equipment is serviced on site or removed to another location;
c. Requires that [Assignment: organization-defined personnel or roles]explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs;
d. Sanitizes equipment to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs;
e. Checks all potentially impacted security controls to verify that the controls are still functioning properly following maintenance or repair actions; and
f. Includes [Assignment: organization-defined maintenance-related information] in organizational maintenance records.
		




Need parameter






Need parameter		

c -  System Owner, ISSO and/or personnel/roles defined in this control  



f - maintenance related information including (i) date and time of maintenance; (ii) name of individuals or group performing the maintenance; (iii) name of escort, if necessary; (iv) a description of the maintenance performed; and (v) information system components/equipment removed or replaced (including identification numbers, if applicable). 


		MA-03 (3)
added		H		MAINTENANCE TOOLS | PREVENT UNAUTHORIZED REMOVAL		The organization prevents the unauthorized removal of maintenance equipment containing organizational information by:
(a) Verifying that there is no organizational information contained on the equipment;
(b) Sanitizing or destroying the equipment;
(c) Retaining the equipment within the facility; or
(d) Obtaining an exemption from [Assignment: organization-defined personnel or roles] explicitly authorizing removal of the equipment from the facility.				Agency Senior Management

		MA-06		M,H		TIMELY MAINTENANCE		The organization obtains maintenance support and/or spare parts for [%Assignment: organization-defined list of security-critical information system components and/or key information technology components%] within [%Assignment: organization-defined time period%] of failure.		critical system components as defined in the CP/SSP (rev 3 parameter)

the time period defined in the CP/SSP (rev 3 parameter)		critical system components as defined in the CP or as defined in this control
the time period defined in the CP or as defined in this control 

		MP-01		L,M,H		MEDIA PROTECTION POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Amedia protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the media protection policy and associated media protection controls; and
b. Reviews and updates the current:
1. Media protection policy [Assignment: organization-defined frequency]; and
2. Media protection procedures [Assignment: organization-defined frequency].
		Need parameter






at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)		CIOs, ISSPMs, ISSOs, Network and system administrators or as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		MP-02		L,M,H		MEDIA ACCESS		The organization restricts access to [Assignment: organization-defined types of digital and/or non-digital media]to [Assignment: organization-defined personnel or roles].		all backup media or media containing sensitive information (rev 3 parameter)

a documented list of authorized individuals (rev 3 parameter)		types of digital and non-digital media as defined in this control

authorized roles and/or individuals defined in this control   


		MP-03		M,H		MEDIA MARKING		The organization:
a. Marks information system media indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information; and
b. Exempts [Assignment: organization-defined types of information system media] from marking as long as the media remain within [Assignment: organization-defined controlled areas].		a defined list of  digital and non-digital removable media (rev 3 parameter)

USDA assigned/secure controlled areas (rev 3 parameter)		b1 - digital and non-digital removable media defined in this control (Rev 3 Parameter) 

b2 - assigned/secure controlled areas as defined in this control (Rev 3 Parameter) 

		MP-04		L,M,H		MEDIA STORAGE		The organization:
a. Physically controls and securely stores [Assignment: organization-defined types of digital and/or non-digital media] within [Assignment: organization-defined controlled areas]; and
b. Protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.
		all sensitive digital and non-digital removable media (rev 3 parameter)

controlled areas (rev 3 parameter)		a1 - digital and non-digital removable media defined in this control (Rev 3 Parameter) 
a2 - controlled areas  as defined in this control (Rev 3 Parameter) 


		MP-05		L,M,H		MEDIA TRANSPORT		The organization:
a. Protects and controls [Assignment: organization-defined types of information system media] during transport outside of controlled areas using [Assignment: organization-defined security safeguards];
b. Maintains accountability for information system mediaduring transport outside of controlled areas;
c. Documents activities associated with the transport of information system media; and
d. Restricts the activities associated with the transport of information system media to authorized personnel.
		all sensitive digital and non-digital removale media (rev 3 paraneter)

Organization defined security measures (rev 3 paraneter)


		a1 - digital and non-digital removable media
(Rev 3 Parameter) 
a 2 - USDA/Agency security safeguards including mandatory marking 

		MP-06		L,M,H		MEDIA SANITIZATION		The organization:
a. Sanitizes [Assignment: organization-defined information system media]prior to disposal, release out of organizational control, or release for reuse using [Assignment: organization-defined sanitization techniques and procedures] in accordance with applicable federal and organizational standards and policies; and
b. Employs sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.
		Need parameter

Need Parameter


		
a1 -all data storage devices/media

a2 - techniques and procedures in accordance with USDA Policy 

		MP-06(2)		H		Media Sanitization (2)		The organization tests sanitization equipment and procedures [Assignment: organization-defined frequency]to verify that the intended sanitization is being achieved.		at least annually (rev 3 parameter)		at a minimum annually (Rev 3 parameter)

		MP-06(3)		H		Media Sanitization (3)		The organization applies nondestructive sanitization techniques to portable storage devices prior to connecting such devices to the information system under the following circumstances: [Assignment: organization-defined circumstances requiring sanitization of portablestorage devices].		when said devices have been used in any non-government system  (rev 3 parameter)		
when said devices have been used in any non-government system (rev 3 parameter)

		MP-07		L,M,H		MEDIA USE		The organization [Selection: restricts; prohibits]the use of [Assignment: organization-defined types of information system media] on [Assignment: organization-defined information systems or system components] using [Assignment: organization-defined security safeguards].		Need parameter
Need Parameter
Need parameter
Need Parameter


		1) Restricts
2) Dept/Agency defined media/storage devices/cloud applications
3) Dept/Agency defined information systems/components
4) Dept/Agency defined safeguards 

		PE-01		L,M,H		PHYSICAL AND ENVIRONMENTAL PROTECTION POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Aphysical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls; and
b. Reviews and updates the current:
1. Physical and environmental protection  policy [Assignment: organization-defined frequency]; and
2. Physical and environmental protection procedures [Assignment: organization-defined frequency].
		Need parameter





at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		PE-02		L,M,H		PHYSICAL ACCESS AUTHORIZATIONS		The organization:
a. Develops, approves, and maintainsalist of individuals with authorized access to thefacility where theinformation systemresides;
b. Issues authorization credentials for facility access;
c. Reviews the access list detailing authorized facility access by individuals [Assignment: organization-defined frequency]; and
d. Removes individuals from the facility access list when access is no longer required.
		at a minimum quarterly (rev 3 parameter)		



at a minimum quarterly (Rev 3 Parameter)

		PE-03		L,M,H		PHYSICAL ACCESS CONTROL		The organization:
a. Enforces physical access authorizations at [Assignment: organization-defined entry/exit points to the facility where theinformation system resides] by;
1. Verifying individual access authorizations before granting access to the facility; and
2. Controlling ingress/egress to the facility using [Selection (one or more): [Assignment: organization-defined physical access control systems/devices]; guards];
b. Maintains physical access audit logs for [Assignment: organization-defined entry/exit points];
c. Provides [Assignment: organization-defined security safeguards] to control access to areas within the facility officially designated as publicly accessible;
d. Escorts visitors and monitors visitor activity [Assignment: organization-defined circumstances requiring visitor escorts and monitoring];
e. Secures keys, combinations, and other physical access devices;
f. Inventories [Assignment: organization-defined physical access devices] every [Assignment: organization-defined frequency]; and
g. Changes combinations and keys [Assignment: organization-defined frequency] and/or when keys are lost, combinations are compromised, or individuals are transferred or terminated.
		at a minimum annually (rev 3 parameter)


Need parameter


Need parameter

Need parameter

Need parameter


Need parameter

at a minimum annually (rev 3 parameter)
		
a - entry /exit points as defined in this control



a 2 - access control systems/devices and/or guards as defined in this control

b - entry /exit points as defined in this control

c -Dept/agency safeguards as defined in this control

d - according to agency and/or facility procedures

f1 - physical access devices 
f2 - fiscal year, at a minimum

g - as defined by the agency/facility  (Rev 3 Parameter)

		PE-03(1)		H		(1) PHYSICAL ACCESS CONTROL | INFORMATION SYSTEM ACCESS 		The organization enforces physical access authorizations to the information system in addition to the physical access controls for the facility at [Assignment: organization-defined physical spaces containing one or more components of the information system].		Need parameter		any defined space (room/rack) within the facility

		PE-04		M,H		ACCESS CONTROL FOR TRANSMISSION MEDIUM		The organization controls physical access to[Assignment: organization-defined information system distribution and transmission lines]within organizational facilities using [Assignment: organization-defined security safeguards].		Need parameter
Need parameter
		 information system distribution and transmission lines as defined in this control

safeguards as defined in this control

		PE-06		L,M,H		MONITORING PHYSICAL ACCESS		The organization:
a. Monitors physical access to the facility where the information system resides to detect and respond to physical security incidents;
b. Reviews physical access logs [Assignment: organization-defined frequency] and upon occurrence of [Assignment: organization-defined events or potential indications of events]; and
c. Coordinates results of reviews and investigations with the organizational incident response capability.
		at a minimum quarterly (rev 3 parameter)

Need parameter		


b1 - at a minimum quarterly (Rev 3 Parameter)

b2 - Suspicious physical access activities such as (i) accesses outside of normal work hours; (ii) repeated accesses to areas not normally accessed; (iii) accesses for unusual lengths of time; and (iv) out-of-sequence accesses or as defined in this control

		PE-06(4)		H		(4) MONITORING PHYSICAL ACCESS | MONITORING PHYSICAL ACCESS TO INFORMATION SYSTEMS		The organization monitors physical access to the information system in addition to the physical access monitoring of the facility as [Assignment: organization-defined physical spaces containing one or more components of the information system].		Need parameter		any defined space (room/rack) within the facility

		PE-08		L,M,H		VISITOR ACCESS RECORDS		The organization:
a. Maintainsvisitor access recordsto the facility where the information system resides for [Assignment: organization-defined time period]; and
b. Reviewsvisitor access records [Assignment: organization-defined frequency].
		Need parameter

at a minimum quarterly (rev 3 parameter)		
a - at least 3 years 

b - at a minimum quarterly (Rev 3 Parameter)

		PE-10		M,H		EMERGENCY SHUTOFF		The organization:
a. Provides the capability of shutting off power to the information system or individual system components in emergency situations;
b. Places emergency shutoff switches or devices in [Assignment: organization-defined location by information system or system component] to facilitate safe and easy access for personnel; and
c. Protects emergency power shutoff capability from unauthorized activation.		in a controlled area accessible only by authorized individuals (rev 3 parameter)		


b - locations protected from accidental and unauthorized shutoff or as defined in this control 

		PE-11		M,H		EMERGENCY POWER		The organization provides a short-term uninterruptible power supply to facilitate [Selection (one or more): an orderly shutdown of the information system; transition of the information system to long-term alternate power] in the event of a primary power source loss.		Need parameter		
an orderly shutdown of the information system (if required)  or transition to a alternate power supply 

		PE-13(1)		H		(1) FIRE PROTECTION | DETECTION DEVICES / SYSTEMS 		The organization employs fire detection devices/systems for the information system that activate automatically and notify [Assignment: organization-defined personnel or roles] and [Assignment: organization-defined emergency responders]in the event of a fire.		Need parameter
Need parameter		the roles defined in this control

the appropriate local emergency responder(s)

		PE-13 (2)
added		H		FIRE PROTECTION | SUPPRESSION DEVICES / SYSTEMS		The organization employs fire suppression devices/systems for the information system that provide automatic notification of any activation to Assignment: organization-defined personnel or roles] and [Assignment: organization-defined emergency responders].				personnel defined in this control

personnel defined in this control.

		PE-14		L,M,H		TEMPERATURE AND HUMIDITY CONTROLS		The organization:
a. Maintains temperature and humidity levels within the facilitywhere theinformation systemresides at [Assignment: organization-defined acceptable levels]; and
b. Monitors temperature and humidity levels [Assignment: organization-defined frequency].
		acceptable levels as defined by the agency and condusive to the optimal operation of the information system. (rev 3 parameter)

Continuously if automated. If manual, beginning and end of each day (rev 3 parameter)		
a- acceptable levels as defined by the agency and conducive to the optimal operation of the information system. (rev 3 parameter)

b - Continuously if automated or the beginning and end of each day if manual (rev 3 parameter) 

		PE-15 (1)
added		H		WATER DAMAGE PROTECTION | AUTOMATION SUPPORT		The organization employs automated mechanisms to detect the presence of water in the vicinity of the information system and alerts [Assignment: organization-defined personnel or roles].				personnel defined in this control.

		PE-16		L,M,H		DELIVERY AND REMOVAL		The organization authorizes, monitors, and controls [%Assignment: organization-defined types of information system components%] entering and exiting the facility and maintains records of those items.		all designated information system components (rev 3 parameter)		
all designated information system component/categories as defined in this control 

		PE-17		M,H		ALTERNATE WORK		The organization:
a. Employs[Assignment: organization-defined security controls]at alternate work sites;
b. Assesses as feasible, the effectiveness of security controls at alternate work sites; and
c. Provides a means for employees to communicate with information security personnel in case of security incidents or problems.
		applicable NIST and USDA compliant management, operational, and technical information system security controls (rev 3 parameter)		
a - applicable NIST and USDA compliant management, operational, and technical information system security controls (rev 3 parameter)

		PE-18		H		LOCATION OF INFORMATION SYSTEM COMPONENTS		The organization positionsinformation system components within the facility to minimize potential damage from [Assignment: organization-defined physical and environmental hazards]and to minimize the opportunity for unauthorized access.		Need parameter		
any physical and/or environmental hazards defined in this control

		PL-01		L,M,H		Security Planning Policy and Procedures		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Asecurity planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the security planning policy and associated security planning controls; and
b. Reviews and updates the current:
1. Security planning policy [Assignment: organization-defined frequency]; and
2. Security planning procedures [Assignment: organization-defined frequency].
		Need parameter






at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		PL-02		L,M,H		SYSTEM SECURITY PLAN		The organization:
a. Develops a security plan for the information system that:
1. Is consistent with the organization’s enterprise architecture;
2. Explicitly defines the authorization boundary for the system;
3. Describes the operational context of the information system in terms of missions and business processes;
4. Provides the security categorization of the information system including supporting rationale;
5. Describes the operational environment for the information system and relationships with or connections to other information systems;
6. Provides an overview of the security requirements for the system;
7. Identifies any relevant overlays, if applicable;
8. Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring and supplementation decisions;and
9. Is reviewed and approved by the authorizing official ordesignated representative prior to plan implementation;
b. Distributes copies of the security plan and communicates subsequent changes to the plan to [Assignment: organization-defined personnel or roles];
c. Reviews the security plan for the information system [Assignment: organization-defined frequency]; 
d. Updates the plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments; and
e. Protects the security plan from unauthorized disclosure and modification.
		













Need parameter

at a minimum annually (rev 3 parameter)		
















b - System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency 

c - at a minimum annually (rev 3 parameter)

		PL-02(3)		M,H		(3) SYSTEM SECURITY PLAN |PLAN / COORDINATE WITH OTHER ORGANIZATIONAL ENTITIES		The organization plans and coordinates security-related activities affecting the information system with [Assignment: organization-defined individuals or groups] before conducting such activities in order to reduce the impact on other organizational entities.		Need parameter		
individuals or groups as defined in this control 


		PL-04		L,M,H		RULES OF BEHAVIOR		The organization:
a. Establishes and makes readily available toindividuals requiring access to the information system,the rules that describe their responsibilities and expected behavior with regard to information and information system usage;
b. Receivesa signed acknowledgment from such individuals, indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the information system;
c. Reviews and updates the rules of behavior [Assignment: organization-defined frequency]; and
d. Requires individuals who have signed a previous version of the rules of behavior to read and resign when the rules of behavior are revised/updated.
		



Need parameter		






at a minimum annually (rev 3 parameter)

		PL-08		M,H		INFORMATION SECURITY ARCHITECTURE		The organization:
a. Develops an information security architecture for the information system that:
1. Describes the overall philosophy, requirements, and approach to be taken with regard to protecting the confidentiality, integrity, and availability of organizational information;
2. Describes how the information security architecture is integrated into and supports the enterprise architecture; and
3. Describes any information security assumptions about, and dependencies on, external services;
b. Reviews and updates the information security architecture [Assignment: organization-defined frequency] to reflect updates in the enterprise architecture; and
c. Ensures that planned information security architecture changes are reflected in the security plan, the security Concept of Operations (CONOPS), and organizational procurements/acquisitions.
		



Need parameter		








b - at a minimum annually or when a significant change occurs

		PM-01		Dept		Information Security Program Plan 		The organization:  a. Develops and disseminates an organization-wide information security program plan that:  - Provides an overview of the requirements for the security program and a description of the security program management controls and common controls in place or planned for meeting those requirements;  - Provides sufficient information about the program management controls and common controls (including specification of parameters for any assignment and selection operations either explicitly or by reference) to enable an implementation that is unambiguously compliant with the intent of the plan and a determination of the risk to be incurred if the plan is implemented as intended;  - Includes roles, responsibilities, management commitment, coordination among organizational entities, and compliance;  - Is approved by a senior official with responsibility and accountability for the risk being incurred to organizational operations (including mission, functions, image, and reputation), organizational assets, individuals, other organizations, and the Nation;  b. Reviews the organization-wide information security program plan [%Assignment: organization-defined frequency%]; and  c. Revises the plan to address organizational changes and problems identified during plan implementation or security control assessments.		at a minimum annually (rev 3 parameter)		 












at a minimum annually or when a significant change occurs

		PS-01		L,M,H		PERSONNEL SECURITY POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Apersonnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the personnel security policy and associated personnel security controls; and
b. Reviews and updates the current:
1. Personnel security policy [Assignment: organization-defined frequency]; and
2. Personnel security procedures [Assignment: organization-defined frequency].
		Need parameter






at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)		The USDA Department Personel Manual (DPM)
DR/DM 4000 thru 4099
http://www.dm.usda.gov/employ/policy/index.htm

Also NARA 
M 12-18

		PS-02		L,M,H		Position Categorization		The organization:
a. Assigns a risk designation to all organizational positions;
b. Establishes screening criteria for individuals filling those positions; and
c. Reviews and updates position risk designations [Assignment: organization-defined frequency].		as per departmental policy (rev 3 parameter)		

c - upon changes to the position description or as defined in this control   (Rev 3 Parameter) 

		PS-03		L,M,H		PERSONNEL SCREENING		The organization:
a. Screens individuals prior to authorizing access to the information system; and
b. Rescreens individuals according to [Assignment: organization-defined conditions requiring rescreening and, where rescreening is so indicated, the frequency of such rescreening].		conditions requiring rescreening in accordance with USDA policies and procedures (rev 3 parameter)		


b - conditions requiring rescreening in accordance with USDA policies and procedures

		PS-04		L,M,H		PERSONNEL TERMINATION		The organization, upon termination of individual employment:
a. Disables information system access within [Assignment: organization-defined time period];
b. Terminates/revokes any authenticators/credentials associated with the individual;
c. Conducts exit interviews that include a discussion of [Assignment: organization-defined information security topics];
d. Retrieves all security-related organizational information system-related property;
e. Retains access to organizational information and information systems formerly controlled by terminated individual; and
f. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined time period].
		Need Parameter


Need Parameter


Need Parameter		a - the timeframe defined in the USDA Access Control Policy. 

c -  any security constraints imposed on former employees 


f - The supervisor or sponsor, and ISSO, HR (in the case of an employee), the COR and sponsor (in the case of a non-employee) ;  the organization defined time period

		PS-04(2)		H		(2) PERSONNEL TERMINATION | AUTOMATED NOTIFICATION		The organization employs automated mechanisms to notify [Assignment: organization-defined personnelor roles] upon termination of an individual.		Need parameter		the supervisor and/or sponsor, and ISSO; 

		PS-05		L,M,H		PERSONNEL TRANSFER		The organization: 
a. Reviews and confirms ongoing operational need for current logical and physical access authorizations to information systems/facilities whenindividualsare reassigned or transferred to other positions within the organization;
b. Initiates [Assignment: organization-defined transfer or reassignment actions] within [Assignment: organization-defined time period following the formal transfer action];
c. Modifies access authorization as needed to correspond with any changes in operational need due to reassignment or transfer; and
d. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined time period].
		


agency required reassignment actions (rev 3 parameter)


Need Parameter

agency defined time period following the formal transfer action (rev 3 parameter)		



b. agency required reassignment actions

b. agency defined time period following the formal transfer action

d. The supervisor or sponsor, and ISSO;  a timely manner ;  HR (in the case of an employee), the COR and sponsor (in the case of a non-employee). 

the organization defined time period

		PS-06		L,M,H		ACCESS AGREEMENTS		The organization:
a. Develops and documents access agreements for organizational information systems;
b. Reviews and updates the access agreements [Assignment: organization-defined frequency]; and
c. Ensures that individuals requiring access to organizational information and information systems:
1. Sign appropriate access agreements prior to being granted access; and
2. Re-sign access agreements to maintain access to organizational information systems when access agreements have been updated or [Assignment: organization-defined frequency].
		at a minimum annually (rev 3 parameter)




Need parameter		


b - at a minimum annually (Rev 3 parameter)




c2 - at a minimum annually or as defined in this control

		PS-07		L,M,H		THIRD-PARTY PERSONNEL SECURITY		The organization:
a. Establishes personnel security requirements including security roles and responsibilitiesfor third-party providers;
b. Requires third-party providers to comply with personnel security policies and procedures established by the organization;
c. Documents personnel security requirements;
d. Requires third-party providers to notify [Assignment: organization-defined personnel or roles] of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges within [Assignment: organization-defined time period]; and
e. Monitors provider compliance.
		




Need parameter 


Need parameter		





the Requester/ Sponsor of third-party IT systems or services, personnel security officer, COTR, COR, CO;  


as defined in the USDA access control policy 

		PS-08		L,M,H		PERSONNEL SANCTIONS		The organization:
a. Employs a formal sanctions process for individuals failing to comply with established information security policies and procedures; and
b. Notifies [Assignment: organization-defined personnelor roles] within [Assignment: organization-defined time period] when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction.
		Need parameter 

Need parameter		

a - personnel as defined in this control

B - timeframe defined in this control		DPM Chapter 751

		RA-01		L,M,H		RISK ASSESSMENT POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Arisk assessment policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the risk assessment policy and associated risk assessment controls; and
b. Reviews and updates the current:
1. Risk assessment policy [Assignment: organization-defined frequency]; and
2. Risk assessment procedures [Assignment: organization-defined frequency].
		Need parameter





at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		RA-03		L,M,H		Risk Assessment		TThe organization:
a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits;
b. Documents risk assessment results in [Selection: security plan; risk assessment report; [Assignment: organization-defined document]];
c. Reviews risk assessment results [Assignment: organization-defined frequency];
d. Disseminates risk assessment results to [Assignment: organization-defined personnel or roles]; and
e. Updates the risk assessment[Assignment: organization-defined frequency] or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.

		in the Department's official FISMA reporting tool (rev 3 parameter)

at a minimum annually (rev 3 parameter)

Need parameter

at least annually or when any significant changes are made to the system (rev 3 parameter)		




b - in the Department's official FISMA reporting tool (Rev 3 Parameter)

c -  at a minimum annually  (Rev 3 Parameter)

d - System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency

 e - at least annually  (Rev 3 Parameter)

		RA-05		L,M,H		VULNERABILITY SCANNING		The organization:
a. Scans for vulnerabilities in the information system and hosted applications[Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process] and when new vulnerabilities potentially affecting the system/applicationsare identified and reported;
b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for:
1. Enumerating platforms, software flaws, and improper configurations;
2. Formatting checklists and test procedures; and
3. Measuring vulnerability impact; 
c. Analyzes vulnerability scan reports and results from security control assessments;
d. Remediates legitimate vulnerabilities [Assignment: organization-defined response times]in accordance with an organizational assessment of risk; and
e. Shares information obtained from the vulnerability scanning process and security control assessments with [Assignment: organization-defined personnel or roles] to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).
		

Monthy (rev 3 parameter)

 





within 30 days for high risk, 90 days for moderate risk;  low risk shall be remediated (rev 3 parameter)

Need parameter



		


a - at a minimum monthly (Rev 3 parameter)








d - within 30 days for high risk, 90 days for moderate risk;  low risk shall be remediated according to assigned POA&M date 

e - the OCIO and other organization(s) defined by the Agency

		RA-05(2)		M,H		(2) VULNERABILITY SCANNING | UPDATE BY FREQUENCY / PRIOR TO NEW SCAN / WHEN IDENTIFIED		The organization updates the information system vulnerabilities scanned[Selection (one or more):[Assignment: organization-defined frequency]; prior to a new scan; when new vulnerabilities are identified and reported].		using an automated check performed daily (rev 3 parameter)		
Prior to a new scan and/or when new vulnerabilities are defined and reported  (Rev 3 parameter)

		RA-05(4)		H		VULNERABILITY SCANNING | DISCOVERABLE INFORMATION		The organization determines what information about the information system is discoverable by adversaries and subsequently takes [Assignment: organization-defined corrective actions].		Need parameter		
corrective actions defined by the Dept and/or agency

		RA-05(5)		M,H		(5) VULNERABILITY SCANNING | PRIVILEGED ACCESS		The information system implements privileged access authorization to [Assignment: organization-identified information system components] for selected [Assignment: organization-defined vulnerabilityscanning activities].		 system components identified in the security plan (rev 3 parameter)
Need parameter		system components identified in the RA-1 procedures  or in this control (Rev 3 parameter) 


		SA-01		L,M,H		SYSTEM AND SERVICES ACQUISITION POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Asystem and services acquisition policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls; and
b. Reviews and updates the current:
1. System and services acquisition policy [Assignment: organization-defined frequency]; and
2. System and services acquisition procedures [Assignment: organization-defined frequency].
		Need parameter







at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)





At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		SA-3		L,M,H		SYSTEM DEVELOPMENT LIFE CYCLE		The organization:
a. Manages the information system using [Assignment: organization-defined system development life cycle] that incorporates information security considerations;
b. Defines and documents information security roles and responsibilities throughout the system development life cycle;
c. Identifies individuals having information security roles and responsibilities; and
d. Integrates the organizational information security risk management process into system development life cycle activities.
		Need parameter		
a - the system development life cycle In accordance with Dept/Agency policy 

		SA-04(2)		M,H		(2) ACQUISITION PROCESS | DESIGN / IMPLEMENTATION INFORMATION FOR SECURITY CONTROLS 		The organization requires the developer of the information system, system component, or information system serviceto provide design and implementation information for the security controls to be employed that includes: [Selection (one or more): security-relevant external system interfaces; high-level design; low-level design; sourcecode or hardware schematics; [Assignment: organization-defined design/implementation information]] at [Assignment: organization-defined level of detail].		Need parameter

Need parameter		
NIST compliant - security-relevant external system interfaces, high-level design, low-level design, source code, hardware schematics and /or other  design/implementation information as determined by the ISSPM;
a level of detail determined by the agency and/or agency policy


		SA-05		L,M,H		INFORMATION SYSTEM DOCUMENTATION		The organization:
a. Obtainsadministratordocumentationfor the information system, system component, or information system service thatdescribes:
1. Secure configuration, installation, and operation of the system, component, orservice; 
2. Effective use and maintenance of security functions/mechanisms; and
3. Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions;
b. Obtainsuserdocumentation for the information system, system component, or information system service that describes:
1. User-accessible security functions/mechanisms and how to effectively use those security functions/mechanisms;
2. Methods for user interaction, which enables individuals to use the system, component, or service in a more secure manner; and
3. User responsibilities in maintaining the security of the system, component, or service;
c. Documents attempts to obtaininformation system, system component, or information system service documentation when such documentation is either unavailable or nonexistent and [Assignment: organization-defined actions] in response;
d. Protects documentation as required, in accordance with the risk management strategy; and
e. Distributes documentation to [Assignment: organization-defined personnel or roles].
		














Need parameter

Need parameter		
















c - notifies the ISSO/ISSPM



e -  personnel and/or roles as defined in USDA/agency policy and/or in this control

		SA-09		L,M,H		EXTERNAL INFORMATION SYSTEM SERVICES		The organization:
a. Requires that providers of external information system services comply with organizational information security requirements and employ [Assignment: organization-defined security controls] in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;
b. Defines and documents government oversight and user roles and responsibilities with regard to external information system services;and
c. Employs [Assignment: organization-defined processes, methods, and techniques] to monitor security control compliance by external service providers on an ongoing basis.
		
Need parameter



Need parameter		

NIST/OMB/USDA compliant security controls 



USDA/agency defined processes, methods and techniques

		SA-09(2)		M,H		(2) EXTERNAL INFORMATION SYSTEMS | IDENTIFICATION OF FUNCTIONS / PORTS / PROTOCOLS / SERVICES 		The organization requires providers of [Assignment: organization-defined external information system services] to identify the functions, ports, protocols, and other services required for the use of such services.		Need parameter		all external cloud, and/or service providers  

		SA-10		M,H		DEVELOPER CONFIGURATION MANAGEMENT		The organization requires the developer of the information system, system component, or information system service to:
a. Perform configuration management during system, component, or service[Selection (one or more): design; development; implementation; operation];
b. Document, manage, and control the integrity of changes to [Assignment: organization-defined configuration items under configuration management];
c. Implement only organization-approved changes to the system, component, or service;
d. Document approved changes to the system, component, or service and the potential security impacts of such changes; and
e. Track security flaws and flaw resolutionwithin the system, component, or service and report findings to [Assignment: organization-defined personnel].
		
Need parameter

Need parameter






Need parameter		

a - design, development, implementation, and operation as approved by the agency

b - agency-defined configuration items under configuration management



e - agency personnel designated for security oversight of the development 




		SA-11		M,H		DEVELOPER SECURITY TESTING AND EVALUATION		The organizationrequires the developer of the information system, system component, or information system service to:
a. Create and implementa security assessment plan;
b. Perform[Selection (one or more): unit; integration; system; regression] testing/evaluation at [Assignment: organization-defined depth and coverage];
c. Produce evidence of the execution of the security assessment plan and the results of the security testing/evaluation;
d. Implement a verifiable flaw remediation process; and
e. Correct flaws identified during security testing/evaluation.
		


Need parameter

Need parameter


		


b1 - unit, integration, system, and/or regression (as determined by the agency)

b2 - agency-approved level of depth and coverage consistent with the USDA RMF 


		SA-12		H		Supply Chain Protection 		The organization protects against supply chain threats to the information system, system component,or information system service by employing [Assignment: organization-defined securitysafeguards] as part of a comprehensive, defense-in-breadth information security strategy.		agency defined measures (rev 3 parameter)		
agency defined measures (Rev 3 Parameter)

		SA-15		H		DEVELOPMENT PROCESS, STANDARDS, AND TOOLS		The organization:
a. Requires the developer of the information system, system component, or information system serviceto follow a documenteddevelopment process that:
1. Explicitly addresses security requirements;
2. Identifies the standards and tools used in the development process;
3. Documents thespecific tool options and tool configurations usedin the development process; and
4. Documents, manages, and ensures the integrity of changes to the process and/or tools used in development; and
b. Reviews the development process,standards, tools, and tool options/configurations[Assignment: organization-defined frequency] to determine if the process, standards, tools, and tool options/configurations selected and employed can satisfy [Assignment: organization-defined security requirements].
		








Need parameter

Need parameter


		









at minimum annually 

Dept/agency defined security requirements

		SA-16		H		DEVELOPER-PROVIDED TRAINING		The organization requires the developer of the information system, system component, or information system service toprovide [Assignment: organization-defined training] on the correct use and operation of the implemented security functions,controls, and/or mechanisms.		Need parameter		
the training agreed upon by the organization and the provider

		SC-01		L,M,H		SYSTEM AND COMMUNICATIONS PROTECTION POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Asystem and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls; and
b. Reviews and updates the current:
1. System and communications protection policy [Assignment: organization-defined frequency]; and
2. System and communications protection procedures [Assignment: organization-defined frequency].
		Need parameter






at a minimum annually (rev 3 parameter)

at a minimum annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)





At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		SC-05		L,M,H		Denial of Service Protection		The information system protects against or limits the effects of the following types of denial of service attacks: [Assignment: organization-defined types of denial of service attacks or reference to source for such information] by employing [Assignment: organization-definedsecurity safeguards].		the list as defined by ASOC (rev 3 parameter)

Need parameter		
utilizing the list as defined by ASOC  (rev 3 parameter)
safeguards as defined by ASOC or in this control

		SC-07		L,M,H		 BOUNDARY PROTECTION		The information system:
a. Monitors and controls communications at the external boundary of the system and at key internal boundaries within the system;
b. Implements subnetworks for publicly accessible system components that are [Selection: physically; logically] separated from internal organizational networks; and
c. Connects to external networks or information systems only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizationalsecurity architecture.
		Need parameter		


b - physically and/or logically as specified in this control

		SC-07(4)		M,H		(4) BOUNDARY PROTECTION |EXTERNAL TELECOMMUNICATIONS SERVICES		The organization:
(a) Implements a managedinterfacefor eachexternal telecommunication service;
(b) Establishes a traffic flow policy for each managed interface;
(c) Protects the confidentiality and integrity of the information being transmitted across each interface;
(d) Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need; and
(e) Reviews exceptions to the traffic flow policy[Assignment: organization-defined frequency] and removes exceptions that are no longer supported by an explicit mission/business need.		at a minimum quarterly (rev 3 parameter)
		






e - at least quarterly 

		SC-07(8)		H		(8) BOUNDARY PROTECTION |ROUTE TRAFFIC TO AUTHENTICATED PROXY SERVERS		The information system routes [Assignment: organization-defined internal communications traffic]to[Assignment: organization-defined external networks] through authenticated proxy servers at managed interfaces.		all internal communications traffic (rev 3 parameter)
external networks (rev 3 parameter)		all internal communications traffic (rev 3 parameter)
 
external networks (rev 3 parameter)


		SC-07(21)		H		(21) BOUNDARY PROTECTION | ISOLATION OF INFORMATION SYSTEM COMPONENTS 		The organization employs boundary protection mechanisms to separate[Assignment: organization-defined information system components]supporting [Assignment: organization-defined missions and/or business functions].		Need parameter

Need parameter		the components defined in this control

different missions/functions as defined in this control

		SC-08		M,H		TRANSMISSION CONFIDENTIALITY AND INTEGRITY		The information system protects the [Selection (one or more): confidentiality; integrity] of transmitted information.		Need parameter		confidentiality and integrity

		SC-08(1)		M,H		(1) TRANSMISSION CONFIDENTIALITY AND INTEGRITY | CRYPTOGRAPHIC OR ALTERNATE PHYSICAL PROTECTION 		The information system implementscryptographic mechanisms to [Selection (one or more): prevent unauthorized disclosure of information; detectchanges to information] during transmission unless otherwise protected by [Assignment: organization-defined alternative physical safeguards].		Need parameter
Need parameter		prevent unauthorized disclosure of information and/or detect changes to information as specified in this control
secure physical safeguards approved as defined in this control

		SC-10		M,H		NETWORK DISCONNECT		The information system terminates the network connection associated with a communications session at the end of the session or after [Assignment: organization-defined time period] of inactivity.		a maximum of 15 minutes or as defined by Department policy according to the type of network access (remote, direct connection, dialup, etc.) (rev 3 parameter)		a maximum of 15 minutes or as defined by  Department policy and documented in this control 

		SC-12		L,M,H		CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT		The organization establishes and manages cryptographic keys for required cryptography employed within the information system in accordance with [Assignment: organization-defined requirements for key generation, distribution, storage, access, and destruction].		Need parameter		
 USDA Policy		DM 3530-003, DM3530-005 New Policy Should include key handling and TIC inspection

		SC-13		L,M,H		CRYPTOGRAPHIC PROTECTION		The information system implements [Assignment: organization-defined cryptographic usesand type of cryptography required for each use] in accordance with applicablefederal laws, Executive Orders, directives, policies, regulations, and standards.		Need parameter		 
USDA Cryptographic protections 
		DM 3530-003, DM3530-005 (Table 2)
New Policy Should include key handling and TIC inspection

		SC-15		L,M,H		COLLABORATIVE COMPUTING DEVICES		The information system:
a. Prohibits remote activation of collaborative computing devices with the following exceptions: [Assignment: organization-defined exceptions where remote activation is to be allowed]; and
b. Provides an explicit indication of use to users physically present at the devices.
		Departmental Policy as defined in the Security Plan (rev 3 parameter)		
a - defined in this control as allowed by USDA Policy		DM 3530-003, DM3530-005

		SC-17		M,H		PUBLIC KEY INFRASTRUCTURE CERTIFICATES		The organization issues public key certificates under an [Assignment: organization-defined certificate policy]or obtains public key certificates from an approved service provider.		identity access and management policy approved by the Department  (rev 3 parameter)		identity access and management policy approved by the Department  		DM 3530-003, DM3530-005 New Policy Should include key handling and TIC inspection

		SC-24		H		FAIL IN KNOWN STATE		The information system fails to a [Assignment: organization-defined known-state] for [Assignment: organization-defined types of failures] preserving [Assignment: organization-defined system state information] in failure.		secure state (rev 3 parameter)
all systemic failures (rev 3 parameter)
system state information (rev 3 parameter)		secure state (Rev 3 parameter)
all systemic failures (Rev 3 parameter)
system state information (Rev 3 parameter)

		SC-28		M,H		PROTECTION OF INFORMATION AT REST		The information system protects the [Selection (one or more): confidentiality; integrity]of [Assignment: organization-defined information at rest].		Need parameter
Need parameter		confidentiality and integrity 
all information at rest as defined in this control in accordance with Dept/agency policy 

Ask CISO/CIO for encrypting all data at rest (800-111) end user devices
		3530-000, 3550-002, NIST 800-111

		SI-01		L,M,H		SYSTEM AND INFORMATION INTEGRITY POLICY AND PROCEDURES		The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Asystem and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls; and
b. Reviews and updates the current:
1. System and information integrity policy [Assignment: organization-defined frequency]; and
2.  System and information integrity procedures [Assignment: organization-defined frequency].
		Need parameter




at a minimum annually (rev 3 parameter)
at a minimum annually (rev 3 parameter)		CIOs, System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency (rev 3 parameter)






At a minimum annually   (Rev 3 Parameter)
At a minimum annually   (Rev 3 Parameter)

		SI-02		L,M,H		FLAW REMEDIATION		The organization:
a. Identifies, reports, and corrects information system flaws;
b. Tests software and firmware updates related to flaw remediation for effectiveness and potential side effects before installation;
c. Installs security-relevant software and firmware updates within [Assignment: organization-defined time period] of the release of the updates; and
d. Incorporates flaw remediation into the organizational configuration management process.
		Need parameter		




the time frames defined in dept/agency policy
		3535-002, CISO ASOC CVPM Memo, CM Draft Policy does not list

		SI-02(2)		M,H		FLAW REMEDIATION | AUTOMATED FLAW REMEDIATION STATUS		The organization employs automated mechanisms [%Assignment: organization-defined frequency%] to determine the state of information system components with regard to flaw remediation.		at a minimum monthly (rev 3 parameter)
		
at a minimum monthly (Rev 3 Parameter)


		SI-03		L,M,H		MALICIOUS CODE PROTECTION		The organization:
a. Employs malicious code protection mechanisms at information system entry and exit points to detect and eradicate malicious code;
b. Updates malicious code protection mechanisms whenever new releases are available in accordance with organizational configuration management policy and procedures;
c. Configures malicious code protection mechanisms to:
1. Perform periodic scans of the information system [Assignment: organization-defined frequency] and real-time scans of files from external sources at [Selection (one or more); endpoint; network entry/exit points]as the files are downloaded, opened, or executed in accordance with organizational security policy; and
2. [Selection (one or more): block malicious code;quarantine malicious code; send alert to administrator; [Assignment: organization-defined action]]in response to malicious code detection;and
d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.
		at a minimum weekly (Rev 3 parameter)

Need parameter

block and/or quarantine malicious code and then send an alert to administrator (Rev 3 parameter)		






c1 - at a minimum weekly (Rev 3 Parameter)

Selected servers (e.g., Network, Web, e-mail, and database), gateways, and vulnerable and critical system entry/exit points as defined in this control

c2 - block and/or quarantine malicious code and then send an alert to the ISSO/administrator (Rev 3 Parameter)



		SI-04		L,M,H		Information System Monitoring 		The organization:
a. Monitors the information system to detect:
1. Attacks and indicators of potential attacks in accordance with [Assignment: organization-defined monitoring objectives]; and
2. Unauthorized local, network, and remote connections;
b. Identifies unauthorized use of the information system through [Assignment: organization-defined techniques and methods];
c. Deploys monitoring devices: (i) strategically within the information system to collect organization-determined essential information; and (ii) at ad hoc locations within the system to track specific types of transactions of interest to the organization;
d. Protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion;
e. Heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or  the Nation based on law enforcement information, intelligence information, or other credible sources of information;
f. Obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations; and
g. Provides [Assignment: organization-defined information system monitoring information] to [Assignment: organization-defined personnel or roles] [Selection (one or more): as needed; [Assignment: organization-defined frequency]].
		

Departmental  guidance and applicable NIST 800 Special Publications (rev 3 parameter)

Need parameter












Need parameter

Need parameter		


1 - Departmental  guidance, cert releases and applicable best practices

 2b - techniques and methods defined in this control













g1 - information system monitoring information as defined in this control
g2 - the personnel and/or roles specified in this control
g3 - at intervals specified in this control



		SI-04(4)		M,H		(4) INFORMATION SYSTEM MONITORING | INBOUND AND OUTBOUND COMMUNICATIONS TRAFFIC		The information system monitors inbound and outbound communications traffic[Assignment: organization-defined frequency] for unusual or unauthorized activities or conditions.		Need parameter		
continuously or as defined in this control

		SI-04(5)		M,H		(5) INFORMATION SYSTEM MONITORING |SYSTEM-GENERATED ALERTS		The information system alerts [Assignment: organization-defined personnel or roles] when the following indications of compromise or potential compromise occur: [Assignment: organization-defined compromise indicators].		Need parameter

Unusual or unauthorized activities defined by US CERT (rev 3 parameter)		the agency ISSPM, ISSO and/or CIRT  and/or roles defined in this control

Unusual or unauthorized activities defined by US CERT and the Dept/Agency		FedRamp

		SI-05		L,M,H		SECURITY ALERTS, ADVISORIES, AND DIRECTIVES		The organization:
a. Receives information system security alerts, advisories, and directives from [Assignment: organization-defined external organizations] on an ongoing basis;
b. Generates internal security alerts, advisories, and directives as deemed necessary;
c. Disseminates security alerts, advisories, and directives to: [Selection (one or more): [Assignment: organization-defined personnelor roles]; [Assignment: organization-defined elements within the organization]; [Assignment: organization-defined external organizations]]; and
d. Implements security directives in accordance with established timeframes, or notifies the issuing organization of the degree of noncompliance.
		Need parameter

CIOs, ISSPMs, ISSOs, Network and system administrators or as defined by the Departrment/Agency (rev 3 parameter)

		
a - the manufacturer/vendor, authoritative sources, United States Computer Emergency Readiness Team (US CERT), or other federal entities or agencies, and other entities as defined in this control

c - CIOs, ISSPMs, ISSOs, Network and system administrators or as defined by the Department/Agency

		SI-06		H		SECURITY FUNCTION VERIFICATION		The information system:
a. Verifies the correct operation of [Assignment: organization-defined security functions];
b. Performs this verification [Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; [Assignment: organization-defined frequency]];
c. Notifies [Assignment: organization-defined personnel or roles] of failed security verification tests; and
d. [Selection (one or more): shuts the information system down; restarts the information system; [Assignment: organization-defined alternative action(s)]] when anomalies are discovered.
		Need parameter

upon system startup and restart, upon command from a user with appropriate privilege, and periodically as defined in the system security plan (rev 3 parameter)

security and/or system administrator (rev 3 parameter)

writes to the audit log, and shuts down the information system (rev 3 parameter)		
a - security functions identified in this control

b - upon system startup and restart, upon command from a user with appropriate privilege (Rev 3 Parameter)

c - notifies the System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency

d - writes to the audit log, and notifies the ISSP/ISSPM, security and/or system administrator (Rev 3 Parameter)

		SI-07		M,H		SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY		The organization employs integrity verification tools to detect unauthorized changes to [Assignment: organization-defined software, firmware, and information].		Need parameter		software, firmware, and/or information or as defined in this control

		SI-07(1)		M,H		(1) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRITY CHECKS		The information system performs an integrity check of [Assignment: organization-defined software, firmware, and information][Selection (one or more):at startup; at [Assignment: organization-defined transitional states or security-relevant events]; [Assignment: organization-defined frequency]].		Need parameter

Need parameter

Need parameter		software, firmware, and/or  information as defined in this control
during transitional states or security-relevant events as defined in this control
At a minimum monthly OR at intervals specified in this control

		SI-07(2)		H		(2) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | AUTOMATED NOTIFICATIONSOF INTEGRITY VIOLATIONS		The organization employs automated tools that provide notification to [Assignment: organization-defined personnel or roles] upon discovering discrepancies during integrity verification.		Need parameter		the System Owners, ISSPMs, ISSOs or key stakeholders as defined by the Department/Agency

		SI-07(5)		H		(5) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY |AUTOMATED RESPONSE TO INTEGRITY VIOLATIONS		The information system automatically[Selection (one or more): shuts the information system down; restarts the information system; implements[Assignment: organization-defined security safeguards]] when integrity violations are discovered.		Need parameter		implements the security safeguards/actions defined in this control


		SI-07(7)		M,H		(7) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | INTEGRATION OF DETECTION AND RESPONSE		The organization incorporates the detection of unauthorized [Assignment: organization-defined security-relevant changes to the information system] into the organizational incident response capability.		Need parameter		security-relevant changes to the information system as defined in this control

		SI-10		M,H		INFORMATIONINPUT VALIDATION		The information system checks the validity of [Assignment: organization-defined information inputs].		Need parameter		information inputs as defined in this control

		SI-11		M,H		ERROR HANDLING		The information system:
a. Generates error messages that provide information necessary for corrective actions without revealing information that could be exploited by adversaries; and
b. Reveals error messages only to [Assignment: organization-defined personnel or roles].
		Need parameter		


b - the roles defined in this control

		SI-16		M,H		MEMORY PROTECTION		The information system implements [Assignment: organization-defined security safeguards] to protect its memory from unauthorized code execution.		Need parameter		the security safeguard(s) defined in this control
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		Control		FIPS 199 Requirement		Title		Control Requirement		Parameter		Mapping From Rev2 (If Any)		Dept Current Recommendation

		AC-01		L,M,H		Access Control Policies and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization defined frequency%]: a. A formal, documented access control policy that addresses purpose, scope, roles,responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the access control policy and associated access controls.  		Assignment: organization defined frequency				At a minimum annually   

		AC-02		L,M,H		Account Management		The organization managements information system accounts including:  a. Identifying account types (i.e. individual, group, system, application, guest/anonymous, and temporary); b. Establishing conditions for group membership; c. Identifying authorized users of the information systems specifying access privileges;  d. Requiring appropriate approvals for requests to establish accounts;  e. Establishing, activating, modifying, disabling, and removing accounts;  f. Specifically authorizing and monitoring the use of the guest/anonymous and temporary accounts;  g. Notifying account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information systems usage or need-to-know/need-to-share changes; h. Deactivating: (i) temporary accounts that are no longer required; and (ii) accounts of terminated or transferred users;  i. Granting access to the system based on: (i) a valid access authorization; (ii) intended system usage; and (iii) other attributes as required by the organization or associated missions/business functions; and j.  Reviewing accounts [%Assignment: organization-defined frequency%]. 		Assignment: organization-defined frequency		From AC-02 parameter		at a minimum quarterly

		AC-02(2)		M,H		Account Management (2)		The information system automatically terminates temporary and emergency accounts after [%Assignment: organization-defined time period for each type of account%].		Assignment: organization-defined time period for each type of account		From AC-02(2) parameter		the established end date when the account was created or a maximum of 48 hours.

		AC-02(3)		M,H		Account Management (3)		The information system automatically disables inactive accounts after [%Assignment: organization-defined time period%].		Assignment: organization-defined time period		From AC-02(3) parameter		a maximum of 60 days

		AC-02(5)		NS		Account Management (5)		The organization: (a) Requires that users log out when [%Assignment: organization defined time-period of expected inactivity and/or description of when to log out%];  (b) Determines normal time-of-day and duration usage for information system accounts; (c) Monitors for atypical usage of information system accounts; and (d) Reports atypical usage to designated organizational officials.		Assignment: organization defined time-period of expected inactivity and/or description of when to log out				15 minutes of inactivity has elapsed or when leaving the immediate area where the computer resides

		AC-06(1)		M,H		Least Privilege (1)		The organization explicitly authorizes access to [%Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information%].		Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information				the list of functions defined in the Security Plan based on Role

		AC-06(2)		M,H		Least Privilege (2)		The organization requires that users of information system accounts, or roles, with access to [%Assignment: organization-defined list of security functions or security-relevant information%], use non-privileged accounts, or roles, when accessing other system functions, and if feasible, audits any use of privileged accounts, or roles, for such functions.		Assignment: organization-defined list of security functions or security-relevant information				the security functiions as defined in the system security plan

		AC-07		L,M,H		Unsuccessful Login Attempts		The information system:a. Enforces a limit of [%Assignment: organization-defined number%] consecutive invalid login attempts by a user during a [%Assignment: organization-defined time period%]; and b. Automatically [%Selection: locks the account/node for an [Assignment: organization-defined time period]; locks the account/node until released by an administrator; delays next login prompt according to [Assignment: organization-defined delay algorithm]%] when the maximum number of unsuccessful attempts is exceeded. The control applies regardless of whether the login occurs via a local or network connection.		Assignment: organization-defined number		From AC-07 parameter		 a maximum of 5 attempts

		AC-07		L,M,H		Unsuccessful Login Attempts		The information system:a. Enforces a limit of [%Assignment: organization-defined number%] consecutive invalid login attempts by a user during a [%Assignment: organization-defined time period%]; and b. Automatically [%Selection: locks the account/node for an [Assignment: organization-defined time period]; locks the account/node until released by an administrator; delays next login prompt according to [Assignment: organization-defined delay algorithm]%] when the maximum number of unsuccessful attempts is exceeded. The control applies regardless of whether the login occurs via a local or network connection.		Assignment: organization-defined time period		From AC-07 parameter		15 minutes or longer
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"a maximum of 15 minutes" 
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		AC-07		L,M,H		Unsuccessful Login Attempts		The information system:a. Enforces a limit of [%Assignment: organization-defined number%] consecutive invalid login attempts by a user during a [%Assignment: organization-defined time period%]; and b. Automatically [%Selection: locks the account/node for an [Assignment: organization-defined time period]; locks the account/node until released by an administrator; delays next login prompt according to [Assignment: organization-defined delay algorithm]%] when the maximum number of unsuccessful attempts is exceeded. The control applies regardless of whether the login occurs via a local or network connection.		Selection: locks the account/node for an [Assignment: organization-defined time period]; locks the account/node until released by an administrator; delays next login prompt according to [Assignment: organization-defined delay algorithm]		From AC-07 parameter		locks the account until released by an administrator; and/or delays next login prompt a minimum of 15 minutes

		AC-10		H		Concurrent Session Control		The information system limits the number of concurrent sessions for each system account to [%Assignment: organization-defined number%].		Assignment: organization-defined number		From AC-10 parameter		one (only one total session per login)



		AC-11		M,H		Session Lock		The information system: a. Prevents further access to the system by initiating a session lock after [%Assignment: organization-defined time period%] of inactivity or upon receiving a request from a user; and b. Retains the session lock until the user reestablishes access using established identification and authentication procedures.		Assignment: organization-defined time period		From AC-11 parameter		15 mins

		AC-17(5)		M,H		Remote Access (5)		The organization monitors for unauthorized remote connections to the information system [%Assignment: organization-defined frequency%], and takes appropriate action if an unauthorized connection is discovered.		Assignment: organization-defined frequency				Continually with automated notification to  the system administrator(s).

		AC-17(7)		M,H		Remote Access (7)		The organization ensures that remote sessions for accessing [%Assignment: organization-defined list of security functions and security-relevant information%] employ [%Assignment: organization-defined additional security measures%] and are audited.		Assignment: organization-defined list of security functions and security-relevant information				security functions as defined in the Security Plan

		AC-17(7)		M,H		Remote Access (7)		The organization ensures that remote sessions for accessing [%Assignment: organization-defined list of security functions and security-relevant information%] employ [%Assignment: organization-defined additional security measures%] and are audited.		Assignment: organization-defined additional security measures				2 Factor Authentication;  All remote session activity for both regular and security related functions must be audited.

		AC-17(8)		M,H		Remote Access (8)		The organization disables [%Assignment: organization-defined networking protocols within the information system deemed to be nonsecure%] except for explicitly  identified components in support of specific operational requirements.		Assignment: organization-defined networking protocols within the information system deemed to be nonsecure				Department/agency restricted network protocols (e.g. Telnet, Rlogin and any other agency defined non-secure protocols as defined in the SSP )

		AC-18(2)		H		Wireless Access (2)		The organization monitors for unauthorized wireless connections to the information system, including scanning for unauthorized wireless access points [%Assignment: organization-defined frequency%], and takes appropriate action if an unauthorized connection is discovered.		Assignment: organization-defined frequency		From AC-18(2) parameter		at a minimum quarterly

		AC-19		L,M,H		Access Control for Mobile Devices 		Control: The organization: a. Establishes usage restrictions and implementation guidance for organization-controlled mobile devices; b. Authorizes connection of mobile devices meeting organizational usage restrictions and implementation guidance to organizational information systems; c. Monitors for unauthorized connections of mobile devices to organizational information systems; d. Enforces requirements for the connection of mobile devices to organizational information  systems; e. Disables information system functionality that provides the capability for automatic execution of code on mobile devices without user direction; f. Issues specially configured mobile devices to individuals traveling to locations that the organization deems to be of significant risk in accordance with organizational policies and procedures; and g. Applies [%Assignment: organization-defined inspection and preventative measures%] to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures.		Assignment: organization-defined inspection and preventative measures				enhanced analysis and cleaning measures

		AC-22		L,M,H		Publicly Accessible Content 		The organization: a. Designates individuals authorized to post information onto an organizational information system that is publicly accessible; b. Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information; c. Reviews the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system; d. Reviews the content on the publicly accessible organizational information system for nonpublic information [%Assignment: organization-defined frequency%]; and e. Removes nonpublic information from the publicly accessible organizational information  system, if discovered. 		Assignment: organization-defined frequency				at a minimum quarterly

		AT-01		L,M,H		Security Awareness and Training Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization defined frequency%]: a. A formal, documented security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls.		Assignment: organization defined frequency				At a minimum annually 

		AT-02		L,M,H		Security Awareness		The organization provides basic security awareness training to all information system users (including managers and senior executives) before authorizing access to the system, when required by system changes, and [%Assignment: organization-defined frequency%] thereafter.		Assignment: organization-defined frequency		From AT-02 parameter		At a minimum annually 

		AT-03		L,M,H		Security Training		The organization provides role-based security-related training: (i) before authorizing access to the system or performing assigned duties; (ii) when required by system changes; and (iii) [%Assignment: organization-defined frequency%] thereafter.		Assignment: organization-defined frequency		From AT-03 parameter		At a minimum annually 

		AT-04		L,M,H		Security Training Records		The organization: a. Documents and monitors individual information system security training activities including basic security awareness training and specific information system security training; and b. Retains individual training records for [%Assignment: organization-defined time period%].		Assignment: organization-defined time period				a minimum of one year after employee separation or as defined by USDA and NARA records management policy.

New - From Aglearn and Terri
a minimum of 1 year as defined by NARA records management policy.  Agencies may retain them longer, but should plan to remove the records within one year of employee separation from the Department.

		AU-01		L,M,H		Audit and Accountability Policies and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls. 		Assignment: organization-defined frequency				At a minimum annually 

		AU-02		L,M,H		Auditable Events		The organization: a. Determines, based on a risk assessment and mission/business needs, that the information system must be capable of auditing the following events: [%Assignment: organization-defined list of auditable events%]; b. Coordinates the security audit function with other organizational entities requiring audit related  information to enhance mutual support and to help guide the selection of auditable events; c. Provides a rationale for why the list of auditable events are deemed to be adequate to support after-the-fact investigations of security incidents; and d. Determines, based on current threat information and ongoing assessment of risk, that the  following events are to be audited within the information system: [%Assignment: organization-defined subset of the auditable events defined in AU-2 a. to be audited along with the frequency of (or situation requiring) auditing for each identified event%].		Assignment: organization-defined list of auditable events		From AU-02 parameter		at a minimum: account login events, object access, and account creation/deletion information. Additional NIST and/or OMB compliant requirements identified by the department and documented in the System Security Plan

		AU-02		L,M,H		Auditable Events		The organization: a. Determines, based on a risk assessment and mission/business needs, that the information system must be capable of auditing the following events: [%Assignment: organization-defined list of auditable events%]; b. Coordinates the security audit function with other organizational entities requiring audit related  information to enhance mutual support and to help guide the selection of auditable events; c. Provides a rationale for why the list of auditable events are deemed to be adequate to support after-the-fact investigations of security incidents; and d. Determines, based on current threat information and ongoing assessment of risk, that the  following events are to be audited within the information system: [%Assignment: organization-defined subset of the auditable events defined in AU-2 a. to be audited along with the frequency of (or situation requiring) auditing for each identified event%].		Assignment: organization-defined subset of the auditable events defined in AU-2 a. to be audited along with the frequency of (or situation requiring) auditing for each identified event				All events defined in AU-2 auditited according to a schedule defined by the agency or in the SSP


		AU-02(3)		M,H		Auditable Events (3)		The organization reviews and updates the list of auditable events [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency				At a minimum annually 

		AU-03(1)		M,H		Content of Audit Records (1)		The information system includes [%Assignment: organization-defined additional, more detailed information%] in the audit records for audit events identified by type, location, or subject.		Assignment: organization-defined additional, more detailed information				information capable of supporting an after the fact investigation of an event  as defined in the system security plan

		AU-03(2)		H		Content of Audit Records (2)		The organization centrally manages the content of audit records generated by [%Assignment: organization-defined information system components%].		Assignment: organization-defined information system components				individual components throughout the system

		AU-05		L,M,H		Response to Audit Processing Failures		The information system: a. Alerts designated organizational officials in the event of an audit processing failure; and b. Takes the following additional actions: [%Assignment: organization-defined actions to be taken (e.g., shut down information system, overwrite oldest audit records, stop generating audit records)%].		Assignment: organization-defined actions to be taken (e.g., shut down information system, overwrite oldest audit records, stop generating audit records)		From AU-05 parameter		Systems should be set to automatically shutdown in the event audit log space reaches capacity or as appropriate based on the criticality of the system.

		AU-05(1)		H		Response to Audit Processing Failures (1)		The information system provides a warning when allocated audit record storage volume reaches [%Assignment: organization-defined percentage%] of maximum audit record storage capacity.		Assignment: organization-defined percentage		From AU-05(1) parameter		75% of maximum, another notification at no more than 90% of maximum

		AU-05(2)		H		Response to Audit Processing Failures (2)		The information system provides a real-time alert when the following audit failure events occur: [%Assignment: organization-defined audit failure events requiring real-time alerts%].		Assignment: organization-defined audit failure events requiring real-time alerts		From AU-05(2) parameter		No space to write to audit log, log rollover, log process failure/interruption, modification of ownership/write priviledge of log files and/or those defined in the Security Plan

		AU-06		L,M,H		Audit Review, Analysis, and Reporting		The organization: a. Reviews and analyzes information system audit records [%Assignment: organization-defined frequency%] for indications of inappropriate or unusual activity, and reports findings to  designated organizational officials; and b. Adjusts the level of audit review, analysis, and reporting within the information system when  there is a change in risk to organizational operations, organizational assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information		Assignment: organization-defined frequency				at a minimum weekly or as defined in the Security Plan

		AU-08(1)		M,H		Time Stamps (1)		The information system synchronizes internal information system clocks [%Assignment: organization-defined frequency%] with [%Assignment: organization-defined authoritative time source%].		Assignment: organization-defined frequency		From AU-08(1) parameter		at a minimum daily

		AU-08(1)		M,H		Time Stamps (1)		The information system synchronizes internal information system clocks [%Assignment: organization-defined frequency%] with [%Assignment: organization-defined authoritative time source%].		Assignment: organization-defined authoritative time source				USDA or Agency  authoritive time source (i.e. network time protocol-NTP server)

		AU-11		L,M,H		Audit Record Retention		The organization retains audit records for [%Assignment: organization-defined time period consistent with records retention policy%] to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.		Assignment: organization-defined time period consistent with records retention policy		From AU-11 parameter		a minimun of 30 days online and a one year offline or as defined in agency policy

		AU-12		L,M,H		Audit Generation 		The information system: a. Provides audit record generation capability for the list of auditable events defined in AU-2 at [%Assignment: organization-defined information system components%]; b. Allows designated organizational personnel to select which auditable events are to be audited by specific components of the system; and  c. Generates audit records for the list of audited events defined in AU-2 with the content as defined in AU-3.		Assignment: organization-defined information system components				information system components capable of creating audit records or as defined in the security plan

		AU-12(1)		H		Audit Generation (1)		The information system compiles audit records from [%Assignment: organization-defined information system components%] into a system-wide (logical or physical) audit trail that is time-correlated to within [%Assignment: organization-defined level of tolerance for relationship between time stamps of individual records in the audit trail%].		Assignment: organization-defined information system components				all system components capable of creating audit records.

		AU-12(1)		H		Audit Generation (1)		The information system compiles audit records from [%Assignment: organization-defined information system components%] into a system-wide (logical or physical) audit trail that is time-correlated to within [%Assignment: organization-defined level of tolerance for relationship between time stamps of individual records in the audit trail%].		Assignment: organization-defined level of tolerance for relationship between time stamps of individual records in the audit trail				a maximum of 500ms time deviation from the same NTP central time source.

		CA-01		L,M,H		Security Assessment and Authorization Policies and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. Formal, documented security assessment and authorization policies that address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the security assessment and authorization policies and associated security assessment and authorization controls.		Assignment: organization-defined frequency				at a minimum annually

		CA-02		L,M,H		Security Assessments		The organization: a. Develops a security assessment plan that describes the scope of the assessment including:- Security controls and control enhancements under assessment; - Assessment procedures to be used to determine security control effectiveness; and - Assessment environment, assessment team, and assessment roles and responsibilities; b. Assesses the security controls in the information system [%Assignment: organization-defined frequency%] to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system;  c. Produces a security assessment report that documents the results of the assessment; and d. Provides the results of the security control assessment, in writing, to the authorizing official or authorizing official designated representative.		Assignment: organization-defined frequency		From CA-02 parameter		at a minimum annually or when a significant change is made to the system

		CA-02(2)		H		Security Assessments (2)		The organization includes as part of security control assessments, [%Assignment: organization defined frequency%], [%Selection: announced; unannounced%], [%Selection: in-depth monitoring; malicious user testing; penetration testing; red team exercises; [Assignment: organization-defined other forms of security testing]%].		Assignment: organization defined frequency				annually or as defined in the Security Plan

		CA-02(2)		H		Security Assessments (2)		The organization includes as part of security control assessments, [%Assignment: organization defined frequency%], [%Selection: announced; unannounced%], [%Selection: in-depth monitoring; malicious user testing; penetration testing; red team exercises; [Assignment: organization-defined other forms of security testing]%].		Selection: announced; unannounced				unannounced  or as defined in the Security Plan n coordination with ASOC

		CA-02(2)		H		Security Assessments (2)		The organization includes as part of security control assessments, [%Assignment: organization defined frequency%], [%Selection: announced; unannounced%], [%Selection: in-depth monitoring; malicious user testing; penetration testing; red team exercises; [Assignment: organization-defined other forms of security testing]%].		Selection: in-depth monitoring; malicious user testing; penetration testing; red team exercises; [Assignment: organization-defined other forms of security testing]				independent technical vulnerability assessment and/or penetration test 

		CA-05		L,M,H		Plan of Action and Milestones		The organization: a. Develops a plan of action and milestones for the information system to document the organization’s planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system; and b. Updates existing plan of action and milestones [%Assignment: organization-defined frequency%] based on the findings from security controls assessments, security impact analyses, and continuous monitoring activities.		Assignment: organization-defined frequency		From CA-05 parameter		at a minimum quarterly 

		CA-06		L,M,H		Security Authorization 		The organization: a. Assigns a senior-level executive or manager to the role of authorizing official for the information system; b. Ensures that the authorizing official authorizes the information system for processing before commencing operations; and c. Updates the security authorization [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency		From CA-06 parameter		at least every 3 years, when there has been a significant change to the system

		CA-07		L,M,H		Continuous Monitoring		The organization establishes a continuous monitoring strategy and implements a continuous monitoring program that includes: a. A configuration management process for the information system and its constituent components; b. A determination of the security impact of changes to the information system and environment  of operation; c. Ongoing security control assessments in accordance with the organizational continuous monitoring strategy; and d. Reporting the security state of the information system to appropriate organizational officials [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency				at a minimum annually

		CM-01		L,M,H		Configuration Management Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the configuration management policy and associated configuration management controls.		Assignment: organization-defined frequency				at a minimum annually

		CM-02(1)		M,H		Baseline Configuration (1)		The organization reviews and updates the baseline configuration of the information system: (a) [%Assignment: organization-defined frequency%]; (b) When required due to [%Assignment: organization-defined circumstances%]; and (c) As an integral part of information system component installations and upgrades.		Assignment: organization-defined frequency				at a minimum annually

		CM-02(1)		M,H		Baseline Configuration (1)		The organization reviews and updates the baseline configuration of the information system: (a) [%Assignment: organization-defined frequency%]; (b) When required due to [%Assignment: organization-defined circumstances%]; and (c) As an integral part of information system component installations and upgrades.		Assignment: organization-defined circumstances				[parameter #1] changes that must go through the agency and/or system configuration control board corrective actions or vulnerabilities that are identified  with the current baseline

[parameter #2] a significant change


		CM-02(4)		M		Baseline Configuration (4)		The organization: (a) Develops and maintains [%Assignment: organization-defined list of software programs not authorized to execute on the information system%]; and  (b) Employs an allow-all, deny-by-exception authorization policy to identify software allowed to execute on the information system.		Assignment: organization-defined list of software programs not authorized to execute on the information system				a defined list of programs not authorized to execute on the system defined in the Security Plan.

		CM-02(5)		H		Baseline Configuration (5)		The organization: (a) Develops and maintains [%Assignment: organization-defined list of software programs authorized to execute on the information system%]; and   (b) Employs a deny-all, permit-by-exception authorization policy to identify software allowed to execute on the information system.		Assignment: organization-defined list of software programs authorized to execute on the information system				a defined list of programs authorized to be on the system as defined in the Security Plan.

		CM-03		M,H		Configuration Change Control		The organization: a. Determines the types of changes to the information system that are configuration controlled; b. Approves configuration-controlled changes to the system with explicit consideration for security impact analyses; c. Documents approved configuration-controlled changes to the system; d. Retains and reviews records of configuration-controlled changes to the system; e. Audits activities associated with configuration-controlled changes to the system; and f. Coordinates and provides oversight for configuration change control activities through [%Assignment: organization-defined configuration change control element (e.g., committee, board%] that convenes [%Selection: (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-defined configuration change conditions]%].		Assignment: organization-defined configuration change control element (e.g., committee, board				the agency/system configuration control board

		CM-03		M,H		Configuration Change Control		The organization: a. Determines the types of changes to the information system that are configuration controlled; b. Approves configuration-controlled changes to the system with explicit consideration for security impact analyses; c. Documents approved configuration-controlled changes to the system; d. Retains and reviews records of configuration-controlled changes to the system; e. Audits activities associated with configuration-controlled changes to the system; and f. Coordinates and provides oversight for configuration change control activities through [%Assignment: organization-defined configuration change control element (e.g., committee, board%] that convenes [%Selection: (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-defined configuration change conditions]%].		Selection: (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-defined configuration change conditions]				As defined in the Change Control Board (CCB) Charter  or as needed by change requests.

		CM-03(1)		H		Configuration Change Control (1)		The organization employs automated mechanisms to: (a) Document proposed changes to the information system; (b) Notify designated approval authorities;   (c) Highlight approvals that have not been received by [%Assignment: organization-defined time period%]; (d) Inhibit change until designated approvals are received; and  (e) Document completed changes to the information system.		Assignment: organization-defined time period				30 days

		CM-05(2)		H		 Access Restrictions for Change (2)		The organization conducts audits of information system changes [%Assignment: organization-defined frequency%] and when indications so warrant to determine whether unauthorized changes have occurred.		Assignment: organization-defined frequency				at a minimum annually or as defined in the Security Plan.

		CM-05(3)		H		Access Restrictions for Change (3)		The information system prevents the installation of [%Assignment: organization-defined critical software programs%] that are not signed with a certificate that is recognized and approved by the organization.		Assignment: organization-defined critical software programs				programs as defined in the security plan

		CM-06		L,M,H		Configuration Settings		Control: The organization: a. Establishes and documents mandatory configuration settings for information technology products employed within the information system using [%Assignment: organization-defined security configuration checklists%] that reflect the most restrictive mode consistent with operational requirements;   b.Implements the configuration settings; c. Identifies, documents, and approves exceptions from the mandatory configuration settings for individual components within the information system based on explicit operational requirements; and d. Monitors and controls changes to the configuration settings in accordance with  organizational policies and procedures.		Assignment: organization-defined security configuration checklists				baselines from the NIST National Checklist Program (NCP) as modified by the Department (where baselines are not available, contact the vendor for recommendations)

		CM-06(2)		H		Configuration Settings (2)		The organization employs automated mechanisms to respond to unauthorized changes to [%Assignment: organization-defined configuration settings%].		Assignment: organization-defined configuration settings				configuration settings defined by the NIST National Checklist Program (NCP) as modified by the Department (or vendor recommendations if baselines are unavailable)

		CM-07		L,M,H		Least Functionality		The organization configures the information system to provide only essential capabilities and specifically prohibits or restricts the use of the following functions, ports, protocols, and/or services: [%Assignment: organization-defined list of prohibited or restricted functions, ports, protocols, and/or services%].		Assignment: organization-defined list of prohibited or restricted functions, ports, protocols, and/or services		From CM-07 parameter		As defined in the Security Plan.

		CM-07(1)		M,H		Least Functionality (1)		The organization reviews the information system [%Assignment: organization-defined frequency%] to identify and eliminate unnecessary functions, ports, protocols, and/or services.		Assignment: organization-defined frequency		From CM-07(1) parameter		at a minimum annually

		CM-07(2)		H		Least Functionality (2)		The organization employs automated mechanisms to prevent program execution in accordance with [%Selection (one or more): list of authorized software programs; list of unauthorized software programs; rules authorizing the terms and conditions of software program usage%].		Selection (one or more): list of authorized software programs; list of unauthorized software programs; rules authorizing the terms and conditions of software program usage				As defined in the Security Plan.

		CM-08		L,M,H		Information System Component Inventory		The organization develops, documents, and maintains an inventory of information system components that: a. Accurately reflects the current information system;  b. Is consistent with the authorization boundary of the information system; c. Is at the level of granularity deemed necessary for tracking and reporting; d. Includes [%Assignment: organization-defined information deemed necessary to achieve effective property accountability%]; and e. Is available for review and audit by designated organizational officials.		Assignment: organization-defined information deemed necessary to achieve effective property accountability				information deemed necessary to achieve effective property accountability: (e.g. Item, Barcode, Manufacturer,Type, Name, Serial Number, Version Number, Logical Location, Configuration or more at Component discretion)

		CM-08(3)		H		Information System Component Inventory (3)		The organization: (a) Employs automated mechanisms [%Assignment: organization-defined frequency%] to detect the addition of unauthorized components/devices into the information system; and (b) Disables network access by such components/devices or notifies designated organizational officials.		Assignment: organization-defined frequency				at a minimum monthly

		CM-08(4)		H		Information System Component Inventory (4)		The organization includes in property accountability information for information system components, a means for identifying by [%Selection (one or more): name; position; role%] individuals responsible for administering those components.		Selection (one or more): name; position; role				a minimum of position and role,

		CP-01		L,M,H		Contingency Planning Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls.		Assignment: organization-defined frequency				at a minimum annually

		CP-02		L,M,H		Contingency Plan		The organization: a. Develops a contingency plan for the information system that:- Identifies essential missions and business functions and associated contingency  requirements; - Provides recovery objectives, restoration priorities, and metrics;- Addresses contingency roles, responsibilities, assigned individuals with contact  information; - Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure;- Addresses eventual, full information system restoration without deterioration of the security measures originally planned and implemented; and- Is reviewed and approved by designated officials within the organization; b. Distributes copies of the contingency plan to [%Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements%]; c. Coordinates contingency planning activities with incident handling activities; d. Reviews the contingency plan for the information system [%Assignment: organization-defined frequency%];e. Revises the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing; and f. Communicates contingency plan changes to [%Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements%].		Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements				key personnel identified in the Contingency Plan (ISCP Team members) and/or others as required by the system security plan

		CP-02		L,M,H		Contingency Plan		The organization: a. Develops a contingency plan for the information system that:- Identifies essential missions and business functions and associated contingency  requirements; - Provides recovery objectives, restoration priorities, and metrics;- Addresses contingency roles, responsibilities, assigned individuals with contact  information; - Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure;- Addresses eventual, full information system restoration without deterioration of the security measures originally planned and implemented; and- Is reviewed and approved by designated officials within the organization; b. Distributes copies of the contingency plan to [%Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements%]; c. Coordinates contingency planning activities with incident handling activities; d. Reviews the contingency plan for the information system [%Assignment: organization-defined frequency%];e. Revises the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing; and f. Communicates contingency plan changes to [%Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements%].		Assignment: organization-defined frequency				at a minimum annually

		CP-02		L,M,H		Contingency Plan		The organization: a. Develops a contingency plan for the information system that:- Identifies essential missions and business functions and associated contingency  requirements; - Provides recovery objectives, restoration priorities, and metrics;- Addresses contingency roles, responsibilities, assigned individuals with contact  information; - Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure;- Addresses eventual, full information system restoration without deterioration of the security measures originally planned and implemented; and- Is reviewed and approved by designated officials within the organization; b. Distributes copies of the contingency plan to [%Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements%]; c. Coordinates contingency planning activities with incident handling activities; d. Reviews the contingency plan for the information system [%Assignment: organization-defined frequency%];e. Revises the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing; and f. Communicates contingency plan changes to [%Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements%].		Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements				the System Owner, ISSPM, ISSO, ISCP Team and technical staff or as defined in the contingency plan.

		CP-02(3)		H		Contingency Plan (3)		The organization plans for the resumption of essential missions and business functions within [%Assignment: organization-defined time period%] of contingency plan activation.		Assignment: organization-defined time period				the timeframe as defined in the the Business Impact Analysis (BIA) and/or departmental policy

		CP-03		L,M,H		Contingency Training		The component trains personnel in their contingency roles and responsibilities with respect to the information system and provides refresher training [%Assignment: organization-defined frequency, at least annually%].		Assignment: organization-defined frequency, at least annually		From CP-03 parameter		at a minimum annually

		CP-04		L,M,H		Contingency Plan Testing and Exercises		The organization: a. Tests and/or exercises the contingency plan for the information system [%Assignment: organization-defined frequency%] using [%Assignment: organization-defined tests and/or exercises%] to determine the plan’s effectiveness and the organization’s readiness to execute the plan; and b. Reviews the contingency plan test/exercise results and initiates corrective actions. 		Assignment: organization-defined frequency		From CP-04 parameter		at least annually or when a significant change occurs to the system

		CP-04		L,M,H		Contingency Plan Testing and Exercises		The organization: a. Tests and/or exercises the contingency plan for the information system [%Assignment: organization-defined frequency%] using [%Assignment: organization-defined tests and/or exercises%] to determine the plan’s effectiveness and the organization’s readiness to execute the plan; and b. Reviews the contingency plan test/exercise results and initiates corrective actions. 		Assignment: organization-defined tests and/or exercises		From CP-04 parameter		tabletop exercises for low systems and functional exercises for moderate and high systems

		CP-07		M,H		Alternate Processing Site		The organization: a. Establishes an alternate processing site including necessary agreements to permit the resumption of information system operations for essential missions and business functions within [%Assignment: organization-defined time period consistent with recovery time objectives%] when the primary processing capabilities are unavailable; and b. Ensures that equipment and supplies required to resume operations are available at the alternate site or contracts are in place to support delivery to the site in time to support the organization-defined time period for resumption.		Assignment: organization-defined time period consistent with recovery time objectives		From CP-07 parameter		the system -defined time period consistent with recovery time objectives

		CP-08		M,H		Telecommunications Services		The organization establishes alternate telecommunications services including necessary agreements to permit the resumption of information system operations for essential missions and business functions within [%Assignment: organization-defined time period%] when the primary telecommunications capabilities are unavailable.		Assignment: organization-defined time period		From CP-08 parameter		a maximum of 48 hours or as defined in the Security Plan 

		CP-09		L,M,H		Information System Backup		The organization: a. Conducts backups of user-level information contained in the information system [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; b. Conducts backups of system-level information contained in the information system [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; c. Conducts backups of information system documentation including security-related  documentation [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; and d. Protects the confidentiality and integrity of backup information at the storage location. 		Assignment: organization-defined frequency consistent with recovery time and recovery point objectives		From CP-09 parameter		on a schedule as defined in the Security Plan and/or Contingency Plan

		CP-09		L,M,H		Information System Backup		The organization: a. Conducts backups of user-level information contained in the information system [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; b. Conducts backups of system-level information contained in the information system [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; c. Conducts backups of information system documentation including security-related  documentation [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; and d. Protects the confidentiality and integrity of backup information at the storage location. 		Assignment: organization-defined frequency consistent with recovery time and recovery point objectives		From CP-09 parameter		on a schedule as defined in the Security Plan and/or Contingency Plan

		CP-09		L,M,H		Information System Backup		The organization: a. Conducts backups of user-level information contained in the information system [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; b. Conducts backups of system-level information contained in the information system [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; c. Conducts backups of information system documentation including security-related  documentation [%Assignment: organization-defined frequency consistent with recovery time and recovery point objectives%]; and d. Protects the confidentiality and integrity of backup information at the storage location. 		Assignment: organization-defined frequency consistent with recovery time and recovery point objectives				on a schedule as defined in the Security Plan and/or Contingency Plan

		CP-09(1)		M,H		Information System Backup (1)		The organization tests backup information [%Assignment: organization-defined frequency%] to verify media reliability and information integrity.		Assignment: organization-defined frequency		From CP-09(1) parameter		at a minimum quarterly 


		CP-10(3)		M,H		Information System Recovery and Reconstitution (3)		The organization provides compensating security controls for [%Assignment: organization-defined circumstances that can inhibit recovery and reconstitution to a known state%].		Assignment: organization-defined circumstances that can inhibit recovery and reconstitution to a known state				circumstances that can inhibit recovery and reconstitution to a known state as specified in the Contingency and/or Disaster Recovery Plan (DRP)

		CP-10(4)		H		Information System Recovery and Reconstitution (4)		The organization provides the capability to reimage information system components within [%Assignment: organization-defined restoration time-periods%] from configuration-controlled and integrity-protected disk images representing a secure, operational state for the components.		Assignment: organization-defined restoration time-periods				48 hours or as defined by the Agency in the DRP

		IA-01		L,M,H		Identification and Authentication Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented identification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls.		Assignment: organization-defined frequency				at a minimum annually

		IA-02(8)		M,H		User Identification and Authentication (8)		The information system uses [%Assignment: organization-defined replay-resistant authentication mechanisms%] for network access to privileged accounts.		Assignment: organization-defined replay-resistant authentication mechanisms				secure 2-factor authentication mechanisms

		IA-02(9)		H		 User Identification and Authentication (9)		The information system uses [%Assignment: organization-defined replay-resistant authentication mechanisms%] for network access to non-privileged accounts.		Assignment: organization-defined replay-resistant authentication mechanisms				secure 2-factor authentication mechanisms

		IA-03		M,H		Device Identification and Authentication		The information system uniquely identifies and authenticates [%Assignment: organization-defined list of specific and/or types of devices%] before establishing a connection.		Assignment: organization-defined list of specific and/or types of devices				all devices or as defined in the security plan

		IA-04		L,M,H		Identifier Management		The organization manages information system identifiers for users and devices by: a. Receiving authorization from a designated organizational official to assign a user or device identifier; b. Selecting an identifier that uniquely identifies an individual or device; c. Assigning the user identifier to the intended party or the device identifier to the intended device; d. Preventing reuse of user or device identifiers for [%Assignment: organization-defined time period%]; and e. Disabling the user identifier after [%Assignment: organization-defined time period of inactivity%].		Assignment: organization-defined time period				24 iterations, or as defined in the Security Plan

		IA-04		L,M,H		Identifier Management		The organization manages information system identifiers for users and devices by: a. Receiving authorization from a designated organizational official to assign a user or device identifier; b. Selecting an identifier that uniquely identifies an individual or device; c. Assigning the user identifier to the intended party or the device identifier to the intended device; d. Preventing reuse of user or device identifiers for [%Assignment: organization-defined time period%]; and e. Disabling the user identifier after [%Assignment: organization-defined time period of inactivity%].		Assignment: organization-defined time period of inactivity		From IA-04 parameter		60 days for a general user, 30 days for an administrator of inactivity. 

		IA-05		L,M,H		Authenticator Management		The organization manages information system authenticators for users and devices by: a. Verifying, as part of the initial authenticator distribution, the identity of the individual and/or device receiving the authenticator; b. Establishing initial authenticator content for authenticators defined by the organization; c. Ensuring that authenticators have sufficient strength of mechanism for their intended use; d. Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised or damaged authenticators, and for revoking authenticators; e. Changing default content of authenticators upon information system installation; f. Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators (if appropriate); g. Changing/refreshing authenticators [%Assignment: organization-defined time period by authenticator type%]; h. Protecting authenticator content from unauthorized disclosure and modification; and  i. Requiring users to take, and having devices implement, specific measures to safeguard authenticators. 		Assignment: organization-defined time period by authenticator type				every 90 days for a general user, 60 days for an administrator or as defined in Department Policy and/or Security Plan by devices type

		IA-05(1)		L,M,H		Authenticator Management (1)		The information system, for password-based authentication: (a) Enforces minimum password complexity of [%Assignment: organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type%];  (b) Enforces at least a [%Assignment: organization-defined number of changed characters%] when new passwords are created; (c) Encrypts passwords in storage and in transmission; (d) Enforces password minimum and maximum lifetime restrictions of [%Assignment: organization-defined numbers for lifetime minimum, lifetime maximum%]; and (e) Prohibits password reuse for [%Assignment: organization-defined number%] generations.		Assignment: organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type				organization/department-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each device type



		IA-05(1)		L,M,H		Authenticator Management (1)		The information system, for password-based authentication: (a) Enforces minimum password complexity of [%Assignment: organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type%];  (b) Enforces at least a [%Assignment: organization-defined number of changed characters%] when new passwords are created; (c) Encrypts passwords in storage and in transmission; (d) Enforces password minimum and maximum lifetime restrictions of [%Assignment: organization-defined numbers for lifetime minimum, lifetime maximum%]; and (e) Prohibits password reuse for [%Assignment: organization-defined number%] generations.		Assignment: organization-defined number of changed characters				change of 5 characters

		IA-05(1)		L,M,H		Authenticator Management (1)		The information system, for password-based authentication: (a) Enforces minimum password complexity of [%Assignment: organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type%];  (b) Enforces at least a [%Assignment: organization-defined number of changed characters%] when new passwords are created; (c) Encrypts passwords in storage and in transmission; (d) Enforces password minimum and maximum lifetime restrictions of [%Assignment: organization-defined numbers for lifetime minimum, lifetime maximum%]; and (e) Prohibits password reuse for [%Assignment: organization-defined number%] generations.		Assignment: organization-defined numbers for lifetime minimum, lifetime maximum				a minimum of 1 day unless an exception by help desk is issued, a maximum of 90 days 

		IA-05(1)		L,M,H		Authenticator Management (1)		The information system, for password-based authentication: (a) Enforces minimum password complexity of [%Assignment: organization-defined requirements for case sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special characters, including minimum requirements for each type%];  (b) Enforces at least a [%Assignment: organization-defined number of changed characters%] when new passwords are created; (c) Encrypts passwords in storage and in transmission; (d) Enforces password minimum and maximum lifetime restrictions of [%Assignment: organization-defined numbers for lifetime minimum, lifetime maximum%]; and (e) Prohibits password reuse for [%Assignment: organization-defined number%] generations.		Assignment: organization-defined number				24 generations

		IA-05(3)		M,H		Authenticator Management (3)		The organization requires that the registration process to receive [%Assignment: organization-defined types of and/or specific authenticators%] be carried out in person before a designated registration authority with authorization by a designated organizational official (e.g., a supervisor).		Assignment: organization-defined types of and/or specific authenticators				E-Authentication passwords,  RSA Tokens and other hardware-type access devices

		IR-01		L,M,H		Incident Response Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the incident response policy and associated incident response controls.		Assignment: organization-defined frequency				at a minimum annually

		IR-02		L,M,H		Incident Response Training		The organization: a. Trains personnel in their incident response roles and responsibilities with respect to the information system; and b. Provides refresher training [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency		From IR-02 parameter		at a minimum annually

		IR-03		M,H		Incident Response Testing and Exercises		The organization tests and/or exercises the incident response capability for the information system [%Assignment: organization-defined frequency%] using [%Assignment: organization-defined tests and/or exercises%] to determine the incident response effectiveness and documents the results.		Assignment: organization-defined frequency		From IR-03 parameter		at a minimum annually

		IR-03		M,H		Incident Response Testing and Exercises		The organization tests and/or exercises the incident response capability for the information system [%Assignment: organization-defined frequency%] using [%Assignment: organization-defined tests and/or exercises%] to determine the incident response effectiveness and documents the results.		Assignment: organization-defined tests and/or exercises		From IR-03 parameter		functional tests and/or simulated security incidents

		IR-06		L,M,H		Incident Reporting		The organization: a. Requires personnel to report suspected security incidents to the organizational incident response capability within [%Assignment: organization-defined time-period%]; and b. Reports security incident information to designated authorities.		Assignment: organization-defined time-period				 immediately upon confirmation

		IR-08		L,M,H		Incident Response Plan		The organization: a. Develops an incident response plan that: - Provides the organization with a roadmap for implementing its incident response capability;  - Describes the structure and organization of the incident response capability; - Provides a high-level approach for how the incident response capability fits into the overall organization;- Meets the unique requirements of the organization, which relate to mission, size, structure, and functions; - Defines reportable incidents;  - Provides metrics for measuring the incident response capability within the organization. - Defines the resources and management support needed to effectively maintain and mature an incident response capability; and - Is reviewed and approved by designated officials within the organization; b. Distributes copies of the incident response plan to [%Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements%];  c. Reviews the incident response plan [%Assignment: organization-defined frequency%]; d. Revises the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing; and e. Communicates incident response plan changes to [%Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements%].		Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements				key personnel identified in the Incident Response Plan

		IR-08		L,M,H		Incident Response Plan		The organization: a. Develops an incident response plan that: - Provides the organization with a roadmap for implementing its incident response capability;  - Describes the structure and organization of the incident response capability; - Provides a high-level approach for how the incident response capability fits into the overall organization;- Meets the unique requirements of the organization, which relate to mission, size, structure, and functions; - Defines reportable incidents;  - Provides metrics for measuring the incident response capability within the organization. - Defines the resources and management support needed to effectively maintain and mature an incident response capability; and - Is reviewed and approved by designated officials within the organization; b. Distributes copies of the incident response plan to [%Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements%];  c. Reviews the incident response plan [%Assignment: organization-defined frequency%]; d. Revises the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing; and e. Communicates incident response plan changes to [%Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements%].		Assignment: organization-defined frequency				at a minimum annually


		IR-08		L,M,H		Incident Response Plan		The organization: a. Develops an incident response plan that: - Provides the organization with a roadmap for implementing its incident response capability;  - Describes the structure and organization of the incident response capability; - Provides a high-level approach for how the incident response capability fits into the overall organization;- Meets the unique requirements of the organization, which relate to mission, size, structure, and functions; - Defines reportable incidents;  - Provides metrics for measuring the incident response capability within the organization. - Defines the resources and management support needed to effectively maintain and mature an incident response capability; and - Is reviewed and approved by designated officials within the organization; b. Distributes copies of the incident response plan to [%Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements%];  c. Reviews the incident response plan [%Assignment: organization-defined frequency%]; d. Revises the incident response plan to address system/organizational changes or problems encountered during plan implementation, execution, or testing; and e. Communicates incident response plan changes to [%Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements%].		Assignment: organization-defined list of incident response personnel (identified by name and/or by role) and organizational elements				the System Owner, ISSPM, ISSO, IR Team and technical staff or as assigned by the agency.

		MA-01		L,M,H		System Maintenance Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented information system maintenance policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the information system maintenance policy and associated system maintenance controls.		Assignment: organization-defined frequency				at least annually

		MA-06		M,H		Timely Maintenance		The organization obtains maintenance support and/or spare parts for [%Assignment: organization-defined list of security-critical information system components and/or key information technology components%] within [%Assignment: organization-defined time period%] of failure.		Assignment: organization-defined list of security-critical information system components and/or key information technology components		From MA-06 parameter		critical system components as defined in the CP/SSP

		MA-06		M,H		Timely Maintenance		The organization obtains maintenance support and/or spare parts for [%Assignment: organization-defined list of security-critical information system components and/or key information technology components%] within [%Assignment: organization-defined time period%] of failure.		Assignment: organization-defined time period		From MA-06 parameter		the time period defined in the CP/SSP

		MP-01		L,M,H		Media Protection Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the media protection policy and associated media protection controls.		Assignment: organization-defined frequency				at a minimum annually

		MP-02		L,M,H		Media Access		The organization restricts access to [%Assignment: organization-defined types of digital and non-digital media%] to [%Assignment: organization-defined list of authorized individuals%] using [%Assignment: organization-defined security measures%].		Assignment: organization-defined types of digital and non-digital media				all backup media or media containing sensitive information

		MP-02		L,M,H		Media Access		The organization restricts access to [%Assignment: organization-defined types of digital and non-digital media%] to [%Assignment: organization-defined list of authorized individuals%] using [%Assignment: organization-defined security measures%].		Assignment: organization-defined list of authorized individuals				a documented list of authorized individuals

		MP-02		L,M,H		Media Access		The organization restricts access to [%Assignment: organization-defined types of digital and non-digital media%] to [%Assignment: organization-defined list of authorized individuals%] using [%Assignment: organization-defined security measures%].		Assignment: organization-defined security measures				secured limited storage access areas and/or approved containers

		MP-03		M,H		Media Marking 		The organization: a. Marks, in accordance with organizational policies and procedures, removable information system media and information system output indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information; and b. Exempts [%Assignment: organization-defined list of removable media types%] from marking as long as the exempted items remain within [%Assignment: organization-defined controlled areas%].		Assignment: organization-defined list of removable media types		From MP-03 parameter		a defined list of  digital and non-digital removable media

		MP-03		M,H		Media Marking 		The organization: a. Marks, in accordance with organizational policies and procedures, removable information system media and information system output indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information; and b. Exempts [%Assignment: organization-defined list of removable media types%] from marking as long as the exempted items remain within [%Assignment: organization-defined controlled areas%].		Assignment: organization-defined controlled areas		From MP-03 parameter		USDA assigned/secure controlled areas

		MP-04		L,M,H		Media Storage		The organization: a. Physically controls and securely stores [%Assignment: organization-defined types of digital and non-digital media%] within [%Assignment: organization-defined controlled areas%] using [%Assignment: organization-defined security measures%]; b. Protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.		Assignment: organization-defined types of digital and non-digital media				all sensitive digital and non-digital removable media

		MP-04		L,M,H		Media Storage		The organization: a. Physically controls and securely stores [%Assignment: organization-defined types of digital and non-digital media%] within [%Assignment: organization-defined controlled areas%] using [%Assignment: organization-defined security measures%]; b. Protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.		Assignment: organization-defined controlled areas				controlled areas

		MP-04		L,M,H		Media Storage		The organization: a. Physically controls and securely stores [%Assignment: organization-defined types of digital and non-digital media%] within [%Assignment: organization-defined controlled areas%] using [%Assignment: organization-defined security measures%]; b. Protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.		Assignment: organization-defined security measures				organizationally approved security measures

		MP-05		L,M,H		Media Transport		The organization:a. Protects and controls [%Assignment: organization-defined types of digital and non-digital media%] during transport outside of controlled areas using [%Assignment: organization-defined security measures%]; b. Maintains accountability for information system media during transport outside of controlled areas; and c. Restricts the activities associated with transport of such media to authorized personnel.		Assignment: organization-defined types of digital and non-digital media				all sensitive digital and non-digital removale media

		MP-05		L,M,H		Media Transport		The organization:a. Protects and controls [%Assignment: organization-defined types of digital and non-digital media%] during transport outside of controlled areas using [%Assignment: organization-defined security measures%]; b. Maintains accountability for information system media during transport outside of controlled areas; and c. Restricts the activities associated with transport of such media to authorized personnel.		Assignment: organization-defined security measures		From MP-05(1) parameter		Organization defined security measures

		MP-06(2)		H		Media Sanitization (2)		The organization tests sanitization equipment and procedures to verify correct performance [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency				at least annually

		MP-06(3)		H		Media Sanitization (3)		The organization sanitizes portable, removable storage devices prior to connecting such devices to the information system under the following circumstances: [%Assignment: organization-defined list of circumstances requiring sanitization of portable, removable storage devices%].		Assignment: organization-defined list of circumstances requiring sanitization of portable, removable storage devices				when said devices have been used in any non-government system

		PE-01		L,M,H		Physical and Environmental Protection Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the physical and environmental protection policy and associated physical and environmental protection controls.		Assignment: organization-defined frequency				at a minimum annually

		PE-02		L,M,H		Physical Access Authorizations		The organization: a. Develops and keeps current a list of personnel with authorized access to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible); b. Issues authorization credentials; c. Reviews and approves the access list and authorization credentials [%Assignment: organization-defined frequency%], removing from the access list personnel no longer requiring access.		Assignment: organization-defined frequency		From PE-02 parameter		at a minimum quarterly

		PE-03		L,M,H		Physical Access Control		The organization:  a. Enforces physical access authorizations for all physical access points (including designated  entry/exit points) to the facility where the information system resides (excluding those areas  within the facility officially designated as publicly accessible);  b. Verifies individual access authorizations before granting access to the facility;  c. Controls entry to the facility containing the information system using physical access devices  and/or guards;  d. Controls access to areas officially designated as publicly accessible in accordance with the  organization’s assessment of risk;  e. Secures keys, combinations, and other physical access devices;  f. Inventories physical access devices [%Assignment: organization-defined frequency%]; and  g. Changes combinations and keys [%Assignment: organization-defined frequency%] and when keys  are lost, combinations are compromised, or individuals are transferred or terminated.		Assignment: organization-defined frequency				at a minimum annually

		PE-03		L,M,H		Physical Access Control		The organization:  a. Enforces physical access authorizations for all physical access points (including designated  entry/exit points) to the facility where the information system resides (excluding those areas  within the facility officially designated as publicly accessible);  b. Verifies individual access authorizations before granting access to the facility;  c. Controls entry to the facility containing the information system using physical access devices  and/or guards;  d. Controls access to areas officially designated as publicly accessible in accordance with the  organization’s assessment of risk;  e. Secures keys, combinations, and other physical access devices;  f. Inventories physical access devices [%Assignment: organization-defined frequency%]; and  g. Changes combinations and keys [%Assignment: organization-defined frequency%] and when keys  are lost, combinations are compromised, or individuals are transferred or terminated.		Assignment: organization-defined frequency				at a minimum annually

		PE-06		L,M,H		Monitoring Physical Access		The organization: a. Monitors physical access to the information system to detect and respond to physical security incidents; b. Reviews physical access logs [%Assignment: organization-defined frequency%]; and c. Coordinates results of reviews and investigations with the organization’s incident response capability.		Assignment: organization-defined frequency				at a minimum quarterly

		PE-08		L,M,H		Access Records 		The organization: a. Maintains visitor access records to the facility where the information system resides (except for those areas within the facility officially designated as publicly accessible); and b. Reviews visitor access records [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency		From PE-08 parameter		at a minimum quarterly

		PE-10		M,H		Emergency Shutoff		The organization: a. Provides the capability of shutting off power to the information system or individual system components in emergency situations; b. Places emergency shutoff switches or devices in [%Assignment: organization-defined location by information system or system component%] to facilitate safe and easy access for personnel; and c. Protects emergency power shutoff capability from unauthorized activation.		Assignment: organization-defined location by information system or system component				located in a controlled area accessible only by authorized individuals

		PE-14		L,M,H		Temperature and Humidity Controls		The organization: a. Maintains temperature and humidity levels within the facility where the information system resides at [%Assignment: organization-defined acceptable levels%]; and b. Monitors temperature and humidity levels [%Assignment: organization-defined frequency%].		Assignment: organization-defined acceptable levels				acceptable levels as defined by the agency and condusive to the optimal operation of the information system.

		PE-14		L,M,H		Temperature and Humidity Controls		The organization: a. Maintains temperature and humidity levels within the facility where the information system resides at [%Assignment: organization-defined acceptable levels%]; and b. Monitors temperature and humidity levels [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency				Continuously if automated. If manual, beginning and end of each day

		PE-16		L,M,H		Delivery and Removal		The organization authorizes, monitors, and controls [%Assignment: organization-defined types of information system components%] entering and exiting the facility and maintains records of those items.		Assignment: organization-defined types of information system components				all designated information system components

		PE-17		M,H		Alternate Work Site		The organization: a. Employs [%Assignment: organization-defined management, operational, and technical information system security controls%] at alternate work sites;  b. Assesses as feasible, the effectiveness of security controls at alternate work sites; and c. Provides a means for employees to communicate with information security personnel in case of security incidents or problems.		Assignment: organization-defined management, operational, and technical information system security controls				applicable NIST and USDA compliant management, operational, and technical information system security controls

		PL-01		L,M,H		Security Planning Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented security planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the security planning policy and associated security planning controls.		Assignment: organization-defined frequency				at a minimum annually

		PL-02		L,M,H		System Security Plan		The organization: a. Develops a security plan for the information system that: - Is consistent with the organization’s enterprise architecture; - Explicitly defines the authorization boundary for the system; - Describes the operational context of the information system in terms of missions and business processes; - Provides the security categorization of the information system including supporting rationale; - Describes the operational environment for the information system; - Describes relationships with or connections to other information systems; - Provides an overview of the security requirements for the system; - Describes the security controls in place or planned for meeting those requirements including a rationale for the tailoring and supplementation decisions; and - Is reviewed and approved by the authorizing official or designated representative prior to plan implementation; b. Reviews the security plan for the information system [%Assignment: organization-defined frequency%]; and c. Updates the plan to address changes to the information system/environment of operation or problems identified during plan implementation or security control assessments.		Assignment: organization-defined frequency		From PL-03 parameter		at a minimum annually

		PM-01		Dept		Information Security Program Plan 		The organization:  a. Develops and disseminates an organization-wide information security program plan that:  - Provides an overview of the requirements for the security program and a description of the security program management controls and common controls in place or planned for meeting those requirements;  - Provides sufficient information about the program management controls and common controls (including specification of parameters for any assignment and selection operations either explicitly or by reference) to enable an implementation that is unambiguously compliant with the intent of the plan and a determination of the risk to be incurred if the plan is implemented as intended;  - Includes roles, responsibilities, management commitment, coordination among organizational entities, and compliance;  - Is approved by a senior official with responsibility and accountability for the risk being incurred to organizational operations (including mission, functions, image, and reputation), organizational assets, individuals, other organizations, and the Nation;  b. Reviews the organization-wide information security program plan [%Assignment: organization-defined frequency%]; and  c. Revises the plan to address organizational changes and problems identified during plan implementation or security control assessments.		Assignment: organization-defined frequency				at a minimum annually

		PS-01		L,M,H		Personnel Security Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented personnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the personnel security policy and associated personnel security controls.		Assignment: organization-defined frequency				at a minimum annually

		PS-02		L,M,H		Position Categorization		The organization: a. Assigns a risk designation to all positions; b. Establishes screening criteria for individuals filling those positions; and c. Reviews and revises position risk designations [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency		From PS-02 parameter		as per departmental policy

		PS-03		L,M,H		Personnel Screening		The organization: a. Screens individuals prior to authorizing access to the information system; and b. Rescreens individuals according to [%Assignment: organization-defined list of conditions requiring rescreening and, where re-screening is so indicated, the frequency of such rescreening%].		Assignment: organization-defined list of conditions requiring rescreening and, where re-screening is so indicated, the frequency of such rescreening				conditions requiring rescreening in accordance with USDA policies and procedures

		PS-05		L,M,H		Personnel Transfer		The organization reviews logical and physical access authorizations to information systems/facilities when personnel are reassigned or transferred to other positions within the organization and initiates [%Assignment: organization-defined transfer or reassignment actions%] within [%Assignment: organization-defined time period following the formal transfer action%].		Assignment: organization-defined transfer or reassignment actions				agency required reassignment actions

		PS-05		L,M,H		Personnel Transfer		The organization reviews logical and physical access authorizations to information systems/facilities when personnel are reassigned or transferred to other positions within the organization and initiates [%Assignment: organization-defined transfer or reassignment actions%] within [%Assignment: organization-defined time period following the formal transfer action%].		Assignment: organization-defined time period following the formal transfer action				agency defined time period following the formal transfer action

		PS-06		L,M,H		Access Agreements		The organization: a. Ensures that individuals requiring access to organizational information and information systems sign appropriate access agreements prior to being granted access; and b. Reviews/updates the access agreements [%Assignment: organization-defined frequency%].		Assignment: organization-defined frequency		From PS-06 parameter		at a minimum annually

		RA-01		L,M,H		Risk Assessment Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented risk assessment policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the risk assessment policy and associated risk assessment controls.		Assignment: organization-defined frequency				at a minimum annually

		RA-03		L,M,H		Risk Assessment		The organization: a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits; b. Documents risk assessment results in [%Selection: security plan; risk assessment report; [Assignment: organization-defined document]%]; c. Reviews risk assessment results [%Assignment: organization-defined frequency%]; and d. Updates the risk assessment [%Assignment: organization-defined frequency%] or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.		Selection: security plan; risk assessment report; [Assignment: organization-defined document]				in the Department's official FISMA reporting tool

		RA-03		L,M,H		Risk Assessment		The organization: a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits; b. Documents risk assessment results in [%Selection: security plan; risk assessment report; [Assignment: organization-defined document]%]; c. Reviews risk assessment results [%Assignment: organization-defined frequency%]; and d. Updates the risk assessment [%Assignment: organization-defined frequency%] or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.		Assignment: organization-defined frequency				at a minimum annually

		RA-03		L,M,H		Risk Assessment		The organization: a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits; b. Documents risk assessment results in [%Selection: security plan; risk assessment report; [Assignment: organization-defined document]%]; c. Reviews risk assessment results [%Assignment: organization-defined frequency%]; and d. Updates the risk assessment [%Assignment: organization-defined frequency%] or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.		Assignment: organization-defined frequency		From RA-04 parameter		at least annually or when any significant changes are made to the system

		RA-05		L,M,H		Vulnerability Scanning		The organization:  a. Scans for vulnerabilities in the information system and hosted applications [%Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process%] and when new vulnerabilities potentially affecting the system/applications are  identified and reported;  b. Employs vulnerability scanning tools and techniques that promote interoperability among tools and automate parts of the vulnerability management process by using standards for:  - Enumerating platforms, software flaws, and improper configurations;  - Formatting and making transparent, checklists and test procedures; and  - Measuring vulnerability impact;  c. Analyzes vulnerability scan reports and results from security control assessments;  d. Remediates legitimate vulnerabilities [%Assignment: organization-defined response times%] in accordance with an organizational assessment of risk; and  e. Shares information obtained from the vulnerability scanning process and security control assessments with designated personnel throughout the organization to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).		Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process		From RA-05 parameter		Monthy

		RA-05		L,M,H		Vulnerability Scanning		The organization:  a. Scans for vulnerabilities in the information system and hosted applications [%Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process%] and when new vulnerabilities potentially affecting the system/applications are  identified and reported;  b. Employs vulnerability scanning tools and techniques that promote interoperability among tools and automate parts of the vulnerability management process by using standards for:  - Enumerating platforms, software flaws, and improper configurations;  - Formatting and making transparent, checklists and test procedures; and  - Measuring vulnerability impact;  c. Analyzes vulnerability scan reports and results from security control assessments;  d. Remediates legitimate vulnerabilities [%Assignment: organization-defined response times%] in accordance with an organizational assessment of risk; and  e. Shares information obtained from the vulnerability scanning process and security control assessments with designated personnel throughout the organization to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).		Assignment: organization-defined response times				
within 30 days for high risk, 90 days for moderate risk;  low risk shall be remediated

		RA-05(2)		H		Vulnerability Scanning (2)		The organization updates the list of information system vulnerabilities scanned [%Assignment: organization-defined frequency%] or when significant new vulnerabilities are identified and reported.		Assignment: organization-defined frequency		From RA-05(2) parameter		using an automated check performed daily

		RA-05(5)		H		Vulnerability Scanning (5)		The organization includes privileged access authorization to [%Assignment: organization-identified information system components%] for selected vulnerability scanning activities to facilitate more thorough scanning.		Assignment: organization-identified information system components				 system components identified in the security plan

		RA-05(7)		H		Vulnerability Scanning (7)		The organization employs automated mechanisms [%Assignment: organization-defined frequency%] to detect the presence of unauthorized software on organizational information systems and notify designated organizational officials.		Assignment: organization-defined frequency				at a minimum monthly

		SA-01		L,M,H		System and Services Acquisition Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented system and services acquisition policy that includes information security considerations and that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the system and services   acquisition policy and associated system and services acquisition controls.		Assignment: organization-defined frequency				at a minimum annually

		SA-12		H		Supply Chain Protection 		The organization protects against supply chain threats by employing: [%Assignment: organization-defined list of measures to protect against supply chain threats%] as part of a  comprehensive, defense-in-breadth information security strategy.		Assignment: organization-defined list of measures to protect against supply chain threats				agency defined measures

		SA-13		H		Trustworthiness		The organization requires that the information system meets [%Assignment: organization-defined level of trustworthiness%].		Assignment: organization-defined level of trustworthiness				agency defined level of trustworthiness

		SC-01		L,M,H		System and Communications Protection Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls.		Assignment: organization-defined frequency				at a minimum annually

		SC-05		L,M,H		Denial of Service Protection		The information system protects against or limits the effects of the following types of denial of service attacks: [%Assignment: organization-defined list of types of denial of service  attacks or reference to source for current list%].		Assignment: organization-defined list of types of denial of service  attacks or reference to source for current list		From SC-05 parameter		the list as defined by ASOC 

		SC-07(4)		M,H		Boundary Protection (4)		The organization: (a) Implements a managed interface for each external telecommunication service; (b) Establishes a traffic flow policy for each managed interface;   (c) Employs security controls as needed to protect the confidentiality and integrity of the information being transmitted; (d) Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need; (e) Reviews exceptions to the traffic flow policy [%Assignment: organization-defined frequency%]; and  (f) Removes traffic flow policy exceptions that are no longer supported by an explicit mission/business need.		Assignment: organization-defined frequency				at a minimum quarterly


		SC-07(8)		H		Boundary Protection (8)		The information system routes [%Assignment: organization-defined internal communications traffic%] to [%Assignment: organization-defined external networks%] through authenticated proxy servers within the managed interfaces of boundary protection devices.		Assignment: organization-defined internal communications traffic				all internal communications traffic

		SC-07(8)		H		Boundary Protection (8)		The information system routes [%Assignment: organization-defined internal communications traffic%] to [%Assignment: organization-defined external networks%] through authenticated proxy servers within the managed interfaces of boundary protection devices.		Assignment: organization-defined external networks				external networks

		SC-09(1)		M,H		Transmission Confidentiality (1)		The organization employs cryptographic mechanisms to prevent unauthorized disclosure of information during transmission unless otherwise protected by [%Assignment: organization-defined alternative physical measures%].		Assignment: organization-defined alternative physical measures				alternative and agency acceptable measures

		SC-10		M,H		Network Disconnect		The information system terminates the network connection associated with a communications session at the end of the session or after [%Assignment: organization-defined time  period%] of inactivity.		Assignment: organization-defined time  period		From SC-10 parameter		a maximum of 15 minutes or as defined by Department policy according to the type of network access (remote, direct connection, dialup, etc.)

		SC-15		L,M,H		Collaborative Computing Devices 		The information system: a. Prohibits remote activation of collaborative computing devices with the following exceptions: [%Assignment: organization-defined exceptions where remote activation is to be allowed%]; and b. Provides an explicit indication of use to users physically present at the devices. 		Assignment: organization-defined exceptions where remote activation is to be allowed				Departmental Policy as defined in the Security Plan

		SC-17		M,H		Public Key Infrastructure Certificates		The organization issues public key certificates under an [%Assignment: organization-defined certificate policy%] or obtains public key certificates under an appropriate certificate policy from an approved service provider.		Assignment: organization-defined certificate policy				identity access and management policy approved by the Department 

		SC-24		H		Fail In Known State		The information system fails to a [%Assignment: organization-defined known-state%] for [%Assignment: organization-defined types of failures%] preserving [%Assignment: organization-defined system state information%] in failure.		Assignment: organization-defined known-state				secure state

		SC-24		H		Fail In Known State		The information system fails to a [%Assignment: organization-defined known-state%] for [%Assignment: organization-defined types of failures%] preserving [%Assignment: organization-defined system state information%] in failure.		Assignment: organization-defined types of failures				all systemic failures

		SC-24		H		Fail In Known State		The information system fails to a [%Assignment: organization-defined known-state%] for [%Assignment: organization-defined types of failures%] preserving [%Assignment: organization-defined system state information%] in failure.		Assignment: organization-defined system state information				system state information

		SI-01		L,M,H		System and Information Integrity Policy and Procedures		The organization develops, disseminates, and reviews/updates [%Assignment: organization-defined frequency%]: a. A formal, documented system and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls.		Assignment: organization-defined frequency				at a minimum annually

		SI-02(2)		M,H		Flaw Remediation (2)		The organization employs automated mechanisms [%Assignment: organization-defined frequency%] to determine the state of information system components with regard to flaw remediation.		Assignment: organization-defined frequency				at a minimum monthly


		SI-03		L,M,H		Malicious Code Protection		The organization: a. Employs malicious code protection mechanisms at information system entry and exit points and at workstations, servers, or mobile computing devices on the network to detect and eradicate malicious code: - Transported by electronic mail, electronic mail attachments, web accesses, removable media, or other common means; or - Inserted through the exploitation of information system vulnerabilities; b. Updates malicious code protection mechanisms (including signature definitions) whenever new releases are available in accordance with organizational configuration management policy and procedures; c. Configures malicious code protection mechanisms to:  - Perform periodic scans of the information system [%Assignment: organization-defined frequency%] and real-time scans of files from external sources as the files are downloaded,  opened, or executed in accordance with organizational security policy; and - [%Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action]%] in response to malicious code detection; and d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system. 		Assignment: organization-defined frequency				at a minimum weekly

		SI-03		L,M,H		Malicious Code Protection		The organization: a. Employs malicious code protection mechanisms at information system entry and exit points and at workstations, servers, or mobile computing devices on the network to detect and eradicate malicious code: - Transported by electronic mail, electronic mail attachments, web accesses, removable media, or other common means; or - Inserted through the exploitation of information system vulnerabilities; b. Updates malicious code protection mechanisms (including signature definitions) whenever new releases are available in accordance with organizational configuration management policy and procedures; c. Configures malicious code protection mechanisms to:  - Perform periodic scans of the information system [%Assignment: organization-defined frequency%] and real-time scans of files from external sources as the files are downloaded,  opened, or executed in accordance with organizational security policy; and - [%Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action]%] in response to malicious code detection; and d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system. 		Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action]				block and/or quarantine malicious code and then send an alert to administrator

		SI-04		M,H		Information System Monitoring 		The organization:  a. Monitors events on the information system in accordance with [%Assignment: organization-defined monitoring objectives%] and detects information system attacks; b. Identifies unauthorized use of the information system; c. Deploys monitoring devices: (i) strategically within the information system to collect  organization-determined essential information; and (ii) at ad hoc locations within the system to track specific types of transactions of interest to the organization;  d. Heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information; and e. Obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations.		Assignment: organization-defined monitoring objectives				in accordance with Departmental  guidance and applicable NIST 800 Special Publications

		SI-04(5)		M,H		Information System Monitoring (5)		The information system provides near real-time alerts when the following indications of compromise or potential compromise occur: [%Assignment: organization-defined list of compromise indicators%].		Assignment: organization-defined list of compromise indicators		From SI-04(5) parameter		Unusual or unauthorized activities defined by US CERT

		SI-05		L,M,H		Security Alerts, Advisories, and Directives		The organization:  a. Receives information system security alerts, advisories, and directives from designated external organizations on an ongoing basis; b. Generates internal security alerts, advisories, and directives as deemed necessary; c. Disseminates security alerts, advisories, and directives to [%Assignment: organization-defined list of personnel (identified by name and/or by role)%]; and d. Implements security directives in accordance with established time frames, or notifies the issuing organization of the degree of noncompliance.		Assignment: organization-defined list of personnel (identified by name and/or by role)				CIOs, ISSPMs, ISSOs, Network and system administrators or as defined by the Departrment/Agency

		SI-06		H		Security Functionality Verification		The information system verifies the correct operation of security functions [%Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; periodically every [Assignment: organization-defined time-period]%] and [%Selection (one or more): notifies system administrator; shuts the system down; restarts the system; [Assignment: organization-defined alternative action(s)]%] when anomalies are discovered.		Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; periodically every [Assignment: organization-defined time-period]		From SI-06 parameter		upon system startup and restart, upon command from a user with appropriate privilege, and periodically as defined in the system security plan

		SI-06		H		Security Functionality Verification		The information system verifies the correct operation of security functions [%Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; periodically every [Assignment: organization-defined time-period]%] and [%Selection (one or more): notifies system administrator; shuts the system down; restarts the system; [Assignment: organization-defined alternative action(s)]%] when anomalies are discovered.		Selection (one or more): notifies system administrator; shuts the system down; restarts the system; [Assignment: organization-defined alternative action(s)]		From SI-06 parameter		writes to the audit log, and notifies the security and/or system administrator

		SI-07(1)		M,H		Software and Information Integrity (1)		The organization reassesses the integrity of software and information by performing [%Assignment: organization-defined frequency%] integrity scans of the system.		Assignment: organization-defined frequency		From SI-07(1) parameter		at a minimum quarterly  or as defined by the system security plan

		SI-11		M,H		Error Handling		The information system:  a. Identifies potentially security-relevant error conditions; b. Generates error messages that provide information necessary for corrective actions without revealing [%Assignment: organization-defined sensitive or potentially harmful information%] in error logs and administrative messages that could be exploited by adversaries; and c. Reveals error messages only to authorized personnel.		Assignment: organization-defined sensitive or potentially harmful information				sensitive or potentially harmful information about the Department/Agency 
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		Organization		Sub-Organization		System Name		Comments

		AMS				AMS Infrastructure WAN and DMZ		Controls are currently inherited from this system.

		APHIS		APHIS-MRPBS		APHIS Enterprise Infrastructure		Controls are currently inherited from this system.

		ARS				Beltsville Area		Controls are currently inherited from this system.

		ARS				ARSnet		Controls are currently inherited from this system.

		ARS				Headquarters		Controls are currently inherited from this system.

		ARS				National Agricultural Library		Controls are currently inherited from this system.

		DM		OHSEC-PSD		DM-Enterprise Physical Access Control System Toolkits		Controls are currently inherited from this system.

		FNS				FNS NET General Support System		Controls are currently inherited from this system.

		FNS				FNS NITC General Support System		Controls are currently inherited from this system.

		FNS				NTIS GSS		Controls are currently inherited from this system.

		FS		FISMA		Application Hosting Environment		Controls are currently inherited from this system.

		FS		FISMA		Fire NESS (Network Enterprise Support System)		Controls are currently inherited from this system.

		FS		FISMA		Forest Service Computer Base - Network		Controls are currently inherited from this system.

		FS		FISMA		FS Enterprise Controls Program		Controls are currently inherited from this system.

		FSA				FSA Program		Controls are currently inherited from this system.

		FSIS				Enterprise-GSS (formerly E-Mail and Servers)		Controls are currently inherited from this system.

		FSIS				FSIS Program		Controls are currently inherited from this system.

		FSIS				Network-GSS (formerly LAN/WAN)		Controls are currently inherited from this system.

		GIPSA				GIPSA Enterprise Infrastructure		Controls are currently inherited from this system.

		NASS				UNIX GSS		Controls are currently inherited from this system.

		NASS				Wide Area Network (formerly Telecom)		Controls are currently inherited from this system.

		NIFA				CSREES General Support System		Controls are currently inherited from this system.

		NRCS				NRCS Programs		Controls are currently inherited from this system.

		OC				Office of Communication OCDAVID System		Controls are currently inherited from this system.

		OCE				OCE Local Area Network and Data Support		Controls are currently inherited from this system.

		OCFO		OCFO-NFC		NFC Enterprise Infrastructure		Controls are currently inherited from this system.

		OCFO		OCFO-NFC		NFC-GESD Program		Controls are currently inherited from this system.

		OCFO		OCFO-NFC		NFC-Mainframe		Controls are currently inherited from this system.

		OCFO		OCFO-NFC		NFC-Midrange		Controls are currently inherited from this system.

		OCFO		OCFO-NFC		NFC Enterprise Infrastructure		Controls are currently inherited from this system.

		OCIO		CTS		eAuthentication Application		Controls are currently inherited from this system.

		OCIO		CTS		Enterprise Active Directory		Controls are currently inherited from this system.

		OCIO		CTS		CTS Admin Services		Controls are currently inherited from this system.

		OCIO		CTS		CTS Client Services		Controls are currently inherited from this system.

		OCIO		CTS		CTS End User Computing		Controls are currently inherited from this system.

		OCIO		CTS		CTS Security and Enterprise Services		Controls are currently inherited from this system.

		OCIO		CTS		CTS Telecommunications		Controls are currently inherited from this system.

		OCIO		CTS		Enterprise Active Directory		Controls are currently inherited from this system.

		OCIO		EMS		SalesForce		Controls are currently inherited from this system.

		OCIO		ENS		USDA Universal Telecommunication Network		Controls are currently inherited from this system.

		OCIO		NITC		NITC Mainframe		Controls are currently inherited from this system.

		OCIO		NITC		NITC Managed Hosting Services		Controls are currently inherited from this system.

		OCIO		NITC		NITC Web Farm Hosting		Controls are currently inherited from this system.

		OCIO		NITC		NITC - Enterprise Services		Controls are currently inherited from this system.

		OCIO		NITC		NITC Collocation Services		Controls are currently inherited from this system.

		OCIO		NITC		NITC Data Center		Controls are currently inherited from this system.

		OCIO		NITC		NITC Infrastructure		Controls are currently inherited from this system.

		OCIO		NITC		NITC Internal Services		Controls are currently inherited from this system.

		OCIO		NITC		NITC Mainframe		Controls are currently inherited from this system.

		OCIO		NITC		NITC Managed Hosting Services		Controls are currently inherited from this system.

		OCIO		NITC		NITC Midrange Systems		Controls are currently inherited from this system.

		OCIO		NITC		NITC Telecommunications Network GSS		Controls are currently inherited from this system.

		OCIO		NITC		NITC Web Farm Hosting		Controls are currently inherited from this system.

		OCIO		WCTS		WCTS-Enterprise Local Area Network		Controls are currently inherited from this system.

		OCIO		WCTS		Headquarters Metropolitan Area Network		Controls are currently inherited from this system.

		OCIO				Amazon GovCloud		Controls are currently inherited from this system.

		OCIO				USDA Departmental Common Controls		Controls are currently inherited from this system.

		OIG				OIG IT Infrastructure		Controls are currently inherited from this system.

		RD				RD Program		Controls are currently inherited from this system.

		RMA				RMA Enterprise Support System		Controls are currently inherited from this system.

		RMA				RMA UNIX		Controls are currently inherited from this system.
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		Control		Title		Class

		AC-02(8)		Dynamic Account Creation		Technical

		AC-02(9)		Restrictions On Use Of Shared Groups / Accounts		Technical

		AC-02(10)		Shared / Group Account Credential Termination		Technical

		AC-02(11)		Usage Conditions		Technical

		AC-02(12)		Account Monitoring / Atypical Usage		Technical

		AC-02(13)		Disable Accounts For High-Risk Individuals		Technical

		AC-03(7)		Role-Based Access Control		Technical

		AC-03(8)		Revocation Of Access Authorizations		Technical

		AC-03(9)		Controlled Release		Technical

		AC-03(10)		Audited Override Of Access Control Mechanisms		Technical

		AC-04(18)		Security Attribute Binding		Technical

		AC-04(19)		Validation Of Metadata		Technical

		AC-04(20)		Approved Solutions		Technical

		AC-04(21)		Physical / Logical Separation Of Information Flows		Technical

		AC-04(22)		Access Only		Technical

		AC-06(7)		Review Of User Privileges		Technical

		AC-06(8)		Privilege Levels For Code Execution		Technical

		AC-06(9)		Auditing Use Of Privileged Functions		Technical

		AC-06(10)		Prohibit Non-Privileged Users From Executing Privileged Functions		Technical

		AC-09(4)		Additional Logon Information		Technical

		AC-12		Session Termination		Technical

		AC-12(1)		User-Initiated Logouts / Message Displays		Technical

		AC-16(6)		Maintenance Of Attribute Association By Organization		Technical

		AC-16(7)		Consistent Attribute Interpretation		Technical

		AC-16(8)		Association Techniques / Technologies		Technical

		AC-16(9)		Attribute Reassignment		Technical

		AC-16(10)		Attribute Configuration By Authorized Individuals		Technical

		AC-17(9)		Disconnect / Disable Access		Technical

		AC-19(5)		Full Device / Container-Based  Encryption		Technical

		AC-20(3)		Non-Organizationally Owned Systems / Components / Devices		Technical

		AC-20(4)		Network Accessible Storage Devices		Technical

		AC-21(2)		Information Search And Retrieval		Technical

		AC-23		Data Mining Protection		Technical

		AC-24		Access Control Decisions		Technical

		AC-24(1)		Transmit Access Authorization Information		Technical

		AC-24(2)		No User Or Process Identity		Technical

		AC-25		Reference Monitor		Technical

		AP-01		Authority to Collect		Privacy

		AP-02		Purpose Specification		Privacy

		AR-01		Governance and Privacy Program		Privacy

		AR-02		Privacy Impact and Risk Assessment		Privacy

		AR-03		Privacy Requirements for Contractors and Service Providers		Privacy

		AR-04		Privacy Monitoring and Auditing		Privacy

		AR-05		Privacy Awareness and Training		Privacy

		AR-06		Privacy Reporting		Privacy

		AR-07		Privacy-Enhanced System Design and Development		Privacy

		AR-08		Accounting Of Disclosures		Privacy

		AT-02(2)		Insider Threat		Operational

		AT-03(3)		Practical Exercises		Operational

		AT-03(4)		Suspicious Communications And Anomalous System Behavior		Operational

		AU-04(1)		Transfer To Alternate Storage		Technical

		AU-06(8)		Full Text Analysis Of Privileged Commands		Technical

		AU-06(10)		Audit Level Adjustment		Technical

		AU-07(2)		Automatic Sort And Search		Technical

		AU-08(2)		Secondary Authoritative Time Source		Technical

		AU-09(5)		Dual Authorization		Technical

		AU-09(6)		Read Only Access		Technical

		AU-11(1)		Long-Term Retrieval Capability		Technical

		AU-12(3)		Changes By Authorized Individuals		Technical

		AU-13(1)		Use Of Automated Tools		Technical

		AU-13(2)		Review Of Monitored Sites		Technical

		AU-14(2)		Capture/Record And Log Content		Technical

		AU-14(3)		Remote Viewing / Listening		Technical

		AU-15		Alternate Audit Capability		Technical

		AU-16		Cross-Organizational Auditing		Technical

		AU-16(1)		Identity Preservation		Technical

		AU-16(2)		Sharing Of Audit Information		Technical

		CA-02(3)		External Organizations		Management

		CA-03(3)		Unclassified Non-National Security System Connections		Management

		CA-03(4)		Connections To Public Networks		Management

		CA-03(5)		Restrictions On External System Connections		Management

		CA-07(3)		Trend Analyses		Management

		CA-08		Penetration Testing		Management

		CA-08(1)		Independent Penetration Agent Or Team		Management

		CA-08(2)		Red Team Exercises		Management

		CA-09		Internal System Connections		Management

		CA-09(1)		Security Compliance Checks		Management

		CM-02(7)		Configure Systems, Components, Or Devices For High-Risk Areas		Operational

		CM-03(5)		Automated Security Response		Operational

		CM-03(6)		Cryptography Management		Operational

		CM-07(4)		Unauthorized Software / Blacklisting		Operational

		CM-07(5)		Authorized Software / Whitelisting		Operational

		CM-08(7)		Centralized Repository		Operational

		CM-08(8)		Automated Location Tracking		Operational

		CM-08(9)		Assignment Of Components To Systems		Operational

		CM-10		Software Usage Restrictions		Operational

		CM-10(1)		Open Source Software		Operational

		CM-11		User-Installed Software		Operational

		CM-11(1)		Alerts For Unauthorized Installations		Operational

		CM-11(2)		Prohibit Installation Without Privileged Status		Operational

		CP-02(7)		Coordinate  With External Service Providers		Operational

		CP-02(8)		Identify Critical Assets		Operational

		CP-07(6)		Inability To Return To Primary Site		Operational

		CP-08(5)		Alternate Telecommunication Service Testing		Operational

		CP-09(7)		Dual Authorization		Operational

		CP-11		Alternate Communications Protocols		Operational

		CP-12		Safe Mode		Operational

		CP-13		Alternative Security Mechanisms		Operational

		DI-01		Data Quality		Privacy

		DI-01(1)		Validate PII		Privacy

		DI-01(2)		Re-Validate PII		Privacy

		DI-02		Data Integrity And Data Integrity Board		Privacy

		DI-02(1)		Publish Agreements On Website		Privacy

		DM-01		Minimization Of Personally Identifiable Information		Privacy

		DM-01(1)		Locate / Remove / Redact / Anonymize PII		Privacy

		DM-02		Data Retention And Disposal		Privacy

		DM-02(1)		System Configuration		Privacy

		DM-03		Minimization Of PII Used In Testing, Training, And Research		Privacy

		DM-03(1)		Risk Minimization Techniques		Privacy

		IA-02(10)		Single Sign-On		Technical

		IA-02(11)		Remote Access  - Separate Device		Technical

		IA-02(12)		Acceptance Of Piv Credentials		Technical

		IA-02(13)		Out-Of-Band Authentication		Technical

		IA-03(4)		Device Attestation		Technical

		IA-04(6)		Cross-Organization Management		Technical

		IA-04(7)		In-Person Registration		Technical

		IA-05(9)		Cross-Organization Credential Management		Technical

		IA-05(10)		Dynamic Credential Association		Technical

		IA-05(11)		Hardware Token-Based Authentication		Technical

		IA-05(12)		Biometric Authentication		Technical

		IA-05(13)		Expiration Of Cached Authenticators		Technical

		IA-05(14)		Managing Content Of Pki Trust Stores		Technical

		IA-05(15)		Ficam-Approved Products And Services		Technical

		IA-08(1)		Acceptance Of Piv Credentials From Other Agencies		Technical

		IA-08(2)		Acceptance Of Third-Party Credentials		Technical

		IA-08(3)		Use Of Ficam-Approved Products		Technical

		IA-08(4)		Use Of Ficam-Issued Profiles		Technical

		IA-08(5)		Acceptance Of Piv-I Credentials		Technical

		IA-09		Service Identification And Authentication		Technical

		IA-09(1)		Information Exchange		Technical

		IA-09(2)		Transmission Of Decisions		Technical

		IA-10		Adaptive Identification And Authentication		Technical

		IA-11		Re-Authentication		Technical

		IP-01		Consent		Privacy

		IP-01(1)		Mechanisms Supporting Itemized Or Tiered Consent		Privacy

		IP-02		Individual Access		Privacy

		IP-03		Redress		Privacy

		IP-04		Complaint Management		Privacy

		IP-04(1)		Response Times		Privacy

		IR-03(2)		Coordination With Related Plans		Operational

		IR-04(6)		Insider Threats - Specific Capabilities		Operational

		IR-04(7)		Insider Threats - Intra-Organization Coordination		Operational

		IR-04(8)		Correlation With External Organizations		Operational

		IR-04(9)		Dynamic Response Capability		Operational

		IR-04(10)		Supply Chain Coordination		Operational

		IR-06(3)		Coordination With Supply Chain		Operational

		IR-09		Information Spillage Response		Operational

		IR-09(1)		Responsible Personnel		Operational

		IR-09(2)		Training		Operational

		IR-09(3)		Post-Spill Operations		Operational

		IR-09(4)		Exposure To Unauthorized Personnel		Operational

		IR-10		Integrated Information Security Analysis Team		Operational

		MA-05(5)		Nonsystem-Related Maintenance		Operational

		MA-06(1)		Preventive Maintenance		Operational

		MA-06(2)		Predictive Maintenance		Operational

		MA-06(3)		Automated Support For Predictive Maintenance		Operational

		MP-04(2)		Automated Restricted Access		Operational

		MP-06(7)		Dual Authorization		Operational

		MP-06(8)		Remote Purging / Wiping Of Information		Operational

		MP-07		Media Use		Operational

		MP-07(1)		Prohibit Use Without Owner		Operational

		MP-07(2)		Prohibit Use Of Sanitization-Resistant Media		Operational

		MP-08		Media Downgrading		Operational

		MP-08(1)		Documentation Of Process		Operational

		MP-08(2)		Equipment Testing		Operational

		MP-08(3)		Controlled Unclassified Information		Operational

		MP-08(4)		Classified Information		Operational

		PE-05(1)		Access To Output By Authorized Individuals		Operational

		PE-05(2)		Access To Output By Individual Identity		Operational

		PE-05(3)		Marking Output Devices		Operational

		PE-06(3)		Video Surveillance		Operational

		PE-06(4)		Monitoring Physical Access To Information Systems		Operational

		PE-20		Asset Monitoring And Tracking		Operational

		PL-02(3)		Plan / Coordinate With Other Organizational Entities		Management

		PL-07		Security Concept Of Operations		Management

		PL-08		Information Security Architecture		Management

		PL-08(1)		Defense-In-Depth		Management

		PL-08(2)		Supplier Diversity		Management

		PL-09		Central Management		Management

		PM-12		Insider Threat Program		Management

		PM-13		Information Security Workforce		Management

		PM-14		Testing, Training, And Monitoring		Management

		PM-15		Contacts With Security Groups And Associations		Management

		PM-16		Threat Awareness Program		Management

		PS-03(3)		Information With Special Protection Measures		Operational

		PS-04(1)		Post-Employment Requirements		Operational

		PS-04(2)		Automated Notification		Operational

		PS-06(3)		Post-Employment Requirements		Operational

		RA-05(10)		Correlate Scanning Information		Management

		RA-06		Technical Surveillance Countermeasures Survey		Management

		SA-04(8)		Continuous Monitoring Plan		Management

		SA-04(9)		Functions / Ports / Protocols / Services In Use		Management

		SA-04(10)		Use Of Approved Piv Products		Management

		SA-09(2)		Identification Of Functions / Ports / Protocols / Services		Management

		SA-09(3)		Establish / Maintain Trust Relationship With Providers		Management

		SA-09(4)		Consistent Interests Of Consumers And Providers		Management

		SA-09(5)		Processing, Storage, And Service Location		Management

		SA-10(3)		Hardware Integrity Verification		Management

		SA-10(4)		Trusted Generation		Management

		SA-10(5)		Mapping Integrity For Version Control		Management

		SA-10(6)		Trusted Distribution		Management

		SA-11(4)		Manual Code Reviews		Management

		SA-11(5)		Penetration Testing / Analysis		Management

		SA-11(6)		Attack Surface Reviews		Management

		SA-11(7)		Verify Scope Of Testing / Evaluation		Management

		SA-11(8)		Dynamic Code Analysis		Management

		SA-12(8)		Use Of All-Source Intelligence		Management

		SA-12(9)		Operations Security		Management

		SA-12(10)		Validate As Genuine And Not Altered		Management

		SA-12(11)		Penetration Testing / Analysis Of Elements, Processes, And Actors		Management

		SA-12(12)		Inter-Organizational Agreements		Management

		SA-12(13)		Critical Information System Components		Management

		SA-12(14)		Identity And Traceability		Management

		SA-12(15)		Processes To Address Weaknesses Or Deficiencies		Management

		SA-15		Development Process, Standards, And Tools		Management

		SA-15(1)		Quality Metrics		Management

		SA-15(2)		Security Tracking Tools		Management

		SA-15(3)		Criticality Analysis		Management

		SA-15(4)		Threat Modeling / Vulnerability Analysis		Management

		SA-15(5)		Attack Surface Reduction		Management

		SA-15(6)		Continuous Improvement		Management

		SA-15(7)		Automated Vulnerability Analysis		Management

		SA-15(8)		Reuse Of Threat / Vulnerability Information		Management

		SA-15(9)		Use Of Live Data		Management

		SA-15(10)		Incident Response Plan		Management

		SA-15(11)		Archive Information System / Component		Management

		SA-16		Developer-Provided Training		Management

		SA-17		Developer Security Architecture And Design		Management

		SA-17(1)		Formal Policy Model		Management

		SA-17(2)		Security-Relevant Components		Management

		SA-17(3)		Formal Correspondence		Management

		SA-17(4)		Informal Correspondence		Management

		SA-17(5)		Conceptually Simple Design		Management

		SA-17(6)		Structure For Testing		Management

		SA-17(7)		Structure For Least Privilege		Management

		SA-18		Tamper Resistance And Detection		Management

		SA-18(1)		Multiple Phases Of Sdlc		Management

		SA-18(2)		Inspection Of Information Systems, Components, Or Devices		Management

		SA-19		Component Authenticity		Management

		SA-19(1)		Anti-Counterfeit Training		Management

		SA-19(2)		Configuration Control For Component Service / Repair		Management

		SA-19(3)		Component Disposal		Management

		SA-19(4)		Anti-Counterfeit Scanning		Management

		SA-20		Customized Development Of Critical Components		Management

		SA-21		Developer Screening		Management

		SA-21(1)		Validation Of Screening		Management

		SA-22		Unsupported System Components		Management

		SA-22(1)		Alternative Sources For Continued Support		Management

		SC-04(2)		Periods Processing		Technical

		SC-05(3)		Detection / Monitoring		Technical

		SC-07(19)		Blocks Communication From Non-Organizationally Configured Hosts		Technical

		SC-07(20)		Dynamic Isolation / Segregation		Technical

		SC-07(21)		Isolation Of Information System Components		Technical

		SC-07(22)		Separate Subnets For Connecting To Different Security Domains		Technical

		SC-07(23)		Disable Sender Feedback On Protocol Validation Failure		Technical

		SC-08(3)		Cryptographic Protection For Message Externals		Technical

		SC-08(4)		Conceal / Randomize Communications		Technical

		SC-11(1)		Logical Isolation		Technical

		SC-15(4)		Explicitly Indicate Current Participants		Technical

		SC-18(5)		Allow Execution Only In Confined Environments		Technical

		SC-20(2)		Data Origin / Integrity		Technical

		SC-23(5)		Allowed Certificate Authorities		Technical

		SC-28(2)		Off-Line Storage		Technical

		SC-29(1)		Virtualization Techniques		Technical

		SC-30(3)		Change Processing / Storage Locations		Technical

		SC-30(4)		Misleading Information		Technical

		SC-30(5)		Concealment Of System Components		Technical

		SC-31(2)		Maximum Bandwidth		Technical

		SC-31(3)		Measure Bandwidth In Operational Environments		Technical

		SC-34(3)		Hardware-Based Protection		Technical

		SC-35		Honeyclients		Technical

		SC-36		Distributed Processing And Storage		Technical

		SC-36(1)		Polling Techniques		Technical

		SC-37		Out-Of-Band Channels		Technical

		SC-37(1)		Ensure Delivery / Transmission		Technical

		SC-38		Operations Security		Technical

		SC-39		Process Isolation		Technical

		SC-39(1)		Hardware Separation		Technical

		SC-39(2)		Thread Isolation		Technical

		SC-40		Wireless Link Protection		Technical

		SC-40(1)		Electromagnetic Interference		Technical

		SC-40(2)		Reduce Detection Potential		Technical

		SC-40(3)		Imitative Or Manipulative Communications Deception		Technical

		SC-40(4)		Signal Parameter Identification		Technical

		SC-41		Port And I/O Device Access		Technical

		SC-42		Sensor Capability And Data		Technical

		SC-42(1)		Reporting To Authorized Individuals Or Roles		Technical

		SC-42(2)		Authorized Use		Technical

		SC-42(3)		Prohibit Use Of Devices		Technical

		SC-43		Usage Restrictions		Technical

		SC-44		Detonation Chambers		Technical

		SE-01		Inventory Of Personally Identifiable Information		Privacy

		SE-02		Privacy Incident Response		Privacy

		SI-02(5)		Automatic Software / Firmware Updates		Operational

		SI-02(6)		Removal Of Previous Versions Of Software / Firmware		Operational

		SI-03(7)		Nonsignature-Based Detection		Operational

		SI-03(8)		Detect Unauthorized Commands		Operational

		SI-03(9)		Authenticate Remote Commands		Operational

		SI-03(10)		Malicious Code Analysis		Operational

		SI-04(18)		Analyze Traffic / Covert Exfiltration		Operational

		SI-04(19)		Individuals Posing Greater Risk		Operational

		SI-04(20)		Privileged User		Operational

		SI-04(21)		Probationary Periods		Operational

		SI-04(22)		Unauthorized Network Services		Operational

		SI-04(23)		Host-Based Devices		Operational

		SI-04(24)		Indicators Of Compromise		Operational

		SI-07(5)		Automated Response To Integrity Violations		Operational

		SI-07(6)		Cryptographic Protection		Operational

		SI-07(7)		Integration Of Detection And Response		Operational

		SI-07(8)		Auditing Capability For Significant Events		Operational

		SI-07(9)		Verify Boot Process		Operational

		SI-07(10)		Protection Of Boot Firmware		Operational

		SI-07(11)		Confined Environments With Limited Privileges		Operational

		SI-07(12)		Integrity Verification		Operational

		SI-07(13)		Code Execution In Protected Environments		Operational

		SI-07(14)		Binary Or Machine Executable Code		Operational

		SI-07(15)		Code Authentication		Operational

		SI-07(16)		Time Limit On Process Execution W/O Supervision		Operational

		SI-08(3)		Continuous Learning Capability		Operational

		SI-10(1)		Manual Override Capability		Operational

		SI-10(2)		Review / Resolution Of Errors		Operational

		SI-10(3)		Predictable Behavior		Operational

		SI-10(4)		Review / Timing Interactions		Operational

		SI-10(5)		Restrict Inputs To Trusted Sources And Approved Formats		Operational

		SI-13(5)		Failover Capability		Operational

		SI-14		Non-Persistence		Operational

		SI-14(1)		Refresh From Trusted Sources		Operational

		SI-15		Information Output Filtering		Operational

		SI-16		Memory Protection		Operational

		SI-17		Fail-Safe Procedures		Operational

		TR-01		Privacy Notice		Privacy

		TR-01(1)		Real-Time Or Layered Notice		Privacy

		TR-02		System Of Records Notices And Privacy Act Statements		Privacy

		TR-02(1)		Public Website Publication		Privacy

		TR-03		Dissemination Of Privacy Program Information		Privacy

		UL-01		Internal Use		Privacy

		UL-02		Information Sharing With Third Parties		Privacy
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		Rev3 Control		Rev3 DIS		Rev4 Control		Rev4 DIS

		AC-01		AC-01.01-01		AC-01		AC-01 (a)(01)[01]

		AC-01		AC-01.01-02		AC-01		AC-01 (a)(01)[01]

		AC-01		AC-01.01-03		AC-01		AC-01 (a)(01)[03]

		AC-01		AC-01.01-04		AC-01		AC-01 (a)(02)[01]

		AC-01		AC-01.01-05		AC-01		AC-01 (a)(02)[01]

		AC-01		AC-01.01-06		AC-01		AC-01 (a)(02)[03]

		AC-01		AC-01.02-01		AC-01		AC-01 (b)(01)

		AC-01		AC-01.02-02		AC-01		AC-01 (b)(01)

		AC-01		AC-01.02-03		AC-01		AC-01 (b)(02)[01]

		AC-01		AC-01.02-04		AC-01		AC-01 (b)(02)[02]

		AC-02		AC-02.01-01		AC-02		AC-02 (a)[01]

		AC-02		AC-02.01-01		AC-02		AC-02 (a)[02]

		AC-02		AC-02.01-01		AC-02		AC-02 (c)

		AC-02		AC-02.01-01		AC-02		AC-02 (d)

		AC-02		AC-02.01-01		AC-02		AC-02 (e)[02]

		AC-02		AC-02.01-01		AC-02		AC-02 (f)[01]

		AC-02		AC-02.01-01		AC-02		AC-02 (f)[02][a]

		AC-02		AC-02.01-01		AC-02		AC-02 (f)[02][b]

		AC-02		AC-02.01-01		AC-02		AC-02 (f)[02][c]

		AC-02		AC-02.01-01		AC-02		AC-02 (f)[02][d]

		AC-02		AC-02.01-01		AC-02		AC-02 (f)[02][e]

		AC-02		AC-02.01-01		AC-02		AC-02 (h)(02)

		AC-02		AC-02.01-01		AC-02		AC-02 (h)(03)

		AC-02		AC-02.01-01		AC-02		AC-02 (i)(01)

		AC-02		AC-02.01-01		AC-02		AC-02 (i)(02)

		AC-02		AC-02.01-01		AC-02		AC-02 (i)(03)

		AC-02		AC-02.01-02		AC-02		AC-02 (j)[01]

		AC-02		AC-02.01-03		AC-02		AC-02 (j)[02]

		AC-02(1)		AC-02(1).01-01		AC-02(1)		AC-02(01)

		AC-02(2)		AC-02(2).01-01		AC-02(2)		AC-02(02) [01]

		AC-02(2)		AC-02(2).01-02		AC-02(2)		AC-02(02) [02]

		AC-02(3)		AC-02(3).01-01		AC-02(3)		AC-02(03) [01]

		AC-02(3)		AC-02(3).01-02		AC-02(3)		AC-02(03) [02]

		AC-02(4)		AC-02(4).01-01		AC-02(4)		AC-02(04) [01][a]

		AC-02(4)		AC-02(4).01-01		AC-02(4)		AC-02(04) [01][b]

		AC-02(4)		AC-02(4).01-01		AC-02(4)		AC-02(04) [01][c]

		AC-02(4)		AC-02(4).01-01		AC-02(4)		AC-02(04) [01][d]

		AC-02(4)		AC-02(4).01-01		AC-02(4)		AC-02(04) [01][e]

		AC-02(4)		AC-02(4).01-02		AC-02(4)		AC-02(04) [03][a]

		AC-02(4)		AC-02(4).01-02		AC-02(4)		AC-02(04) [03][b]

		AC-02(4)		AC-02(4).01-02		AC-02(4)		AC-02(04) [03][c]

		AC-02(4)		AC-02(4).01-02		AC-02(4)		AC-02(04) [03][d]

		AC-02(4)		AC-02(4).01-02		AC-02(4)		AC-02(04) [03][e]

		AC-02(5)		AC-02(5).01-01 		AC-02(5)		AC-02(05) [01]

		AC-02(5)		AC-02(5).01-02		AC-02(5)		AC-02(05) [02]

		AC-02(5)		AC-02(5).01-04		AC-02(12)		AC-02(12) (a)[02]

		AC-02(5)		AC-02(5).01-05		AC-02(12)		AC-02(12) (b)[02]

		AC-02(6)		AC-02(6).01-01		AC-02(6)		AC-02(06) [01]

		AC-02(6)		AC-02(6).01-01		AC-02(6)		AC-02(06) [02]

		AC-02(7)		AC-02(7).01-01 		AC-02(7)		AC-02(07) (a)

		AC-02(7)		AC-02(7).01-02		AC-02(7)		AC-02(07) (b)

		AC-03		AC-03.01-01		AC-03		AC-03

		AC-03(2)		AC-03(2).01-01		AC-03(2)		AC-03(02) [01]

		AC-03(2)		AC-03(2).01-02		AC-03(2)		AC-03(02) [02]

		AC-03(3)		AC-03(3).01-01		AC-03(3)		AC-03(03) [02]

		AC-03(3)		AC-03(3).01-01		AC-03(3)		AC-03(03) [03]

		AC-03(3)		AC-03(3).01-01		AC-03(3)		AC-03(03) [04]

		AC-03(3)		AC-03(3).01-02		AC-03(3)		AC-03(03) [01]

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](a)

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](b)(01)

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](b)(02)

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](b)(03)[a]

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](b)(03)[b]

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](b)(03)[c]

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](b)(03)[d]

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](b)(04)

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](b)(05)

		AC-03(3)		AC-03(3).01-03		AC-03(3)		AC-03(03) [06](c)

		AC-03(4)		AC-03(4).01-01 		AC-03(4)		AC-03(04) [02](a)

		AC-03(4)		AC-03(4).01-01 		AC-03(4)		AC-03(04) [02](b)

		AC-03(4)		AC-03(4).01-01 		AC-03(4)		AC-03(04) [02](c)[a]

		AC-03(4)		AC-03(4).01-01 		AC-03(4)		AC-03(04) [02](c)[b]

		AC-03(4)		AC-03(4).01-01 		AC-03(4)		AC-03(04) [02](c)[c]

		AC-03(4)		AC-03(4).01-01 		AC-03(4)		AC-03(04) [02](c)[d]

		AC-03(4)		AC-03(4).01-01 		AC-03(4)		AC-03(04) [02](d)

		AC-03(4)		AC-03(4).01-01 		AC-03(4)		AC-03(04) [02](e)

		AC-03(5)		AC-03(5).01-01 		AC-03(5)		AC-03(05) [01]

		AC-03(5)		AC-03(5).01-02		AC-03(5)		AC-03(05) [02]

		AC-03(6)		AC-03(6).01-01 		MP-04		MP-04 (a)[01]

		AC-03(6)		AC-03(6).01-01 		MP-04		MP-04 (a)[02]

		AC-03(6)		AC-03(6).01-01 		MP-04		MP-04 (a)[03]

		AC-03(6)		AC-03(6).01-01 		MP-04		MP-04 (a)[04]

		AC-03(6)		AC-03(6).01-02		SC-28		SC-28 [02]

		AC-04		AC-04.01-01		AC-04		AC-04 [01]

		AC-04		AC-04.01-02		AC-04		AC-04 [01]

		AC-04		AC-04.01-03		AC-04		AC-04 [02]

		AC-04(1)		AC-04(1).01-01		AC-04(1)		AC-04(01) [04]

		AC-04(2)		AC-04(2).01-01		AC-04(2)		AC-04(02) [02]

		AC-04(3)		AC-04(3).01-01		AC-04(3)		AC-04(03) [01]

		AC-04(3)		AC-04(3).01-02		AC-04(3)		AC-04(03) [02]

		AC-04(4)		AC-04(4).01-01 		AC-04(4)		AC-04(04) [02]

		AC-04(5)		AC-04(5).01-01 		AC-04(5)		AC-04(05) [01]

		AC-04(5)		AC-04(5).01-02		AC-04(5)		AC-04(05) [02]

		AC-04(6)		AC-04(6).01-01 		AC-04(6)		AC-04(06) [02]

		AC-04(7)		AC-04(7).01-01 		AC-04(7)		AC-04(07) [01]

		AC-04(7)		AC-04(7).01-02		AC-04(7)		AC-04(07) [02]

		AC-04(8)		AC-04(8).01-01 		AC-04(8)		AC-04(08) [01]

		AC-04(8)		AC-04(8).01-02		AC-04(8)		AC-04(08) [03]

		AC-04(9)		AC-04(9).01-01		AC-04(9)		AC-04(09)

		AC-04(9)		AC-04(9).01-02		AC-04(9)		AC-04(09)

		AC-04(10)		AC-04(10).01-01		AC-04(10)		AC-04(10) [01]

		AC-04(10)		AC-04(10).01-02		AC-04(10)		AC-04(10) [03]

		AC-04(11)		AC-04(11).01-01		AC-04(11)		AC-04(11) [01]

		AC-04(11)		AC-04(11).01-02		AC-04(11)		AC-04(11) [02]

		AC-04(12)		AC-04(12).01-01		AC-04(12)		AC-04(12) [02]

		AC-04(13)		AC-04(13).01-01		AC-04(13)		AC-04(13) [02]

		AC-04(14)		AC-04(14).01-01		AC-04(14)		AC-04(14) [01]

		AC-04(14)		AC-04(14).01-02		AC-04(14)		AC-04(14) [02]

		AC-04(15)		AC-04(15).01-01		AC-04(15)		AC-04(15) [03]

		AC-04(15)		AC-04(15).01-02		AC-04(15)		AC-04(15) [03]

		AC-04(16)		AC-04(16).01-01		AC-04		AC-04 [02]

		AC-04(17)		AC-04(17).01-01		AC-04(17)		AC-04(17) [01][a]

		AC-04(17)		AC-04(17).01-02		AC-04(17)		AC-04(17) [01][a]

		AC-04(17)		AC-04(17).01-03		AC-04(17)		AC-04(17) [01][b]

		AC-04(17)		AC-04(17).01-04		AC-04(17)		AC-04(17) [01][b]

		AC-04(17)		AC-04(17).01-05		AC-04(18)		AC-04(18) [02]

		AC-04(17)		AC-04(17).01-06		AU-10(2)		AU-10(02) (b)[02]

		AC-05		AC-05.01-01		AC-05		AC-05 (a)[02]

		AC-05		AC-05.01-02		AC-05		AC-05 (b)

		AC-05		AC-05.01-03		AC-05		AC-05 (c)

		AC-06		AC-06.01-01		AC-06		AC-06

		AC-06(1)		AC-06(1).01-01		AC-06(1)		AC-06(01) [02]

		AC-06(1)		AC-06(1).01-02		AC-06(1)		AC-06(01) [03][a]

		AC-06(1)		AC-06(1).01-02		AC-06(1)		AC-06(01) [03][b]

		AC-06(2)		AC-06(2).01-01 		AC-06(2)		AC-06(02) [01]

		AC-06(2)		AC-06(2).01-02		AC-06(2)		AC-06(02) [02]

		AC-06(2)		AC-06(2).01-03		AC-06(9)		AC-06(09)

		AC-06(3)		AC-06(3).01-01 		AC-06(3)		AC-06(03) [01]

		AC-06(3)		AC-06(3).01-02		AC-06(3)		AC-06(03) [03]

		AC-06(3)		AC-06(3).01-03		AC-06(3)		AC-06(03) [04]

		AC-06(4)		AC-06(4).01-01 		AC-06(4)		AC-06(04)

		AC-06(5)		AC-06(5).01-01 		AC-06(5)		AC-06(05) [02]

		AC-06(6)		AC-06(6).01-01 		AC-06(6)		AC-06(06)

		AC-07		AC-07.01-01		AC-07		AC-07 (a)[01]

		AC-07		AC-07.01-01		AC-07		AC-07 (a)[02]

		AC-07		AC-07.01-02		AC-07		AC-07 (a)[03]

		AC-07		AC-07.01-03		AC-07		AC-07 (b)[01]

		AC-07		AC-07.01-04		AC-07		AC-07 (b)[02]

		AC-07		AC-07.01-05		AC-07		AC-07 (b)[02]

		AC-07(1)		AC-07(1).01-01		AC-07		AC-07 (b)[01]

		AC-07(1)		AC-07(1).01-01		AC-07		AC-07 (b)[02]

		AC-07(2)		AC-07(2).01-01 		AC-07(2)		AC-07(02) [01]

		AC-07(2)		AC-07(2).01-02		AC-07(2)		AC-07(02) [04]

		AC-08		AC-08.01-01		AC-08		AC-08 (a)[01]

		AC-08		AC-08.01-02		AC-08		AC-08 (a)[02](01)

		AC-08		AC-08.01-02		AC-08		AC-08 (a)[02](02)

		AC-08		AC-08.01-02		AC-08		AC-08 (a)[02](03)

		AC-08		AC-08.01-02		AC-08		AC-08 (a)[02](04)

		AC-08		AC-08.01-03		AC-08		AC-08 (b)

		AC-08		AC-08.02-01		AC-08		AC-08 (c)(01)[01]

		AC-08		AC-08.02-01		AC-08		AC-08 (c)(01)[02]

		AC-08		AC-08.02-02		AC-08		AC-08 (c)(02)

		AC-08		AC-08.02-03		AC-08		AC-08 (c)(03)

		AC-09		AC-09.01-01		AC-09		AC-09

		AC-09(1)		AC-09(1).01-01 		AC-09(1)		AC-09(01)

		AC-09(2)		AC-09(2).01-01 		AC-09(2)		AC-09(02) [01]

		AC-09(2)		AC-09(2).01-02		AC-09(2)		AC-09(02) [02]

		AC-09(3)		AC-09(3).01-01 		AC-09(3)		AC-09(03) [02]

		AC-09(3)		AC-09(3).01-02		AC-09(3)		AC-09(03) [03]

		AC-10		AC-10.01-01		AC-10		AC-10 [02]

		AC-10		AC-10.01-02		AC-10		AC-10 [03]

		AC-11		AC-11.01-01		AC-11		AC-11 (a)[01]

		AC-11		AC-11.01-02		AC-11		AC-11 (a)[02]

		AC-11		AC-11.01-03		AC-11		AC-11 (b)

		AC-11(1)		AC-11(1).01-01 		AC-11(1)		AC-11(01)

		AC-14		AC-14.01-01		AC-14		AC-14 (a)

		AC-14		AC-14.01-02		AC-14		AC-14 (b)

		AC-14(1)		AC-14(1).01-01		AC-14		AC-14 (a)

		AC-16		AC-16.01-01		AC-16		AC-16 (a)[01]

		AC-16		AC-16.01-02		AC-16		AC-16 (b)

		AC-16(1)		AC-16(1).01-01 		AC-16(1)		AC-16(01) [03]

		AC-16(2)		AC-16(2).01-01 		AC-16(2)		AC-16(02)

		AC-16(2)		AC-16(2).01-02		AC-16(2)		AC-16(02)

		AC-16(3)		AC-16(3).01-01 		AC-16(3)		AC-16(03) [03]

		AC-16(4)		AC-16(4).01-01 		AC-16(4)		AC-16(04) [01]

		AC-16(4)		AC-16(4).01-01 		AC-16(4)		AC-16(04) [02]

		AC-16(4)		AC-16(4).01-02		AC-16(4)		AC-16(04) [03]

		AC-16(5)		AC-16(5).01-01 		AC-16(5)		AC-16(05) [01]

		AC-16(5)		AC-16(5).01-02		AC-16(5)		AC-16(05) [02]

		AC-16(5)		AC-16(5).01-03		AC-16(5)		AC-16(05) [03]

		AC-17		AC-17.01-01		AC-17		AC-17 (a)

		AC-17		AC-17.01-02		AC-17		AC-17 (a)

		AC-17		AC-17.01-03		AC-17(1)		AC-17(01)

		AC-17		AC-17.01-04		AC-17		AC-17 (b)

		AC-17		AC-17.01-05		IA-03		IA-03 [02]

		AC-17(1)		AC-17(1).01-01		AC-17(1)		AC-17(01)

		AC-17(2)		AC-17(2).01-01		AC-17(2)		AC-17(02)

		AC-17(3)		AC-17(3).01-01		AC-17(3)		AC-17(03) [01]

		AC-17(3)		AC-17(3).01-02		AC-17(3)		AC-17(03) [02]

		AC-17(4)		AC-17(4).01-01		AC-17(4)		AC-17(04) (a)[02]

		AC-17(4)		AC-17(4).01-02		AC-17(4)		AC-17(04) (b)

		AC-17(5)		AC-17(5).01-01 		SI-04		SI-04 (g)[03]

		AC-17(5)		AC-17(5).01-02		SI-04		SI-04 (a)(02)[01]

		AC-17(5)		AC-17(5).01-02		SI-04		SI-04 (a)(02)[02]

		AC-17(5)		AC-17(5).01-02		SI-04		SI-04 (a)(02)[03]

		AC-17(6)		AC-17(6).01-01 		AC-17(6)		AC-17(06)

		AC-17(8)		AC-17(8).01-01 		CM-07		CM-07 (b)[01]

		AC-17(8)		AC-17(8).01-02		CM-07		CM-07 (b)[02]

		AC-18		AC-18.01-01		AC-18		AC-18 (a)

		AC-18		AC-18.01-02		SI-04		SI-04 (a)(02)[01]

		AC-18		AC-18.01-02		SI-04		SI-04 (a)(02)[02]

		AC-18		AC-18.01-02		SI-04		SI-04 (a)(02)[03]

		AC-18		AC-18.01-03		AC-18		AC-18 (b)

		AC-18		AC-18.01-04		SI-04		SI-04 (d)[01]

		AC-18(1)		AC-18(1).01-01		AC-18(1)		AC-18(01)

		AC-18(2)		AC-18(2).01-01		SI-04		SI-04 (a)(01)[01]

		AC-18(2)		AC-18(2).01-02		SI-04		SI-04 (a)(02)[01]

		AC-18(2)		AC-18(2).01-02		SI-04		SI-04 (a)(02)[02]

		AC-18(2)		AC-18(2).01-02		SI-04		SI-04 (a)(02)[03]

		AC-18(3)		AC-18(3).01-01		AC-18(3)		AC-18(03)

		AC-18(4)		AC-18(4).01-01 		AC-18(4)		AC-18(04) [02]

		AC-18(5)		AC-18(5).01-01 		AC-18(5)		AC-18(05) [01]

		AC-19		AC-19.01-01		AC-19		AC-19 (a)

		AC-19		AC-19.01-02		AC-19		AC-19 (b)

		AC-19		AC-19.01-03		SI-04		SI-04 (a)(02)[01]

		AC-19		AC-19.01-03		SI-04		SI-04 (a)(02)[02]

		AC-19		AC-19.01-03		SI-04		SI-04 (a)(02)[03]

		AC-19		AC-19.01-04		SC-19		SC-19 (b)[01]

		AC-19		AC-19.01-04		SC-19		SC-19 (b)[02]

		AC-19		AC-19.01-04		SC-19		SC-19 (b)[03]

		AC-19		AC-19.01-06		CM-02(7)		CM-02(07) (a)[03]

		AC-19		AC-19.01-07		CM-02(7)		CM-02(07) (b)[01]

		AC-19		AC-19.01-07		CM-02(7)		CM-02(07) (b)[02]

		AC-19		AC-19.01-08		CM-02(7)		CM-02(07) (b)[02]

		AC-19(1)		AC-19(1).01-01		MP-07		MP-07 [04]

		AC-19(2)		AC-19(2).01-01 		MP-07		MP-07 [04]

		AC-19(3)		AC-19(3).01-01 		MP-07		MP-07 [04]

		AC-19(4)		AC-19(4).01-01		AC-19(4)		AC-19(04) (a)

		AC-19(4)		AC-19(4).01-02		AC-19(4)		AC-19(04) (b)(04)[01]

		AC-19(4)		AC-19(4).01-03		AC-19(4)		AC-19(04) (b)(01)

		AC-19(4)		AC-19(4).01-03		AC-19(4)		AC-19(04) (b)(02)

		AC-19(4)		AC-19(4).01-03		AC-19(4)		AC-19(04) (b)(03)

		AC-19(4)		AC-19(4).01-03		AC-19(4)		AC-19(04) (b)(04)[02]

		AC-19(4)		AC-19(4).01-03		AC-19(4)		AC-19(04) (b)(04)[03]

		AC-20		AC-20.01-01		AC-20		AC-20 (a)

		AC-20		AC-20.01-01		AC-20		AC-20 (b)

		AC-20		AC-20.01-02		AC-20		AC-20 (a)

		AC-20		AC-20.01-02		AC-20		AC-20 (b)

		AC-20(1)		AC-20(1).01-01		AC-20(1)		AC-20(01)

		AC-20(2)		AC-20(2).01-01		AC-20(2)		AC-20(02)

		AC-21		AC-21.01-01		AC-21		AC-21 (a)[01]

		AC-21		AC-21.01-02		AC-21		AC-21 (a)[02]

		AC-21		AC-21.01-03		AC-21		AC-21 (b)[01]

		AC-21		AC-21.01-04		AC-21		AC-21 (b)[02]

		AC-21(1)		AC-21(1).01-01		AC-21(1)		AC-21(01) [01]

		AC-21(1)		AC-21(1).01-01		AC-21(1)		AC-21(01) [02]

		AC-22		AC-22.01-01		AC-22		AC-22 (a)

		AC-22		AC-22.01-02		AC-22		AC-22 (b)

		AC-22		AC-22.01-03		AC-22		AC-22 (c)

		AC-22		AC-22.01-04		AC-22		AC-22 (d)[01]

		AC-22		AC-22.01-05		AC-22		AC-22 (d)[02]

		AC-22		AC-22.01-06		AC-22		AC-22 (d)[03]

		AT-01		AT-01.01-01		AT-01		AT-01 (a)(01)[01]

		AT-01		AT-01.01-02		AT-01		AT-01 (a)(01)[01]

		AT-01		AT-01.01-03		AT-01		AT-01 (a)(01)[03]

		AT-01		AT-01.01-04		AT-01		AT-01 (a)(02)[01]

		AT-01		AT-01.01-05		AT-01		AT-01 (a)(02)[01]

		AT-01		AT-01.01-06		AT-01		AT-01 (a)(02)[03]

		AT-01		AT-01.02-01		AT-01		AT-01 (b)(01)[01]

		AT-01		AT-01.02-02		AT-01		AT-01 (b)(01)[02]

		AT-01		AT-01.02-03		AT-01		AT-01 (b)(02)[01]

		AT-01		AT-01.02-04		AT-01		AT-01 (b)(02)[02]

		AT-02		AT-02.01-01		AT-02		AT-02 (a)

		AT-02		AT-02.01-01		AT-02		AT-02 (b)

		AT-02		AT-02.01-02		AT-02		AT-02 (c)[01]

		AT-02		AT-02.01-03		AT-02		AT-02 (c)[02]

		AT-02(1)		AT-02(1).01-01		AT-02(1)		AT-02(01)

		AT-03		AT-03.01-01		AT-03		AT-03 (a)

		AT-03		AT-03.01-01		AT-03		AT-03 (b)

		AT-03		AT-03.01-02		AT-03		AT-03 (c)[01]

		AT-03		AT-03.01-03		AT-03		AT-03 (c)[02]

		AT-03(1)		AT-03(1).01-01		AT-03(1)		AT-03(01) [02]

		AT-03(1)		AT-03(1).01-02		AT-03(1)		AT-03(01) [03]

		AT-03(1)		AT-03(1).01-03		AT-03(1)		AT-03(01) [04]

		AT-03(2)		AT-03(2).01-01		AT-03(2)		AT-03(02) [02]

		AT-03(2)		AT-03(2).01-02		AT-03(2)		AT-03(02) [03]

		AT-03(2)		AT-03(2).01-03		AT-03(2)		AT-03(02) [04]

		AT-04		AT-04.01-01		AT-04		AT-04 (a)[01][a]

		AT-04		AT-04.01-01		AT-04		AT-04 (a)[01][b]

		AT-04		AT-04.01-01		AT-04		AT-04 (a)[02][a]

		AT-04		AT-04.01-01		AT-04		AT-04 (a)[02][b]

		AT-04		AT-04.01-02		AT-04		AT-04 (b)[01]

		AT-04		AT-04.01-03		AT-04		AT-04 (b)[02]

		AT-05		AT-05.01-01		PM-15		PM-15 (a)

		AT-05		AT-05.01-01		PM-15		PM-15 (b)

		AT-05		AT-05.01-01		PM-15		PM-15 (c)

		AU-01		AU-01.01-01		AU-01		AU-01 (a)(01)[01]

		AU-01		AU-01.01-02		AU-01		AU-01 (a)(01)[01]

		AU-01		AU-01.01-03		AU-01		AU-01 (a)(01)[03]

		AU-01		AU-01.01-04		AU-01		AU-01 (a)(02)[01]

		AU-01		AU-01.01-05		AU-01		AU-01 (a)(02)[01]

		AU-01		AU-01.01-06		AU-01		AU-01 (a)(02)[03]

		AU-01		AU-01.02-01		AU-01		AU-01 (b)(01)[01]

		AU-01		AU-01.02-02		AU-01		AU-01 (b)(01)[02]

		AU-01		AU-01.02-03		AU-01		AU-01 (b)(02)[01]

		AU-01		AU-01.02-04		AU-01		AU-01 (b)(02)[02]

		AU-02		AU-02.01-01		AU-02		AU-02 (a)[01]

		AU-02		AU-02.01-02		AU-02		AU-02 (b)

		AU-02		AU-02.01-03		AU-02		AU-02 (c)

		AU-02		AU-02.01-04		AU-02		AU-02 (d)

		AU-02		AU-02.01-05		AU-02		AU-02 (d)

		AU-02(3)		AU-02(3).01-01		AU-02(3)		AU-02(03) [01]

		AU-02(3)		AU-02(3).01-02		AU-02(3)		AU-02(03) [02]

		AU-02(4)		AU-02(4).01-01 		AC-06(9)		AC-06(09)

		AU-03		AU-03.01-01		AU-03		AU-03

		AU-03(1)		AU-03(1).01-01		AU-03(1)		AU-03(01) [01]

		AU-03(1)		AU-03(1).01-02		AU-03(1)		AU-03(01) [02]

		AU-03(2)		AU-03(2).01-01		AU-03(2)		AU-03(02) [01]

		AU-03(2)		AU-03(2).01-02		AU-03(2)		AU-03(02) [02]

		AU-04		AU-04.01-01		AU-04		AU-04 [02]

		AU-04		AU-04.01-02		AU-04		AU-04 [01]

		AU-05		AU-05.01-01		AU-05		AU-05 (a)[01]

		AU-05		AU-05.01-02		AU-05		AU-05 (a)[01]

		AU-05		AU-05.01-03		AU-05		AU-05 (b)[01]

		AU-05		AU-05.01-04		AU-05		AU-05 (b)[02]

		AU-05(1)		AU-05(1).01-01		AU-05(1)		AU-05(01) [03]

		AU-05(1)		AU-05(1).01-02		AU-05(1)		AU-05(01) [04]

		AU-05(2)		AU-05(2).01-01		AU-05(2)		AU-05(02) [01]

		AU-05(2)		AU-05(2).01-02		AU-05(2)		AU-05(02) [04]

		AU-05(3)		AU-05(3).01-01 		AU-05(3)		AU-05(03) [01]

		AU-05(3)		AU-05(3).01-02		AU-05(3)		AU-05(03) [02]

		AU-05(3)		AU-05(3).01-03		AU-05(3)		AU-05(03) [03]

		AU-05(4)		AU-05(4).01-01 		AU-05(4)		AU-05(04) [01]

		AU-06		AU-06.01-01		AU-06		AU-06 (a)[02]

		AU-06		AU-06.01-02		AU-06		AU-06 (a)[03]

		AU-06		AU-06.01-03		AU-06		AU-06 (b)[02]

		AU-06		AU-06.02-01		AU-06(10)		AU-06(10) [01]

		AU-06		AU-06.02-01		AU-06(10)		AU-06(10) [02]

		AU-06		AU-06.02-01		AU-06(10)		AU-06(10) [03]

		AU-06(1)		AU-06(1).01-01		AU-06(1)		AU-06(01) [02][a]

		AU-06(1)		AU-06(1).01-01		AU-06(1)		AU-06(01) [02][b]

		AU-06(3)		AU-06(3).01-01 		AU-06(3)		AU-06(03)

		AU-06(4)		AU-06(4).01-01 		AU-06(4)		AU-06(04)

		AU-06(5)		AU-06(5).01-01 		AU-06(5)		AU-06(05) [02]

		AU-06(6)		AU-06(6).01-01 		AU-06(6)		AU-06(06)

		AU-06(7)		AU-06(7).01-01 		AU-06(7)		AU-06(07)

		AU-06(9)		AU-06(9).01-01 		AU-06(8)		AU-06(08)

		AU-07		AU-07.01-01		AU-07		AU-07 (a)[01]

		AU-07		AU-07.01-01		AU-07		AU-07 (a)[02]

		AU-07		AU-07.01-01		AU-07		AU-07 (a)[03]

		AU-07		AU-07.01-01		AU-07		AU-07 (a)[04]

		AU-07(1)		AU-07(1).01-01		AU-07(1)		AU-07(01) [02]

		AU-08		AU-08.01-01		AU-08		AU-08 (a)

		AU-08(1)		AU-08(1).01-01		AU-08		AU-08 (b)[02]

		AU-08(1)		AU-08(1).01-02		AU-08		AU-08 (b)[01]

		AU-08(1)		AU-08(1).01-03		AU-08		AU-08 (b)[03]

		AU-09		AU-09.01-01		AU-09		AU-09 [01][a]

		AU-09		AU-09.01-01		AU-09		AU-09 [01][b]

		AU-09		AU-09.01-01		AU-09		AU-09 [01][c]

		AU-09(1)		AU-09(1).01-01		AU-09(1)		AU-09(01)

		AU-09(2)		AU-09(2).01-01		AU-09(2)		AU-09(02) [01]

		AU-09(2)		AU-09(2).01-02		AU-09(2)		AU-09(02) [01]

		AU-09(2)		AU-09(2).01-03		AU-09(2)		AU-09(02) [02]

		AU-09(3)		AU-09(3).01-01		AU-09(3)		AU-09(03) [01]

		AU-09(3)		AU-09(3).01-01		AU-09(3)		AU-09(03) [02]

		AU-09(4)		AU-09(4).01-01 		AU-09(4)		AU-09(04) [02]

		AU-09(4)		AU-09(4).01-02		AU-09		AU-09 [01][a]

		AU-10		AU-10.01-01		AU-10		AU-10 [02]

		AU-10(1)		AU-10(1).01-01 		AU-10(1)		AU-10(01) (a)[02]

		AU-10(2)		AU-10(2).01-01 		AU-10(2)		AU-10(02) (a)[02]

		AU-10(3)		AU-10(3).01-01		AU-10(3)		AU-10(03) [01]

		AU-10(3)		AU-10(3).01-01		AU-10(3)		AU-10(03) [02]

		AU-10(3)		AU-10(3).01-01		AU-10(3)		AU-10(03) [03]

		AU-10(3)		AU-10(3).01-01		AU-10(3)		AU-10(03) [04]

		AU-10(4)		AU-10(4).01-01		AU-10(4)		AU-10(04) (a)[02]

		AU-10(5)		AU-10(5).01-01		SI-07(6)		SI-07(06) [01]

		AU-10(5)		AU-10(5).01-01		SI-07(6)		SI-07(06) [02]

		AU-10(5)		AU-10(5).01-01		SI-07(6)		SI-07(06) [03]

		AU-10(5)		AU-10(5).01-02		SI-07(6)		SI-07(06) [01]

		AU-10(5)		AU-10(5).01-02		SI-07(6)		SI-07(06) [02]

		AU-10(5)		AU-10(5).01-02		SI-07(6)		SI-07(06) [03]

		AU-11		AU-11.01-01		AU-11		AU-11 [01]

		AU-11		AU-11.01-02		AU-11		AU-11 [02][a]

		AU-11		AU-11.01-02		AU-11		AU-11 [02][b]

		AU-11		AU-11.01-03		AU-11		AU-11 [02][a]

		AU-11		AU-11.01-03		AU-11		AU-11 [02][b]

		AU-12		AU-12.01-01 		AU-12		AU-12 (a)[01]

		AU-12		AU-12.01-02		AU-12		AU-12 (a)[02]

		AU-12		AU-12.01-03		AU-12		AU-12 (b)[02]

		AU-12		AU-12.01-04		AU-12		AU-12 (c)

		AU-12(1)		AU-12(1).01-01 		AU-12(2)		AU-12(02)

		AU-12(1)		AU-12(1).01-02		AU-12(1)		AU-12(01) [01]

		AU-12(1)		AU-12(1).01-03		AU-12(1)		AU-12(01) [03]

		AU-12(1)		AU-12(1).01-04		AU-12(1)		AU-12(01) [02]

		AU-12(1)		AU-12(1).01-05		AU-12(1)		AU-12(01) [03]

		AU-12(2)		AU-12(2).01-01 		AU-12(2)		AU-12(02)

		AU-13		AU-13.01-01 		AU-13		AU-13 [01]

		AU-13		AU-13.01-01 		AU-13		AU-13 [02]

		AU-13		AU-13.01-02		AU-13		AU-13 [03]

		AU-14		AU-14.01-01 		AU-14		AU-14 [01]

		AU-14		AU-14.01-02		AU-14		AU-14 [02]

		AU-14(1)		AU-14(1).01-01 		AU-14(1)		AU-14(01)

		CA-01		CA-01.01-01		CA-01		CA-01 (a)(01)[01]

		CA-01		CA-01.01-01		CA-01		CA-01 (a)(01)[02]

		CA-01		CA-01.01-01		CA-01		CA-01 (a)(01)[03]

		CA-01		CA-01.01-02		CA-01		CA-01 (a)(01)[01]

		CA-01		CA-01.01-03		CA-01		CA-01 (a)(01)[03]

		CA-01		CA-01.01-04		CA-01		CA-01 (a)(02)[01]

		CA-01		CA-01.01-05		CA-01		CA-01 (a)(02)[01]

		CA-01		CA-01.01-06		CA-01		CA-01 (a)(02)[03]

		CA-01		CA-01.02-01		CA-01		CA-01 (b)(01)[01]

		CA-01		CA-01.02-02		CA-01		CA-01 (b)(01)[02]

		CA-01		CA-01.02-03		CA-01		CA-01 (b)(02)[01]

		CA-01		CA-01.02-04		CA-01		CA-01 (b)(02)[02]

		CA-02		CA-02.01-01		CA-02		CA-02 (a)

		CA-02		CA-02.01-02		CA-02		CA-02 (a)

		CA-02		CA-02.02-01 		CA-02		CA-02 (b)[01]

		CA-02		CA-02.02-02		CA-02		CA-02 (b)[02]

		CA-02		CA-02.02-03		CA-02		CA-02 (c)

		CA-02		CA-02.02-04		CA-02		CA-02 (d)[01]

		CA-02		CA-02.02-04		CA-02		CA-02 (d)[02]

		CA-02(1)		CA-02(1).01-01 		CA-02(1)		CA-02(01) [01]

		CA-02(1)		CA-02(1).01-01 		CA-02(1)		CA-02(01) [02]

		CA-02(2)		CA-02(2).01-01 		CA-02(2)		CA-02(02) [01]

		CA-02(2)		CA-02(2).01-01 		CA-02(2)		CA-02(02) [02]

		CA-02(2)		CA-02(2).01-01 		CA-02(2)		CA-02(02) [03]

		CA-02(2)		CA-02(2).01-02		CA-02(2)		CA-02(02) [04]

		CA-03		CA-03.01-01		CA-03		CA-03 (b)

		CA-03		CA-03.01-02		CA-03		CA-03 (a)

		CA-03		CA-03.01-03		CA-03		CA-03 (b)

		CA-03		CA-03.01-04		SI-04(4)		SI-04(04) [02][a]

		CA-03		CA-03.01-04		SI-04(4)		SI-04(04) [02][b]

		CA-03(1)		CA-03(1).01-01		CA-03(1)		CA-03(01) [01]

		CA-03(2)		CA-03(2).01-01		CA-03(1)		CA-03(01) [02]

		CA-03(2)		CA-03(2).01-01		CA-03(1)		CA-03(01) [03]

		CA-05		CA-05.01-01		CA-05		CA-05 (a)

		CA-05		CA-05.01-02		CA-05		CA-05 (a)

		CA-05		CA-05.01-03		CA-05		CA-05 (b)[01]

		CA-05		CA-05.01-04		CA-05		CA-05 (b)[02][a]

		CA-05		CA-05.01-04		CA-05		CA-05 (b)[02][b]

		CA-05		CA-05.01-04		CA-05		CA-05 (b)[02][c]

		CA-05(1)		CA-05(1).01-01 		CA-05(1)		CA-05(01) [01]

		CA-05(1)		CA-05(1).01-01 		CA-05(1)		CA-05(01) [02]

		CA-05(1)		CA-05(1).01-01 		CA-05(1)		CA-05(01) [03]

		CA-06		CA-06.01-01		CA-06		CA-06 (a)

		CA-06		CA-06.01-02		CA-06		CA-06 (b)

		CA-06		CA-06.01-03		CA-06		CA-06 (c)[01]

		CA-06		CA-06.01-04		CA-06		CA-06 (c)[02]

		CA-07		CA-07.01-01		CA-07		CA-07 (a)[01]

		CA-07		CA-07.01-01		CA-07		CA-07 (a)[02]

		CA-07		CA-07.01-01		CA-07		CA-07 (a)[03]

		CA-07		CA-07.01-02		CA-07		CA-07 (g)[02]

		CA-07		CA-07.01-03		CA-07		CA-07 (g)[01]

		CA-07		CA-07.01-04		CA-07		CA-07 (g)[01]

		CA-07		CA-07.01-04		CA-07		CA-07 (g)[02]

		CA-07		CA-07.01-04		CA-07		CA-07 (g)[03]

		CA-07		CA-07.01-04		CA-07		CA-07 (g)[04]

		CA-07(1)		CA-07(1).01-01		CA-02(1)		CA-02(01) [01]

		CA-07(1)		CA-07(1).01-01		CA-02(1)		CA-02(01) [02]

		CA-07(2)		CA-07(2).01-01 		CA-02(2)		CA-02(02) [01]

		CA-07(2)		CA-07(2).01-02		CA-02(2)		CA-02(02) [02]

		CA-07(2)		CA-07(2).01-02		CA-02(2)		CA-02(02) [03]

		CA-07(2)		CA-07(2).01-02		CA-02(2)		CA-02(02) [04]

		CM-01		CM-01.01-01		CM-01		CM-01 (a)(01)[01]

		CM-01		CM-01.01-02		CM-01		CM-01 (a)(01)[01]

		CM-01		CM-01.01-03		CM-01		CM-01 (a)(01)[03]

		CM-01		CM-01.01-04		CM-01		CM-01 (a)(02)[01]

		CM-01		CM-01.01-05		CM-01		CM-01 (a)(02)[01]

		CM-01		CM-01.01-06		CM-01		CM-01 (a)(02)[03]

		CM-01		CM-01.02-01		CM-01		CM-01 (b)(01)[01]

		CM-01		CM-01.02-02		CM-01		CM-01 (b)(01)[02]

		CM-01		CM-01.02-03		CM-01		CM-01 (b)(02)[01]

		CM-01		CM-01.02-04		CM-01		CM-01 (b)(02)[02]

		CM-02		CM-02.01-01		CM-02		CM-02 [01]

		CM-02		CM-02.01-02		CM-02		CM-02 [02]

		CM-02(1)		CM-02(1).01-01		CM-02(1)		CM-02(01) (a)[01]

		CM-02(1)		CM-02(1).01-01		CM-02(1)		CM-02(01) (b)[01]

		CM-02(1)		CM-02(1).01-02		CM-02(1)		CM-02(01) (a)[02]

		CM-02(1)		CM-02(1).01-02		CM-02(1)		CM-02(01) (b)[02]

		CM-02(1)		CM-02(1).01-02		CM-02(1)		CM-02(01) (c)

		CM-02(2)		CM-02(2).01-01		CM-02(2)		CM-02(02) [01]

		CM-02(2)		CM-02(2).01-01		CM-02(2)		CM-02(02) [02]

		CM-02(2)		CM-02(2).01-01		CM-02(2)		CM-02(02) [03]

		CM-02(2)		CM-02(2).01-01		CM-02(2)		CM-02(02) [04]

		CM-02(3)		CM-02(3).01-01 		CM-02(3)		CM-02(03) [02]

		CM-02(4)		CM-02(4).01-01 		CM-07(4)		CM-07(04) (a)

		CM-02(4)		CM-02(4).01-02		CM-07(4)		CM-07(04) (b)

		CM-02(5)		CM-02(5).01-01 		CM-07(5)		CM-07(05) (a)

		CM-02(5)		CM-02(5).01-02		CM-07(5)		CM-07(05) (b)

		CM-02(6)		CM-02(6).01-01 		CM-02(6)		CM-02(06)

		CM-03		CM-03.01-01		CM-03		CM-03 (a)

		CM-03		CM-03.01-02		CM-03		CM-03 (b)

		CM-03		CM-03.01-03		CM-03		CM-03 (c)

		CM-03		CM-03.01-04		CM-03		CM-03 (e)[02]

		CM-03		CM-03.01-05		CM-03		CM-03 (f)

		CM-03		CM-03.01-06		CM-03		CM-03 (g)[01]

		CM-03		CM-03.01-06		CM-03		CM-03 (g)[02,03]

		CM-03		CM-03.01-07		CM-03		CM-03 (g)[04]

		CM-03(1)		CM-03(1).01-01		CM-03(1)		CM-03(01) (c)

		CM-03(1)		CM-03(1).01-02		CM-03(1)		CM-03(01) (a)

		CM-03(1)		CM-03(1).01-02		CM-03(1)		CM-03(01) (b)

		CM-03(1)		CM-03(1).01-02		CM-03(1)		CM-03(01) (c)

		CM-03(1)		CM-03(1).01-02		CM-03(1)		CM-03(01) (d)

		CM-03(1)		CM-03(1).01-02		CM-03(1)		CM-03(01) (e)

		CM-03(2)		CM-03(2).01-01 		CM-03(2)		CM-03(02)

		CM-03(3)		CM-03(3).01-01 		CM-03(3)		CM-03(03)

		CM-03(3)		CM-03(3).01-02		CM-03(3)		CM-03(03)

		CM-03(4)		CM-03(4).01-01 		CM-03(4)		CM-03(04)

		CM-04		CM-04.01-01		CM-04		CM-04

		CM-04(1)		CM-04(1).01-01		CM-04(1)		CM-04(01) [01]

		CM-04(1)		CM-04(1).01-02		CM-04(1)		CM-04(01) [02][a]

		CM-04(1)		CM-04(1).01-02		CM-04(1)		CM-04(01) [02][b]

		CM-04(1)		CM-04(1).01-02		CM-04(1)		CM-04(01) [02][c]

		CM-04(1)		CM-04(1).01-02		CM-04(1)		CM-04(01) [02][d]

		CM-04(2)		CM-04(2).01-01		CM-04(2)		CM-04(02)

		CM-05		CM-05.01-01		CM-05		CM-05

		CM-05(1)		CM-05(1).01-01		CM-05(1)		CM-05(01)

		CM-05(2)		CM-05(2).01-01 		CM-05(2)		CM-05(02)

		CM-05(2)		CM-05(2).01-02		CM-05(2)		CM-05(02)

		CM-05(3)		CM-05(3).01-01 		CM-05(3)		CM-05(03) [01]

		CM-05(3)		CM-05(3).01-02		CM-05(3)		CM-05(03) [02]

		CM-05(4)		CM-05(4).01-01 		CM-05(4)		CM-05(04)

		CM-05(4)		CM-05(4).01-02		CM-05(4)		CM-05(04)

		CM-05(5)		CM-05(5).01-01 		CM-05(5)		CM-05(05) (a)

		CM-05(5)		CM-05(5).01-02		CM-05(5)		CM-05(05) (b)[01]

		CM-05(5)		CM-05(5).01-03		CM-05(5)		CM-05(05) (b)[02]

		CM-05(6)		CM-05(6).01-01 		CM-05(6)		CM-05(06)

		CM-05(7)		CM-05(7).01-01 		SI-07(5)		SI-07(05) [01]

		CM-05(7)		CM-05(7).01-02		SI-07(5)		SI-07(05) [02]

		CM-06		CM-06.01-01		CM-06		CM-06 (a)

		CM-06		CM-06.01-02		CM-06		CM-06 (a)

		CM-06		CM-06.01-03		CM-06		CM-06 (a)

		CM-06		CM-06.01-04		CM-06		CM-06 (b)

		CM-06		CM-06.01-05		CM-06		CM-06 (c)

		CM-06		CM-06.01-06		CM-06		CM-06 (d)

		CM-06(1)		CM-06(1).01-01		CM-06(1)		CM-06(01) [02]

		CM-06(2)		CM-06(2).01-01 		CM-06(2)		CM-06(02) [01]

		CM-06(2)		CM-06(2).01-02		CM-06(2)		CM-06(02) [03]

		CM-06(3)		CM-06(3).01-01 		SI-07(7)		SI-07(07) [01]

		CM-06(3)		CM-06(3).01-01 		SI-07(7)		SI-07(07) [02]

		CM-06(3)		CM-06(3).01-02		SI-07(7)		SI-07(07) [01]

		CM-06(3)		CM-06(3).01-02		SI-07(7)		SI-07(07) [02]

		CM-06(4)		CM-06(4).01-01 		CM-04(1)		CM-04(01) [01]

		CM-06(4)		CM-06(4).01-01 		CM-04(1)		CM-04(01) [02][a]

		CM-06(4)		CM-06(4).01-01 		CM-04(1)		CM-04(01) [02][b]

		CM-06(4)		CM-06(4).01-01 		CM-04(1)		CM-04(01) [02][c]

		CM-06(4)		CM-06(4).01-01 		CM-04(1)		CM-04(01) [02][d]

		CM-07		CM-07.01-01		CM-07		CM-07 (b)[01]

		CM-07		CM-07.01-02		CM-07		CM-07 (a)

		CM-07		CM-07.01-03		CM-07		CM-07 (b)[02]

		CM-07(1)		CM-07(1).01-01		CM-07(1)		CM-07(01) (a)[01]

		CM-07(1)		CM-07(1).01-02		CM-07(1)		CM-07(01) (a)[02]

		CM-07(2)		CM-07(2).01-01 		CM-07(4)		CM-07(04) (a)

		CM-07(2)		CM-07(2).01-01 		CM-07(4)		CM-07(04) (b)

		CM-07(2)		CM-07(2).01-01 		CM-07(5)		CM-07(05) (a)

		CM-07(2)		CM-07(2).01-01 		CM-07(5)		CM-07(05) (b)

		CM-07(2)		CM-07(2).01-02		CM-07(4)		CM-07(04) (b)

		CM-07(2)		CM-07(2).01-02		CM-07(5)		CM-07(05) (b)

		CM-07(3)		CM-07(3).01-01 		CM-07(3)		CM-07(03) [01]

		CM-07(3)		CM-07(3).01-02		CM-07(3)		CM-07(03) [02]

		CM-08		CM-08.01-01		CM-08		CM-08 (a)

		CM-08		CM-08.01-02		CM-08		CM-08 (a)

		CM-08		CM-08.01-02		CM-08		CM-08 (b)[01]

		CM-08		CM-08.01-02		CM-08		CM-08 (b)[02]

		CM-08(1)		CM-08(1).01-01		CM-08(1)		CM-08(01) [01]

		CM-08(1)		CM-08(1).01-01		CM-08(1)		CM-08(01) [02]

		CM-08(1)		CM-08(1).01-01		CM-08(1)		CM-08(01) [03]

		CM-08(2)		CM-08(2).01-01		CM-08(2)		CM-08(02) [01]

		CM-08(2)		CM-08(2).01-01		CM-08(2)		CM-08(02) [02]

		CM-08(2)		CM-08(2).01-01		CM-08(2)		CM-08(02) [03]

		CM-08(2)		CM-08(2).01-01		CM-08(2)		CM-08(02) [04]

		CM-08(3)		CM-08(3).01-01 		CM-08(3)		CM-08(03) (a)[01]

		CM-08(3)		CM-08(3).01-02		CM-08(3)		CM-08(03) (a)[02][a]

		CM-08(3)		CM-08(3).01-02		CM-08(3)		CM-08(03) (a)[02][b]

		CM-08(3)		CM-08(3).01-02		CM-08(3)		CM-08(03) (a)[02][c]

		CM-08(3)		CM-08(3).01-03		CM-08(3)		CM-08(03) (b)[02]

		CM-08(4)		CM-08(4).01-01 		CM-08(2)		CM-08(02) [01]

		CM-08(4)		CM-08(4).01-01 		CM-08(2)		CM-08(02) [02]

		CM-08(4)		CM-08(4).01-01 		CM-08(2)		CM-08(02) [03]

		CM-08(5)		CM-08(5).01-01 		CM-08(5)		CM-08(05)

		CM-08(6)		CM-08(6).01-01 		CM-08(6)		CM-08(06) [01]

		CM-08(6)		CM-08(6).01-01 		CM-08(6)		CM-08(06) [02]

		CM-09		CM-09.01-01 		CM-09		CM-09 (a)

		CM-09		CM-09.01-01 		CM-09		CM-09 (b)[01]

		CM-09		CM-09.01-01 		CM-09		CM-09 (b)[02]

		CM-09		CM-09.01-01 		CM-09		CM-09 (c)[01]

		CM-09		CM-09.01-01 		CM-09		CM-09 (c)[02]

		CM-09(1)		CM-09(1).01-01 		CM-09(1)		CM-09(01)

		CP-01		CP-01.01-01		CP-01		CP-01 (a)(01)[01]

		CP-01		CP-01.01-02		CP-01		CP-01 (a)(01)[01]

		CP-01		CP-01.01-03		CP-01		CP-01 (a)(01)[03]

		CP-01		CP-01.01-04		CP-01		CP-01 (a)(02)[01]

		CP-01		CP-01.01-05		CP-01		CP-01 (a)(02)[01]

		CP-01		CP-01.01-06		CP-01		CP-01 (a)(02)[02]

		CP-01		CP-01.02-01		CP-01		CP-01 (b)(01)[01]

		CP-01		CP-01.02-02		CP-01		CP-01 (b)(01)[02]

		CP-01		CP-01.02-03		CP-01		CP-01 (b)(02)[01]

		CP-01		CP-01.02-04		CP-01		CP-01 (b)(02)[02]

		CP-02		CP-02.01-01		CP-02		CP-02 (a)(01)

		CP-02		CP-02.01-01		CP-02		CP-02 (a)(02)

		CP-02		CP-02.01-01		CP-02		CP-02 (a)(03)

		CP-02		CP-02.01-01		CP-02		CP-02 (a)(04)

		CP-02		CP-02.01-01		CP-02		CP-02 (a)(05)

		CP-02		CP-02.01-01		CP-02		CP-02 (a)(06)[01]

		CP-02		CP-02.01-01		CP-02		CP-02 (a)(06)[02]

		CP-02		CP-02.01-02		CP-02		CP-02 (b)[01]

		CP-02		CP-02.01-03		CP-02		CP-02 (b)[02]

		CP-02		CP-02.02-01 		CP-02		CP-02 (c)

		CP-02		CP-02.02-02		CP-02		CP-02 (d)[01]

		CP-02		CP-02.02-03		CP-02		CP-02 (d)[02]

		CP-02		CP-02.02-04		CP-02		CP-02 (e)[02]

		CP-02		CP-02.02-05		CP-02		CP-02 (f)[02]

		CP-02(1)		CP-02(1).01-01		CP-02(1)		CP-02(01)

		CP-02(2)		CP-02(2).01-01		CP-02(2)		CP-02(02) [01]

		CP-02(2)		CP-02(2).01-01		CP-02(2)		CP-02(02) [02]

		CP-02(2)		CP-02(2).01-01		CP-02(2)		CP-02(02) [03]

		CP-02(3)		CP-02(3).01-01 		CP-02(3)		CP-02(03) [01]

		CP-02(3)		CP-02(3).01-02		CP-02(3)		CP-02(03) [02]

		CP-02(4)		CP-02(4).01-01 		CP-02(4)		CP-02(04) [01]

		CP-02(4)		CP-02(4).01-02		CP-02(4)		CP-02(04) [02]

		CP-02(5)		CP-02(5).01-01 		CP-02(5)		CP-02(05) [01]

		CP-02(5)		CP-02(5).01-02		CP-02(5)		CP-02(05) [02]

		CP-02(6)		CP-02(6).01-01 		CP-02(6)		CP-02(06) [01]

		CP-02(6)		CP-02(6).01-02		CP-02(6)		CP-02(06) [02]

		CP-03		CP-03.01-01		CP-03		CP-03 (a)[02]

		CP-03		CP-03.01-02		CP-03		CP-03 (c)[01]

		CP-03		CP-03.01-03		CP-03		CP-03 (c)[02]

		CP-03(1)		CP-03(1).01-01		CP-03(1)		CP-03(01)

		CP-03(1)		CP-03(1).01-02		CP-03(1)		CP-03(01)

		CP-03(2)		CP-03(2).01-01		CP-03(2)		CP-03(02)

		CP-04		CP-04.01-01		CP-04		CP-04 (a)[01]

		CP-04		CP-04.01-02		CP-04		CP-04 (a)[02]

		CP-04		CP-04.01-03		CP-04		CP-04 (a)[03]

		CP-04		CP-04.01-04		CP-04		CP-04 (b)

		CP-04(1)		CP-04(1).01-01		CP-04(1)		CP-04(01)

		CP-04(2)		CP-04(2).01-01		CP-04(2)		CP-04(02) (a)

		CP-04(2)		CP-04(2).01-01		CP-04(2)		CP-04(02) (b)

		CP-04(3)		CP-04(3).01-01		CP-04(3)		CP-04(03)

		CP-04(4)		CP-04(4).01-01 		CP-04(4)		CP-04(04) [01]

		CP-04(4)		CP-04(4).01-01 		CP-04(4)		CP-04(04) [02]

		CP-06		CP-06.01-01		CP-06		CP-06 [01]

		CP-06		CP-06.01-02		CP-06		CP-06 [02]

		CP-06(1)		CP-06(1).01-01		CP-06(1)		CP-06(01)

		CP-06(1)		CP-06(1).01-02		CP-06(1)		CP-06(01)

		CP-06(2)		CP-06(2).01-01		CP-06(2)		CP-06(02)

		CP-06(3)		CP-06(3).01-01		CP-06(3)		CP-06(03) [01]

		CP-06(3)		CP-06(3).01-02		CP-06(3)		CP-06(03) [02]

		CP-07		CP-07.01-01		CP-07		CP-07 (a)[03]

		CP-07		CP-07.01-02		CP-07		CP-07 (a)[02]

		CP-07		CP-07.01-03		CP-07		CP-07 (b)

		CP-07		CP-07.01-04		CP-07		CP-07 (b)

		CP-07(1)		CP-07(1).01-01		CP-07(1)		CP-07(01)

		CP-07(1)		CP-07(1).01-02		CP-07(1)		CP-07(01)

		CP-07(2)		CP-07(2).01-01		CP-07(2)		CP-07(02) [01]

		CP-07(2)		CP-07(2).01-02		CP-07(2)		CP-07(02) [02]

		CP-07(3)		CP-07(3).01-01		CP-07(3)		CP-07(03)

		CP-07(4)		CP-07(4).01-01		CP-07(4)		CP-07(04)

		CP-07(5)		CP-07(5).01-01 		CP-07		CP-07 (c)

		CP-08		CP-08.01-01		CP-08		CP-08 [03]

		CP-08		CP-08.01-02		CP-08		CP-08 [02]

		CP-08		CP-08.01-03		CP-08		CP-08 [03]

		CP-08(1)		CP-08(1).01-01		CP-08(1)		CP-08(01) [01]

		CP-08(1)		CP-08(1).01-02		CP-08(1)		CP-08(01) [02]

		CP-08(2)		CP-08(2).01-01		CP-08(2)		CP-08(02)

		CP-08(3)		CP-08(3).01-01		CP-08(3)		CP-08(03)

		CP-08(3)		CP-08(3).01-02		CP-08(3)		CP-08(03)

		CP-08(4)		CP-08(4).01-01		CP-08(4)		CP-08(04) (a)[01]

		CP-08(4)		CP-08(4).01-01		CP-08(4)		CP-08(04) (a)[02]

		CP-09		CP-09.01-01		CP-09		CP-09 (a)[01]

		CP-09		CP-09.01-02		CP-09		CP-09 (b)[01]

		CP-09		CP-09.01-03		CP-09		CP-09 (c)[01]

		CP-09		CP-09.01-04		CP-09		CP-09 (a)[02]

		CP-09		CP-09.01-05		CP-09		CP-09 (b)[02]

		CP-09		CP-09.01-06		CP-09		CP-09 (c)[02]

		CP-09		CP-09.02-01		CM-09		CM-09 (d)[01]

		CP-09		CP-09.02-01		CM-09		CM-09 (d)[02]

		CP-09(1)		CP-09(1).01-01		CP-09(1)		CP-09(01) [01]

		CP-09(1)		CP-09(1).01-02		CP-09(1)		CP-09(01) [02]

		CP-09(2)		CP-09(2).01-01		CP-09(2)		CP-09(02)

		CP-09(3)		CP-09(3).01-01		CP-09(3)		CP-09(03) [02]

		CP-09(5)		CP-09(5).01-01 		CP-09(5)		CP-09(05) [01]

		CP-09(5)		CP-09(5).01-01 		CP-09(5)		CP-09(05) [02]

		CP-09(5)		CP-09(5).01-02		CP-09(5)		CP-09(05) [03]

		CP-09(6)		CP-09(6).01-01 		CP-09(6)		CP-09(06) [01]

		CP-09(6)		CP-09(6).01-02		CP-09(6)		CP-09(06) [02]

		CP-10		CP-10.01-01		CP-10		CP-10 [01][a]

		CP-10		CP-10.01-01		CP-10		CP-10 [01][b]

		CP-10		CP-10.01-01		CP-10		CP-10 [01][c]

		CP-10		CP-10.01-01		CP-10		CP-10 [02][a]

		CP-10		CP-10.01-01		CP-10		CP-10 [02][b]

		CP-10		CP-10.01-01		CP-10		CP-10 [02][c]

		CP-10(2)		CP-10(2).01-01		CP-10(2)		CP-10(02)

		CP-10(4)		CP-10(4).01-01 		CP-10(4)		CP-10(04) [01]

		CP-10(4)		CP-10(4).01-02		CP-10(4)		CP-10(04) [02]

		CP-10(5)		CP-10(5).01-01 		SI-13(5)		SI-13(05) [01]

		CP-10(5)		CP-10(5).01-02		SI-13(5)		SI-13(05) [02]

		CP-10(6)		CP-10(6).01-01 		CP-10(6)		CP-10(06) [01]

		CP-10(6)		CP-10(6).01-01 		CP-10(6)		CP-10(06) [02]

		CP-10(6)		CP-10(6).01-01 		CP-10(6)		CP-10(06) [03]

		IA-01		IA-01.01-01		IA-01		IA-01 (a)(01)[01]

		IA-01		IA-01.01-02		IA-01		IA-01 (a)(01)[01]

		IA-01		IA-01.01-03		IA-01		IA-01 (a)(01)[03]

		IA-01		IA-01.01-04		IA-01		IA-01 (a)(02)[01]

		IA-01		IA-01.01-05		IA-01		IA-01 (a)(02)[01]

		IA-01		IA-01.01-06		IA-01		IA-01 (a)(02)[03]

		IA-01		IA-01.02-01		IA-01		IA-01 (b)(01)[01]

		IA-01		IA-01.02-02		IA-01		IA-01 (b)(01)[02]

		IA-01		IA-01.02-03		IA-01		IA-01 (b)(02)[01]

		IA-01		IA-01.02-04		IA-01		IA-01 (b)(02)[02]

		IA-02		IA-02.01-01		IA-02		IA-02

		IA-02(1)		IA-02(1).01-01		IA-02(1)		IA-02(01)

		IA-02(2)		IA-02(2).01-01		IA-02(2)		IA-02(02)

		IA-02(3)		IA-02(3).01-01		IA-02(3)		IA-02(03)

		IA-02(4)		IA-02(4).01-01 		IA-02(4)		IA-02(04)

		IA-02(5)		IA-02(5).01-01 		IA-02(5)		IA-02(05)

		IA-02(5)		IA-02(5).01-02		IA-02(5)		IA-02(05)

		IA-02(6)		IA-02(6).01-01 		IA-02(6)		IA-02(06) [03]

		IA-02(7)		IA-02(7).01-01 		IA-02(7)		IA-02(07) [03]

		IA-02(8)		IA-02(8).01-01 		IA-02(8)		IA-02(08)

		IA-02(8)		IA-02(8).01-02		IA-02(8)		IA-02(08)

		IA-02(9)		IA-02(9).01-01 		IA-02(9)		IA-02(09)

		IA-02(9)		IA-02(9).01-02		IA-02(9)		IA-02(09)

		IA-03		IA-03.01-01		IA-03		IA-03 [01]

		IA-03		IA-03.01-02		IA-03		IA-03 [02]

		IA-03(1)		IA-03(1).01-01 		IA-03(1)		IA-03(01) [01]

		IA-03(1)		IA-03(1).01-02		AC-18		AC-18 (b)

		IA-03(2)		IA-03(2).01-01 		IA-03(1)		IA-03(01) [02]

		IA-03(3)		IA-03(3).01-01 		IA-03(3)		IA-03(03) (a)[03]

		IA-03(3)		IA-03(3).01-02		IA-03(3)		IA-03(03) (b)

		IA-04		IA-04.01-01		IA-04		IA-04 (d)[01]

		IA-04		IA-04.01-02		IA-04		IA-04 (e)[01]

		IA-04		IA-04.01-03		IA-04		IA-04 (a)[02]

		IA-04		IA-04.01-03		IA-04		IA-04 (b)

		IA-04		IA-04.01-03		IA-04		IA-04 (c)

		IA-04		IA-04.01-03		IA-04		IA-04 (d)[02]

		IA-04		IA-04.01-03		IA-04		IA-04 (e)[02]

		IA-04(1)		IA-04(1).01-01		IA-04(1)		IA-04(01)

		IA-04(2)		IA-04(2).01-01 		IA-04(2)		IA-04(02)

		IA-04(2)		IA-04(2).01-02		IA-04(2)		IA-04(02)

		IA-04(3)		IA-04(3).01-01 		IA-04(3)		IA-04(03)

		IA-04(4)		IA-04(4).01-01 		IA-04(4)		IA-04(04) [01]

		IA-04(4)		IA-04(4).01-02		IA-04(4)		IA-04(04) [02]

		IA-04(5)		IA-04(5).01-01 		IA-04(5)		IA-04(05)

		IA-05		IA-05.01-01		IA-05		IA-05 (g)[01]

		IA-05		IA-05.01-02		IA-05		IA-05 (a)

		IA-05		IA-05.01-02		IA-05		IA-05 (b)

		IA-05		IA-05.01-02		IA-05		IA-05 (c)

		IA-05		IA-05.01-02		IA-05		IA-05 (d)[01]

		IA-05		IA-05.01-02		IA-05		IA-05 (d)[02]

		IA-05		IA-05.01-02		IA-05		IA-05 (d)[03]

		IA-05		IA-05.01-02		IA-05		IA-05 (e)

		IA-05		IA-05.01-02		IA-05		IA-05 (f)[01]

		IA-05		IA-05.01-02		IA-05		IA-05 (f)[02]

		IA-05		IA-05.01-02		IA-05		IA-05 (g)[02]

		IA-05		IA-05.01-02		IA-05		IA-05 (h)[01]

		IA-05		IA-05.01-02		IA-05		IA-05 (h)[02]

		IA-05(1)		IA-05(1).01-01 		IA-05(1)		IA-05(01) (a)[01,02,03,04]

		IA-05(1)		IA-05(1).01-02		IA-05(1)		IA-05(01) (b)[01]

		IA-05(1)		IA-05(1).01-03		IA-05(1)		IA-05(01) (d)[01]

		IA-05(1)		IA-05(1).01-03		IA-05(1)		IA-05(01) (d)[02]

		IA-05(1)		IA-05(1).01-04		IA-05(1)		IA-05(01) (e)[01]

		IA-05(1)		IA-05(1).01-05		IA-05(1)		IA-05(01) (a)[05]

		IA-05(1)		IA-05(1).01-05		IA-05(1)		IA-05(01) (b)[01]

		IA-05(1)		IA-05(1).01-05		IA-05(1)		IA-05(01) (b)[02]

		IA-05(1)		IA-05(1).01-05		IA-05(1)		IA-05(01) (c)

		IA-05(1)		IA-05(1).01-05		IA-05(1)		IA-05(01) (d)[03]

		IA-05(1)		IA-05(1).01-05		IA-05(1)		IA-05(01) (d)[04]

		IA-05(2)		IA-05(2).01-01 		IA-05(2)		IA-05(02) (a)[01]

		IA-05(2)		IA-05(2).01-01 		IA-05(2)		IA-05(02) (a)[02]

		IA-05(2)		IA-05(2).01-01 		IA-05(2)		IA-05(02) (a)[03]

		IA-05(2)		IA-05(2).01-01 		IA-05(2)		IA-05(02) (b)

		IA-05(2)		IA-05(2).01-01 		IA-05(2)		IA-05(02) (c)

		IA-05(3)		IA-05(3).01-01 		IA-05(3)		IA-05(03) [01]

		IA-05(3)		IA-05(3).01-01 		IA-05(3)		IA-05(03) [02]

		IA-05(3)		IA-05(3).01-01 		IA-05(3)		IA-05(03) [03]

		IA-05(3)		IA-05(3).01-02		IA-05(3)		IA-05(03) [05]

		IA-05(4)		IA-05(4).01-01 		IA-05(4)		IA-05(04) [02]

		IA-05(5)		IA-05(5).01-01 		IA-05(5)		IA-05(05)

		IA-05(6)		IA-05(6).01-01 		IA-05(6)		IA-05(06)

		IA-05(7)		IA-05(7).01-01 		IA-05(7)		IA-05(07) [01]

		IA-05(7)		IA-05(7).01-01 		IA-05(7)		IA-05(07) [02]

		IA-05(7)		IA-05(7).01-01 		IA-05(7)		IA-05(07) [03]

		IA-05(8)		IA-05(8).01-01 		IA-05(8)		IA-05(08) [01]

		IA-05(8)		IA-05(8).01-02		IA-05(8)		IA-05(08) [02]

		IA-06		IA-06.01-01		IA-06		IA-06

		IA-07		IA-07.01-01		IA-07		IA-07

		IA-08		IA-08.01-01 		IA-08		IA-08

		IR-01		IR-01.01-01		IR-01		IR-01 (a)(01)[01]

		IR-01		IR-01.01-02		IR-01		IR-01 (a)(01)[01]

		IR-01		IR-01.01-03		IR-01		IR-01 (a)(01)[03]

		IR-01		IR-01.01-04		IR-01		IR-01 (a)(02)[01]

		IR-01		IR-01.01-05		IR-01		IR-01 (a)(02)[01]

		IR-01		IR-01.01-06		IR-01		IR-01 (a)(02)[03]

		IR-01		IR-01.02-01		IR-01		IR-01 (b)(01)[01]

		IR-01		IR-01.02-02		IR-01		IR-01 (b)(01)[02]

		IR-01		IR-01.02-03		IR-01		IR-01 (b)(02)[01]

		IR-01		IR-01.02-04		IR-01		IR-01 (b)(02)[02]

		IR-02		IR-02.01-01		IR-01		IR-01 (a)(01)[02]

		IR-02		IR-02.01-02		IR-02		IR-02 (b)

		IR-02		IR-02.01-03		IR-02		IR-02 (b)

		IR-02		IR-02.01-04		IR-02		IR-02 (c)[01]

		IR-02		IR-02.01-05		IR-02		IR-02 (c)[02]

		IR-02(1)		IR-02(1).01-01		IR-02(1)		IR-02(01)

		IR-02(2)		IR-02(2).01-01		IR-02(2)		IR-02(02)

		IR-03		IR-03.01-01		IR-03		IR-03 [01]

		IR-03		IR-03.01-02		IR-03		IR-03 [02]

		IR-03		IR-03.01-03		IR-03		IR-03 [03]

		IR-03		IR-03.01-04		IR-03		IR-03 [03]

		IR-03		IR-03.01-05		IR-03		IR-03 [03]

		IR-03(1)		IR-03(1).01-01		IR-03(1)		IR-03(01)

		IR-04		IR-04.01-01		IR-04		IR-04 (a)[01]

		IR-04		IR-04.01-01		IR-04		IR-04 (a)[02]

		IR-04		IR-04.01-01		IR-04		IR-04 (a)[03]

		IR-04		IR-04.01-01		IR-04		IR-04 (a)[04]

		IR-04		IR-04.01-01		IR-04		IR-04 (a)[05]

		IR-04		IR-04.01-02		IR-04		IR-04 (b)

		IR-04		IR-04.01-03		IR-04		IR-04 (c)[01][a]

		IR-04		IR-04.01-03		IR-04		IR-04 (c)[01][b]

		IR-04		IR-04.01-03		IR-04		IR-04 (c)[01][c]

		IR-04		IR-04.01-04		IR-04		IR-04 (c)[02][a]

		IR-04		IR-04.01-04		IR-04		IR-04 (c)[02][b]

		IR-04		IR-04.01-04		IR-04		IR-04 (c)[02][c]

		IR-04(1)		IR-04(1).01-01		IR-04(1)		IR-04(01)

		IR-04(2)		IR-04(2).01-01 		IR-04(2)		IR-04(02) [02]

		IR-04(3)		IR-04(3).01-01 		IR-04(3)		IR-04(03) [03]

		IR-04(3)		IR-04(3).01-02		IR-04(3)		IR-04(03) [02]

		IR-04(4)		IR-04(4).01-01 		IR-04(4)		IR-04(04)

		IR-04(5)		IR-04(5).01-01 		IR-04(5)		IR-04(05) [01]

		IR-04(5)		IR-04(5).01-02		IR-04(5)		IR-04(05) [02]

		IR-05		IR-05.01-01		IR-05		IR-05 [01]

		IR-05(1)		IR-05(1).01-01		IR-05(1)		IR-05(01) [01]

		IR-05(1)		IR-05(1).01-02		IR-05(1)		IR-05(01) [02]

		IR-05(1)		IR-05(1).01-03		IR-05(1)		IR-05(01) [03]

		IR-06		IR-06.01-01		IR-06		IR-06 (a)[01]

		IR-06		IR-06.01-02		IR-06		IR-06 (a)[02]

		IR-06		IR-06.01-03		IR-06		IR-06 (b)[02]

		IR-06(1)		IR-06(1).01-01		IR-06(1)		IR-06(01)

		IR-06(2)		IR-06(2).01-01 		IR-06(2)		IR-06(02) [02]

		IR-07		IR-07.01-01		IR-07		IR-07 [02]

		IR-07		IR-07.01-02		IR-07		IR-07 [01]

		IR-07(1)		IR-07(1).01-01		IR-07(1)		IR-07(01)

		IR-07(2)		IR-07(2).01-01 		IR-07(2)		IR-07(02) (a)

		IR-07(2)		IR-07(2).01-02		IR-07(2)		IR-07(02) (b)

		IR-08		IR-08.01-01 		IR-08		IR-08 (a)(01)

		IR-08		IR-08.01-01 		IR-08		IR-08 (a)(02)

		IR-08		IR-08.01-01 		IR-08		IR-08 (a)(03)

		IR-08		IR-08.01-01 		IR-08		IR-08 (a)(04)

		IR-08		IR-08.01-01 		IR-08		IR-08 (a)(05)

		IR-08		IR-08.01-01 		IR-08		IR-08 (a)(06)

		IR-08		IR-08.01-01 		IR-08		IR-08 (a)(07)

		IR-08		IR-08.01-01 		IR-08		IR-08 (a)(08)[02]

		IR-08		IR-08.02-01 		IR-08		IR-08 (a)(08)[01]

		IR-08		IR-08.02-02		IR-08		IR-08 (b)[02]

		IR-08		IR-08.02-03		IR-08		IR-08 (c)[01]

		IR-08		IR-08.02-04		IR-08		IR-08 (c)[02]

		IR-08		IR-08.02-05		IR-08		IR-08 (d)

		IR-08		IR-08.02-06		IR-08		IR-08 (e)[02]

		MA-01		MA-01.01-01		MA-01		MA-01 (a)(01)[01]

		MA-01		MA-01.01-02		MA-01		MA-01 (a)(01)[01]

		MA-01		MA-01.01-03		MA-01		MA-01 (a)(01)[03]

		MA-01		MA-01.01-04		MA-01		MA-01 (a)(02)[01]

		MA-01		MA-01.01-05		MA-01		MA-01 (a)(02)[01]

		MA-01		MA-01.01-06		MA-01		MA-01 (a)(02)[03]

		MA-01		MA-01.02-01		MA-01		MA-01 (b)(01)[01]

		MA-01		MA-01.02-02		MA-01		MA-01 (b)(01)[02]

		MA-01		MA-01.02-03		MA-01		MA-01 (b)(02)[01]

		MA-01		MA-01.02-04		MA-01		MA-01 (b)(02)[02]

		MA-02		MA-02.01-01		MA-02		MA-02 (a)[01]

		MA-02		MA-02.01-01		MA-02		MA-02 (a)[02]

		MA-02		MA-02.01-01		MA-02		MA-02 (a)[03]

		MA-02		MA-02.01-01		MA-02		MA-02 (a)[04]

		MA-02		MA-02.01-02		MA-02		MA-02 (b)[02]

		MA-02		MA-02.01-03		MA-02		MA-02 (c)[01]

		MA-02		MA-02.01-03		MA-02		MA-02 (c)[02]

		MA-02		MA-02.01-04		MA-02		MA-02 (d)

		MA-02		MA-02.01-05		MA-02		MA-02 (e)

		MA-02(1)		MA-02(1).01-01		MA-02		MA-02 (f)[02]

		MA-02(2)		MA-02(2).01-01		MA-02(2)		MA-02(02) (a)[01]

		MA-02(2)		MA-02(2).01-01		MA-02(2)		MA-02(02) (a)[02]

		MA-02(2)		MA-02(2).01-01		MA-02(2)		MA-02(02) (a)[03]

		MA-02(2)		MA-02(2).01-02		MA-02(2)		MA-02(02) (b)[03]

		MA-02(2)		MA-02(2).01-02		MA-02(2)		MA-02(02) (b)[04]

		MA-03		MA-03.01-01		MA-03		MA-03 [01]

		MA-03		MA-03.01-02		MA-03		MA-03 [02]

		MA-03		MA-03.01-02		MA-03		MA-03 [03]

		MA-03(1)		MA-03(1).01-01		MA-03(1)		MA-03(01)

		MA-03(2)		MA-03(2).01-01		MA-03(2)		MA-03(02)

		MA-03(3)		MA-03(3).01-01		MA-03(3)		MA-03(03)

		MA-03(4)		MA-03(4).01-01		MA-03(4)		MA-03(04)

		MA-04		MA-04.01-01		MA-04		MA-04 (a)[01]

		MA-04		MA-04.01-01		MA-04		MA-04 (a)[02]

		MA-04		MA-04.01-02		MA-04		MA-04 (b)[02]

		MA-04		MA-04.01-03		MA-04		MA-04 (b)[01]

		MA-04		MA-04.01-03		MA-04		MA-04 (b)[02]

		MA-04		MA-04.01-04		MA-04		MA-04 (c)

		MA-04		MA-04.01-05		MA-04		MA-04 (d)

		MA-04		MA-04.01-06		MA-04		MA-04 (e)[01]

		MA-04		MA-04.01-06		MA-04		MA-04 (e)[02]

		MA-04(1)		MA-04(1).01-01		MA-04(1)		MA-04(01) (a)[02]

		MA-04(1)		MA-04(1).01-02		MA-04(1)		MA-04(01) (b)

		MA-04(2)		MA-04(2).01-01		MA-04(2)		MA-04(02)

		MA-04(3)		MA-04(3).01-01		MA-04(3)		MA-04(03)

		MA-04(3)		MA-04(3).01-02		MA-04(3)		MA-04(03)

		MA-04(3)		MA-04(3).01-03		MA-04(3)		MA-04(03)

		MA-04(4)		MA-04(4).01-01 		MA-04(4)		MA-04(04) (a)[02]

		MA-04(4)		MA-04(4).01-02		MA-04(4)		MA-04(04) (b)

		MA-04(5)		MA-04(5).01-01 		MA-04(5)		MA-04(05) (b)[01]

		MA-04(5)		MA-04(5).01-02		MA-04(5)		MA-04(05) (b)[02]

		MA-04(5)		MA-04(5).01-03		MA-04(5)		MA-04(05) (a)[02]

		MA-04(6)		MA-04(6).01-01 		MA-04(6)		MA-04(06)

		MA-04(7)		MA-04(7).01-01 		MA-04(7)		MA-04(07)

		MA-05		MA-05.01-01		MA-05		MA-05 (a)[01]

		MA-05		MA-05.01-02		MA-05		MA-05 (a)[02]

		MA-05		MA-05.01-03		MA-05		MA-05 (b)

		MA-05		MA-05.01-03		MA-05		MA-05 (c)

		MA-05(1)		MA-05(1).01-01 		MA-05(1)		MA-05(01) (a)(01)[01]

		MA-05(1)		MA-05(1).01-01 		MA-05(1)		MA-05(01) (a)(01)[02]

		MA-05(1)		MA-05(1).01-01 		MA-05(1)		MA-05(01) (a)(01)[03]

		MA-05(1)		MA-05(1).01-01 		MA-05(1)		MA-05(01) (a)(02)[01]

		MA-05(1)		MA-05(1).01-01 		MA-05(1)		MA-05(01) (a)(02)[02,03]

		MA-05(1)		MA-05(1).01-01 		MA-05(1)		MA-05(01) (b)

		MA-05(2)		MA-05(2).01-01 		MA-05(2)		MA-05(02) [01]

		MA-05(3)		MA-05(3).01-01 		MA-05(3)		MA-05(03)

		MA-05(4)		MA-05(4).01-01 		MA-05(4)		MA-05(04) (a)

		MA-05(4)		MA-05(4).01-02		MA-05(4)		MA-05(04) (b)

		MA-06		MA-06.01-01		MA-06		MA-06 [01]

		MA-06		MA-06.01-02		MA-06		MA-06 [02]

		MA-06		MA-06.01-03		MA-06		MA-06 [03]

		MP-01		MP-01.01-01		MP-01		MP-01 (a)(01)[01]

		MP-01		MP-01.01-02		MP-01		MP-01 (a)(01)[01]

		MP-01		MP-01.01-03		MP-01		MP-01 (a)(01)[03]

		MP-01		MP-01.01-04		MP-01		MP-01 (a)(02)[01]

		MP-01		MP-01.01-05		MP-01		MP-01 (a)(02)[01]

		MP-01		MP-01.01-06		MP-01		MP-01 (a)(02)[03]

		MP-01		MP-01.02-01		MP-01		MP-01 (b)(01)[01]

		MP-01		MP-01.02-02		MP-01		MP-01 (b)(01)[02]

		MP-01		MP-01.02-03		MP-01		MP-01 (b)(02)[01]

		MP-01		MP-01.02-04		MP-01		MP-01 (b)(02)[02]

		MP-02		MP-02.01-01		MP-02		MP-02 [01]

		MP-02		MP-02.01-01		MP-02		MP-02 [02]

		MP-02		MP-02.01-02		MP-02		MP-02 [03]

		MP-02(1)		MP-02(1).01-01		MP-04(2)		MP-04(02) [01]

		MP-02(1)		MP-02(1).01-02		MP-04(2)		MP-04(02) [02]

		MP-02(1)		MP-02(1).01-02		MP-04(2)		MP-04(02) [03]

		MP-02(2)		MP-02(2).01-01 		SC-28(1)		SC-28(01) [03]

		MP-03		MP-03.01-01		MP-03		MP-03 (b)[01]

		MP-03		MP-03.01-01		MP-03		MP-03 (b)[02]

		MP-03		MP-03.01-02		MP-03		MP-03 (a)[01]

		MP-03		MP-03.01-02		MP-03		MP-03 (a)[02]

		MP-03		MP-03.01-02		MP-03		MP-03 (a)[03]

		MP-03		MP-03.01-03		MP-03		MP-03 (b)[01]

		MP-03		MP-03.01-03		MP-03		MP-03 (b)[02]

		MP-03		MP-03.01-04		MP-03		MP-03 (b)[03]

		MP-04		MP-04.01-01		MP-04		MP-04 (a)[01]

		MP-04		MP-04.01-01		MP-04		MP-04 (a)[02]

		MP-04		MP-04.01-02		MP-04		MP-04 (a)[03]

		MP-04		MP-04.01-03		MP-04		MP-04 (b)

		MP-04(1)		MP-04(1).01-01		SC-28(1)		SC-28(01) [03]

		MP-05		MP-05.01-01		MP-05		MP-05 (a)[01]

		MP-05		MP-05.01-01		MP-05		MP-05 (a)[02]

		MP-05		MP-05.01-02		MP-05		MP-05 (a)[03]

		MP-05		MP-05.01-03		MP-05		MP-05 (b)

		MP-05		MP-05.01-04		MP-05		MP-05 (c)

		MP-05		MP-05.01-05		MP-05		MP-05 (d)

		MP-05(2)		MP-05(2).01-01		MP-05		MP-05 (b)

		MP-05(3)		MP-05(3).01-01		MP-05(3)		MP-05(03)

		MP-05(4)		MP-05(4).01-01 		MP-05(4)		MP-05(04)

		MP-06		MP-06.01-01		MP-06		MP-06 (a)[03]

		MP-06		MP-06.01-02		MP-06		MP-06 (b)

		MP-06(1)		MP-06(1).01-01		MP-06(1)		MP-06(01) [03]

		MP-06(1)		MP-06(1).01-01		MP-06(1)		MP-06(01) [04]

		MP-06(1)		MP-06(1).01-01		MP-06(1)		MP-06(01) [05]

		MP-06(2)		MP-06(2).01-01		MP-06(2)		MP-06(02) [01]

		MP-06(2)		MP-06(2).01-02		MP-06(2)		MP-06(02) [02]

		MP-06(3)		MP-06(3).01-01 		MP-06(3)		MP-06(03) [01]

		MP-06(3)		MP-06(3).01-02		MP-06(3)		MP-06(03) [02]

		MP-06(4)		MP-06(4).01-01 		MP-06		MP-06 (a)[03]

		MP-06(5)		MP-06(5).01-01 		MP-06		MP-06 (b)

		MP-06(6)		MP-06(6).01-01 		MP-06		MP-06 (a)[03]

		PE-01		PE-01.01-01		PE-01		PE-01 (a)(01)[01]

		PE-01		PE-01.01-02		PE-01		PE-01 (a)(01)[01]

		PE-01		PE-01.01-03		PE-01		PE-01 (a)(01)[02]

		PE-01		PE-01.01-03		PE-01		PE-01 (a)(01)[03]

		PE-01		PE-01.01-04		PE-01		PE-01 (a)(02)[01]

		PE-01		PE-01.01-05		PE-01		PE-01 (a)(02)[01]

		PE-01		PE-01.01-06		PE-01		PE-01 (a)(02)[02]

		PE-01		PE-01.01-06		PE-01		PE-01 (a)(02)[03]

		PE-01		PE-01.02-01		PE-01		PE-01 (b)(01)[01]

		PE-01		PE-01.02-02		PE-01		PE-01 (b)(01)[02]

		PE-01		PE-01.02-03		PE-01		PE-01 (b)(02)[01]

		PE-01		PE-01.02-04		PE-01		PE-01 (b)(02)[02]

		PE-02		PE-02.01-01		PE-03		PE-03 (c)[01]

		PE-02		PE-02.01-02		PE-02		PE-02 (a)[01]

		PE-02		PE-02.01-03		PE-02		PE-02 (b)

		PE-02		PE-02.02-01		PE-02		PE-02 (c)[01]

		PE-02		PE-02.02-02		PE-02		PE-02 (c)[02]

		PE-02		PE-02.02-03		PE-02		PE-02 (d)

		PE-02(1)		PE-02(1).01-01		PE-02(1)		PE-02(01)

		PE-02(1)		PE-02(1).01-02		PE-02(1)		PE-02(01)

		PE-02(2)		PE-02(2).01-01		PE-02(2)		PE-02(02) [01]

		PE-02(2)		PE-02(2).01-01		PE-02(2)		PE-02(02) [02]

		PE-02(3)		PE-02(3).01-01		PE-02(3)		PE-02(03) [01]

		PE-02(3)		PE-02(3).01-02		PE-02(3)		PE-02(03) [02]

		PE-03		PE-03.01-01		PE-03		PE-03 (a)[02](01)

		PE-03		PE-03.01-01		PE-03		PE-03 (a)[02](02)[a]

		PE-03		PE-03.01-01		PE-03		PE-03 (a)[02](02)[b]

		PE-03		PE-03.01-02		PE-03		PE-03 (a)[02](01)

		PE-03		PE-03.01-03		PE-03		PE-03 (a)[02](02)[b]

		PE-03		PE-03.01-04		PE-03		PE-03 (c)[01]

		PE-03		PE-03.01-04		PE-03		PE-03 (c)[02]

		PE-03		PE-03.01-05		PE-03		PE-03 (e)[01]

		PE-03		PE-03.01-05		PE-03		PE-03 (e)[02]

		PE-03		PE-03.01-05		PE-03		PE-03 (e)[03]

		PE-03		PE-03.02-01		PE-03		PE-03 (f)[02]

		PE-03		PE-03.02-02		PE-03		PE-03 (f)[03]

		PE-03		PE-03.02-03		PE-03		PE-03 (g)[01]

		PE-03		PE-03.02-04		PE-03		PE-03 (g)[02][a]

		PE-03		PE-03.02-04		PE-03		PE-03 (g)[02][b]

		PE-03		PE-03.02-04		PE-03		PE-03 (g)[02][c]

		PE-03(1)		PE-03(1).01-01		PE-03(1)		PE-03(01) [02]

		PE-03(2)		PE-03(2).01-01		PE-03(2)		PE-03(02) [02][a]

		PE-03(2)		PE-03(2).01-01		PE-03(2)		PE-03(02) [02][b]

		PE-03(3)		PE-03(3).01-01		PE-03(3)		PE-03(03)

		PE-03(4)		PE-03(4).01-01		PE-03(4)		PE-03(04) [01]

		PE-03(4)		PE-03(4).01-02		PE-03(4)		PE-03(04) [02]

		PE-03(5)		PE-03(5).01-01		PE-03(5)		PE-03(05) [03]

		PE-03(6)		PE-03(6).01-01		PE-03(6)		PE-03(06) [01]

		PE-03(6)		PE-03(6).01-02		PE-03(6)		PE-03(06) [02]

		PE-04		PE-04.01-01		PE-04		PE-04 [03]

		PE-05		PE-05.01-01		PE-05(1)		PE-05(01) (a)[02]

		PE-06		PE-06.01-01		PE-06		PE-06 (a)

		PE-06		PE-06.01-02		PE-06		PE-06 (b)[01]

		PE-06		PE-06.01-03		PE-06		PE-06 (b)[03]

		PE-06		PE-06.01-04		PE-06		PE-06 (c)

		PE-06(1)		PE-06(1).01-01		PE-06(1)		PE-06(01)

		PE-06(2)		PE-06(2).01-01		PE-06(2)		PE-06(02) [03]

		PE-07		PE-07.01-01		PE-03		PE-03 (d)[01]

		PE-07(1)		PE-07(1).01-01		PE-03		PE-03 (d)[02][a]

		PE-07(1)		PE-07(1).01-01		PE-03		PE-03 (d)[02][b]

		PE-07(2)		PE-07(2).01-01		PE-02(2)		PE-02(02) [02]

		PE-08		PE-08.01-01		PE-08		PE-08 (a)[02]

		PE-08		PE-08.01-02		PE-08		PE-08 (b)[01]

		PE-08		PE-08.01-03		PE-08		PE-08 (b)[02]

		PE-08(1)		PE-08(1).01-01		PE-08(1)		PE-08(01)

		PE-08(2)		PE-08(2).01-01		PE-08		PE-08 (a)[02]

		PE-09		PE-09.01-01		PE-09		PE-09

		PE-09(1)		PE-09(1).01-01		PE-09(1)		PE-09(01) [02]

		PE-09(2)		PE-09(2).01-01		PE-09(2)		PE-09(02) [01]

		PE-09(2)		PE-09(2).01-02		PE-09(2)		PE-09(02) [02]

		PE-10		PE-10.01-01		PE-10		PE-10 (a)

		PE-10		PE-10.01-02		PE-10		PE-10 (b)[01]

		PE-10		PE-10.01-03		PE-10		PE-10 (b)[02]

		PE-10		PE-10.01-04		PE-10		PE-10 (c)

		PE-11		PE-11.01-01		PE-11		PE-11

		PE-11(1)		PE-11(1).01-01		PE-11		PE-11

		PE-11(2)		PE-11(2).01-01		PE-11(2)		PE-11(02) (a)

		PE-11(2)		PE-11(2).01-01		PE-11(2)		PE-11(02) (b)

		PE-12		PE-12.01-01		PE-12		PE-12 [01]

		PE-12		PE-12.01-02		PE-12		PE-12 [02]

		PE-12		PE-12.01-03		PE-12		PE-12 [01]

		PE-12		PE-12.01-03		PE-12		PE-12 [02]

		PE-12(1)		PE-12(1).01-01		PE-12(1)		PE-12(01)

		PE-13		PE-13.01-01		PE-13		PE-13 [01]

		PE-13		PE-13.01-02		PE-13		PE-13 [02]

		PE-13(1)		PE-13(1).01-01		PE-13(1)		PE-13(01) [03][a]

		PE-13(1)		PE-13(1).01-01		PE-13(1)		PE-13(01) [03][b]

		PE-13(1)		PE-13(1).01-01		PE-13(1)		PE-13(01) [03][c]

		PE-13(2)		PE-13(2).01-01		PE-13(2)		PE-13(02) [03][a]

		PE-13(2)		PE-13(2).01-01		PE-13(2)		PE-13(02) [03][b]

		PE-13(3)		PE-13(3).01-01		PE-13(3)		PE-13(03)

		PE-13(4)		PE-13(4).01-01		PE-13(4)		PE-13(04) [01]

		PE-13(4)		PE-13(4).01-02		PE-13(4)		PE-13(04) [02]

		PE-13(4)		PE-13(4).01-03		PE-13(4)		PE-13(04) [03]

		PE-13(4)		PE-13(4).01-03		PE-13(4)		PE-13(04) [04]

		PE-14		PE-14.01-01		PE-14		PE-14 (a)[01]

		PE-14		PE-14.01-02		PE-14		PE-14 (a)[04]

		PE-14		PE-14.01-03		PE-14		PE-14 (b)[01]

		PE-14		PE-14.01-03		PE-14		PE-14 (b)[02]

		PE-14		PE-14.01-04		PE-14		PE-14 (b)[03]

		PE-14		PE-14.01-04		PE-14		PE-14 (b)[04]

		PE-14(1)		PE-14(1).01-01		PE-14(1)		PE-14(01) [01]

		PE-14(1)		PE-14(1).01-01		PE-14(1)		PE-14(01) [02]

		PE-14(2)		PE-14(2).01-01		PE-14(2)		PE-14(02) [01,02]

		PE-14(2)		PE-14(2).01-01		PE-14(2)		PE-14(02) [03,04]

		PE-15		PE-15.01-01		PE-15		PE-15 [01]

		PE-15		PE-15.01-01		PE-15		PE-15 [02]

		PE-15		PE-15.01-02		PE-15		PE-15 [03]

		PE-15(1)		PE-15(1).01-01		PE-15(1)		PE-15(01) [01]

		PE-15(1)		PE-15(1).01-01		PE-15(1)		PE-15(01) [02]

		PE-15(1)		PE-15(1).01-01		PE-15(1)		PE-15(01) [03]

		PE-16		PE-16.01-01		PE-16		PE-16 [01]

		PE-16		PE-16.01-02		PE-16		PE-16 [01]

		PE-16		PE-16.01-02		PE-16		PE-16 [02]

		PE-16		PE-16.01-02		PE-16		PE-16 [03]

		PE-16		PE-16.01-02		PE-16		PE-16 [04]

		PE-16		PE-16.01-02		PE-16		PE-16 [05]

		PE-16		PE-16.01-02		PE-16		PE-16 [06]

		PE-16		PE-16.01-02		PE-16		PE-16 [07]

		PE-16		PE-16.01-03		PE-16		PE-16 [08]

		PE-16		PE-16.01-03		PE-16		PE-16 [09]

		PE-17		PE-17.01-01		PE-17		PE-17 (a)[01]

		PE-17		PE-17.01-02		PE-17		PE-17 (a)[02]

		PE-17		PE-17.01-03		PE-17		PE-17 (b)

		PE-17		PE-17.01-04		PE-17		PE-17 (c)

		PE-18		PE-18.01-01		PE-18		PE-18 [03]

		PE-18		PE-18.01-02		PE-18		PE-18 [04]

		PE-18(1)		PE-18(1).01-01		PE-18		PE-18 [01]

		PE-18(1)		PE-18(1).01-01		PE-18		PE-18 [02]

		PE-18(1)		PE-18(1).01-02		PE-18		PE-18 [03]

		PE-18(1)		PE-18(1).01-02		PE-18		PE-18 [04]

		PE-19		PE-19.01-01		PE-19		PE-19

		PE-19(1)		PE-19(1).01-01		PE-19(1)		PE-19(01) [01]

		PE-19(1)		PE-19(1).01-01		PE-19(1)		PE-19(01) [02]

		PE-19(1)		PE-19(1).01-01		PE-19(1)		PE-19(01) [03]

		PL-01		PL-01.01-01		PL-01		PL-01 (a)(01)[01]

		PL-01		PL-01.01-01		PL-01		PL-01 (a)(01)[02]

		PL-01		PL-01.01-01		PL-01		PL-01 (a)(01)[03]

		PL-01		PL-01.01-01		PL-01		PL-01 (a)(02)[01]

		PL-01		PL-01.01-01		PL-01		PL-01 (a)(02)[02]

		PL-01		PL-01.01-01		PL-01		PL-01 (a)(02)[03]

		PL-01		PL-01.01-01		PL-01		PL-01 (b)(01)[01]

		PL-01		PL-01.01-01		PL-01		PL-01 (b)(01)[02]

		PL-01		PL-01.01-01		PL-01		PL-01 (b)(02)[01]

		PL-01		PL-01.01-01		PL-01		PL-01 (b)(02)[02]

		PL-01		PL-01.01-02		PL-01		PL-01 (a)(01)[01]

		PL-01		PL-01.01-03		PL-01		PL-01 (a)(01)[03]

		PL-01		PL-01.01-04		PL-01		PL-01 (a)(02)[01]

		PL-01		PL-01.01-05		PL-01		PL-01 (a)(02)[01]

		PL-01		PL-01.01-06		PL-01		PL-01 (a)(02)[03]

		PL-01		PL-01.02-01		PL-01		PL-01 (b)(01)[01]

		PL-01		PL-01.02-02		PL-01		PL-01 (b)(01)[02]

		PL-01		PL-01.02-03		PL-01		PL-01 (b)(02)[01]

		PL-01		PL-01.02-04		PL-01		PL-01 (b)(02)[02]

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(01)

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(02)

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(03)

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(04)

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(05)

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(06)

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(07)

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(08)

		PL-02		PL-02.01-01		PL-02		PL-02 (a)(09)

		PL-02		PL-02.01-02		PL-02		PL-02 (c)[01]

		PL-02		PL-02.01-03		PL-02		PL-02 (c)[02]

		PL-02		PL-02.01-04		PL-02		PL-02 (d)[01]

		PL-02		PL-02.01-04		PL-02		PL-02 (d)[02]

		PL-02		PL-02.01-04		PL-02		PL-02 (d)[03]

		PL-02(1)		PL-02(1).01-01		PL-07		PL-07 (a)

		PL-02(1)		PL-02(1).01-02		PL-07		PL-07 (b)[01]

		PL-02(1)		PL-02(1).01-03		PL-07		PL-07 (b)[02]

		PL-02(2)		PL-02(2).01-01		PL-08		PL-08 (a)(01)

		PL-02(2)		PL-02(2).01-01		PL-08		PL-08 (a)(02)

		PL-02(2)		PL-02(2).01-01		PL-08		PL-08 (a)(03)

		PL-04		PL-04.01-01		PL-04		PL-04 (a)[01]

		PL-04		PL-04.01-02		PL-04		PL-04 (a)[02]

		PL-04		PL-04.01-03		PL-04		PL-04 (b)

		PL-04(1)		PL-04(1).01-01		PL-04(1)		PL-04(01) [01]

		PL-04(1)		PL-04(1).01-01		PL-04(1)		PL-04(01) [02]

		PL-05		PL-05.01-01		AR-02		AR-02 (a)

		PL-05		PL-05.01-02		AR-02		AR-02 (a)

		PL-06		PL-06.01-01		PL-02(3)		PL-02(03) [02]

		PM-01		PM-01.01-01 		PM-01		PM-01 (a)(01)[01]

		PM-01		PM-01.01-01 		PM-01		PM-01 (a)(01)[02][a]

		PM-01		PM-01.01-01 		PM-01		PM-01 (a)(01)[02][b]

		PM-01		PM-01.01-01 		PM-01		PM-01 (a)(02)

		PM-01		PM-01.01-01 		PM-01		PM-01 (a)(04)

		PM-01		PM-01.01-02		PM-01		PM-01 (b)[01]

		PM-01		PM-01.01-03		PM-01		PM-01 (b)[02]

		PM-01		PM-01.01-04		PM-01		PM-01 (c)

		PM-01		PM-01.01-05		PM-01		PM-01 (a)(01)[01]

		PM-01		PM-01.01-05		PM-01		PM-01 (a)(01)[02][a]

		PM-01		PM-01.01-05		PM-01		PM-01 (a)(01)[02][b]

		PM-02		PM-02.01-01 		PM-02		PM-02

		PM-02		PM-02.01-02		PM-02		PM-02

		PM-03		PM-03.01-01		PM-03		PM-03 (a)[01]

		PM-03		PM-03.01-02		PM-03		PM-03 (a)[02]

		PM-03		PM-03.01-03		PM-03		PM-03 (b)

		PM-03		PM-03.01-04		PM-03		PM-03 (c)

		PM-04		PM-04.01-01		PM-04		PM-04 (a)(01)[02]

		PM-04		PM-04.01-02		PM-04		PM-04 (a)(02)

		PM-05		PM-05.01-01		PM-05		PM-05 [01]

		PM-05		PM-05.01-02		PM-05		PM-05 [02]

		PM-06		PM-06.01-01		PM-06		PM-06 [01]

		PM-06		PM-06.01-02		PM-06		PM-06 [02]

		PM-06		PM-06.01-03		PM-06		PM-06 [03]

		PM-07		PM-07.01-01		PM-07		PM-07

		PM-08		PM-08.01-01		PM-08		PM-08 [01]

		PM-08		PM-08.01-02		PM-08		PM-08 [03]

		PM-08		PM-08.01-03		PM-08		PM-08 [01]

		PM-08		PM-08.01-03		PM-08		PM-08 [02]

		PM-08		PM-08.01-03		PM-08		PM-08 [03]

		PM-09		PM-09.01-01		PM-09		PM-09 (a)

		PM-09		PM-09.01-02		PM-09		PM-09 (b)

		PM-10		PM-10.01-01 		PM-10		PM-10 (a)

		PM-10		PM-10.01-02		PM-10		PM-10 (b)

		PM-10		PM-10.01-03		PM-10		PM-10 (c)

		PM-11		PM-11.01-01		PM-11		PM-11 (a)

		PM-11		PM-11.01-02		PM-11		PM-11 (b)[01]

		PM-11		PM-11.01-02		PM-11		PM-11 (b)[02]

		PS-01		PS-01.01-01		PS-01		PS-01 (a)(01)[01]

		PS-01		PS-01.01-02		PS-01		PS-01 (a)(01)[01]

		PS-01		PS-01.01-03		PS-01		PS-01 (a)(01)[03]

		PS-01		PS-01.01-04		PS-01		PS-01 (a)(02)[01]

		PS-01		PS-01.01-05		PS-01		PS-01 (a)(02)[01]

		PS-01		PS-01.01-06		PS-01		PS-01 (a)(02)[03]

		PS-01		PS-01.02-01		PS-01		PS-01 (b)(01)[01]

		PS-01		PS-01.02-02		PS-01		PS-01 (b)(01)[02]

		PS-01		PS-01.02-03		PS-01		PS-01 (b)(02)[01]

		PS-01		PS-01.02-04		PS-01		PS-01 (b)(02)[02]

		PS-02		PS-02.01-01		PS-02		PS-02 (a)

		PS-02		PS-02.01-02		PS-02		PS-02 (b)

		PS-02		PS-02.01-03		PS-02		PS-02 (c)[01]

		PS-02		PS-02.01-04		PS-02		PS-02 (c)[02]

		PS-03		PS-03.01-01		PS-03		PS-03 (a)

		PS-03		PS-03.01-02		PS-03		PS-03 (b)[01]

		PS-03		PS-03.01-02		PS-03		PS-03 (b)[02]

		PS-03		PS-03.01-03		PS-03		PS-03 (b)[03]

		PS-03(1)		PS-03(1).01-01		PS-03(1)		PS-03(01) [01]

		PS-03(1)		PS-03(1).01-02		PS-03(1)		PS-03(01) [02]

		PS-03(2)		PS-03(2).01-01		PS-03(2)		PS-03(02)

		PS-04		PS-04.01-01		PS-04		PS-04 (b)

		PS-04		PS-04.01-02		PS-04		PS-04 (c)[02]

		PS-04		PS-04.01-03		PS-04		PS-04 (d)

		PS-04		PS-04.01-04		PS-04		PS-04 (e)

		PS-05		PS-05.01-01		PS-05		PS-05 (a)[01]

		PS-05		PS-05.01-01		PS-05		PS-05 (a)[02]

		PS-05		PS-05.01-02		PS-05		PS-05 (b)[02]

		PS-05		PS-05.01-03		PS-05		PS-05 (b)[03]

		PS-06		PS-06.01-01		PS-06		PS-06 (a)

		PS-06		PS-06.01-02		PS-06		PS-06 (c)(01)

		PS-06		PS-06.01-03		PS-06		PS-06 (c)(02)[01]

		PS-06		PS-06.01-04		PS-06		PS-06 (c)(02)[02]

		PS-06(1)		PS-06(1).01-01		PS-03		PS-03 (a)

		PS-06(1)		PS-06(1).01-01		PS-03		PS-03 (b)[01]

		PS-06(1)		PS-06(1).01-01		PS-03		PS-03 (b)[02]

		PS-06(1)		PS-06(1).01-01		PS-03		PS-03 (b)[03]

		PS-06(2)		PS-06(2).01-01		PS-06(2)		PS-06(02) (a)

		PS-06(2)		PS-06(2).01-01		PS-06(2)		PS-06(02) (b)

		PS-06(2)		PS-06(2).01-01		PS-06(2)		PS-06(02) (c)

		PS-07		PS-07.01-01		PS-07		PS-07 (a)

		PS-07		PS-07.01-02		PS-07		PS-07 (c)

		PS-07		PS-07.01-03		PS-07		PS-07 (e)

		PS-08		PS-08.01-01		PS-08		PS-08 (a)

		RA-01		RA-01.01-01		RA-01		RA-01 (a)(01)[01]

		RA-01		RA-01.01-02		RA-01		RA-01 (a)(01)[01]

		RA-01		RA-01.01-03		RA-01		RA-01 (a)(01)[03]

		RA-01		RA-01.01-04		RA-01		RA-01 (a)(02)[01]

		RA-01		RA-01.01-05		RA-01		RA-01 (a)(02)[01]

		RA-01		RA-01.01-06		RA-01		RA-01 (a)(02)[03]

		RA-01		RA-01.02-01		RA-01		RA-01 (b)(01)[01]

		RA-01		RA-01.02-02		RA-01		RA-01 (b)(01)[02]

		RA-01		RA-01.02-03		RA-01		RA-01 (b)(02)[01]

		RA-01		RA-01.02-04		RA-01		RA-01 (b)(02)[02]

		RA-02		RA-02.01-01		RA-02		RA-02 (a)

		RA-02		RA-02.01-02		RA-02		RA-02 (b)

		RA-02		RA-02.01-03		RA-02		RA-02 (c)

		RA-03		RA-03.01-01		RA-03		RA-03 (a)

		RA-03		RA-03.01-02		RA-03		RA-03 (b)[01]

		RA-03		RA-03.01-03		RA-03		RA-03 (b)[02]

		RA-03		RA-03.01-04		RA-03		RA-03 (c)[01]

		RA-03		RA-03.01-05		RA-03		RA-03 (c)[02]

		RA-03		RA-03.01-06		RA-03		RA-03 (e)[01]

		RA-03		RA-03.01-07		RA-03		RA-03 (e)[02][a]

		RA-03		RA-03.01-07		RA-03		RA-03 (e)[02][b]

		RA-03		RA-03.01-07		RA-03		RA-03 (e)[02][c]

		RA-05		RA-05.01-01		RA-05		RA-05 (a)[01]

		RA-05		RA-05.01-02		RA-05		RA-05 (a)[02][b]

		RA-05		RA-05.01-03		RA-05		RA-05 (a)[02][a]

		RA-05		RA-05.01-04		RA-05		RA-05 (b)(01)[01]

		RA-05		RA-05.01-04		RA-05		RA-05 (b)(01)[02]

		RA-05		RA-05.01-04		RA-05		RA-05 (b)(01)[03]

		RA-05		RA-05.01-04		RA-05		RA-05 (b)(02)[01]

		RA-05		RA-05.01-04		RA-05		RA-05 (b)(02)[02]

		RA-05		RA-05.01-05		RA-05		RA-05 (c)[01]

		RA-05		RA-05.01-05		RA-05		RA-05 (c)[02]

		RA-05		RA-05.02-01		RA-05		RA-05 (d)[01]

		RA-05		RA-05.02-02		RA-05		RA-05 (d)[02]

		RA-05		RA-05.02-03		RA-05		RA-05 (e)[02]

		RA-05		RA-05.02-03		RA-05		RA-05 (e)[03]

		RA-05(1)		RA-05(1).01-01		RA-05(1)		RA-05(01)

		RA-05(2)		RA-05(2).01-01		RA-05(2)		RA-05(02) [01]

		RA-05(2)		RA-05(2).01-02		RA-05(2)		RA-05(02) [02]

		RA-05(3)		RA-05(3).01-01		RA-05(3)		RA-05(03) [01]

		RA-05(3)		RA-05(3).01-02		RA-05(3)		RA-05(03) [02]

		RA-05(4)		RA-05(4).01-01		RA-05(4)		RA-05(04) [02]

		RA-05(5)		RA-05(5).01-01		RA-05(5)		RA-05(05) [01]

		RA-05(5)		RA-05(5).01-02		RA-05(5)		RA-05(05) [03]

		RA-05(6)		RA-05(6).01-01		RA-05(6)		RA-05(06)

		RA-05(7)		RA-05(7).01-01		CM-08(3)		CM-08(03) (a)[01]

		RA-05(7)		RA-05(7).01-02		CM-08(3)		CM-08(03) (a)[02][a]

		RA-05(7)		RA-05(7).01-02		CM-08(3)		CM-08(03) (a)[02][b]

		RA-05(7)		RA-05(7).01-02		CM-08(3)		CM-08(03) (a)[02][c]

		RA-05(8)		RA-05(8).01-01		RA-05(8)		RA-05(08)

		RA-05(9)		RA-05(9).01-01		CA-08(1)		CA-08(01)

		SA-01		SA-01.01-01		SA-01		SA-01 (a)(01)[01]

		SA-01		SA-01.01-02		SA-01		SA-01 (a)(01)[01]

		SA-01		SA-01.01-03		SA-01		SA-01 (a)(01)[03]

		SA-01		SA-01.01-04		SA-01		SA-01 (a)(02)[01]

		SA-01		SA-01.01-05		SA-01		SA-01 (a)(02)[01]

		SA-01		SA-01.01-06		SA-01		SA-01 (a)(02)[03]

		SA-01		SA-01.02-01		SA-01		SA-01 (b)(01)[01]

		SA-01		SA-01.02-02		SA-01		SA-01 (b)(01)[02]

		SA-01		SA-01.02-03		SA-01		SA-01 (a)(02)[01]

		SA-01		SA-01.02-04		SA-01		SA-01 (b)(02)[02]

		SA-02		SA-02.01-01		SA-02		SA-02 (a)

		SA-02		SA-02.01-02		SA-02		SA-02 (b)[01]

		SA-02		SA-02.01-02		SA-02		SA-02 (b)[02]

		SA-02		SA-02.01-02		SA-02		SA-02 (b)[03]

		SA-02		SA-02.01-03		SA-02		SA-02 (c)

		SA-03		SA-03.01-01		SA-03		SA-03 (a)[01]

		SA-03		SA-03.01-02		SA-03		SA-03 (b)

		SA-03		SA-03.01-03		SA-03		SA-03 (c)

		SA-04		SA-04.01-01		SA-04		SA-04

		SA-04(1)		SA-04(1).01-01		SA-04(1)		SA-04(01)

		SA-04(2)		SA-04(2).01-01		SA-04(2)		SA-04(02) [03]

		SA-04(3)		SA-04(3).01-01		SA-04(3)		SA-04(03) [05][a]

		SA-04(3)		SA-04(3).01-01		SA-04(3)		SA-04(03) [05][b]

		SA-04(3)		SA-04(3).01-01		SA-04(3)		SA-04(03) [05][c]

		SA-04(3)		SA-04(3).01-01		SA-04(3)		SA-04(03) [05][d]

		SA-04(4)		SA-04(4).01-01		CM-08(9)		CM-08(09) (a)[02]

		SA-04(4)		SA-04(4).01-02		CM-08(9)		CM-08(09) (b)

		SA-04(5)		SA-04(5).01-01		SA-04(5)		SA-04(05) (a)[02]

		SA-04(5)		SA-04(5).01-02		SA-04(5)		SA-04(05) (b)

		SA-04(6)		SA-04(6).01-01		SA-04(6)		SA-04(06) (a)

		SA-04(6)		SA-04(6).01-02		SA-04(6)		SA-04(06) (b)

		SA-04(7)		SA-04(7).01-01		SA-04(7)		SA-04(07) (a)

		SA-04(7)		SA-04(7).01-02		SA-04(7)		SA-04(07) (b)

		SA-04(7)		SA-04(7).01-03		SA-04(7)		SA-04(07) (b)

		SA-05		SA-05.01-01		SA-05		SA-05 (a)(01)[01]

		SA-05		SA-05.01-01		SA-05		SA-05 (a)(01)[02]

		SA-05		SA-05.01-01		SA-05		SA-05 (a)(01)[03]

		SA-05		SA-05.01-01		SA-05		SA-05 (a)(02)[01]

		SA-05		SA-05.01-01		SA-05		SA-05 (a)(02)[02]

		SA-05		SA-05.01-01		SA-05		SA-05 (a)(03)

		SA-05		SA-05.01-02		SA-05		SA-05 (b)

		SA-05		SA-05.01-03		SA-05		SA-05 (c)[01]

		SA-05(1)		SA-05(1).01-01		SA-04(1)		SA-04(01)

		SA-05(2)		SA-05(2).01-01		SA-04(2)		SA-04(02) [03]

		SA-05(3)		SA-05(3).01-01		SA-04(2)		SA-04(02) [03]

		SA-05(4)		SA-05(4).01-01		SA-04(2)		SA-04(02) [03]

		SA-05(5)		SA-05(5).01-01		SA-04(2)		SA-04(02) [03]

		SA-06		SA-06.01-01		CM-10		CM-10 (a)

		SA-06		SA-06.01-02		CM-10		CM-10 (b)

		SA-06		SA-06.01-03		CM-10		CM-10 (c)

		SA-06(1)		SA-06(1).01-01		SI-07(14)		SI-07(14) (a)[01]

		SA-06(1)		SA-06(1).01-01		SI-07(14)		SI-07(14) (a)[02]

		SA-06(1)		SA-06(1).01-02		SI-07(14)		SI-07(14) (b)[01]

		SA-06(1)		SA-06(1).01-03		SI-07(14)		SI-07(14) (b)[02]

		SA-07		SA-07.01-01		CM-11		CM-11 (a)

		SA-07		SA-07.01-02		CM-11		CM-11 (b)[01]

		SA-07		SA-07.01-02		CM-11		CM-11 (b)[02]

		SA-08		SA-08.01-01		SA-08		SA-08 [01]

		SA-08		SA-08.01-02		SA-08		SA-08 [02]

		SA-08		SA-08.01-03		SA-08		SA-08 [03]

		SA-08		SA-08.01-04		SA-08		SA-08 [04]

		SA-08		SA-08.01-05		SA-08		SA-08 [05]

		SA-09		SA-09.01-01		SA-09		SA-09 (a)[03]

		SA-09		SA-09.01-02		SA-09		SA-09 (b)

		SA-09		SA-09.01-03		SA-09		SA-09 (c)[02]

		SA-09(1)		SA-09(1).01-01		SA-09(1)		SA-09(01) (a)

		SA-09(1)		SA-09(1).01-02		SA-09(1)		SA-09(01) (b)[01]

		SA-09(1)		SA-09(1).01-03		SA-09(1)		SA-09(01) (b)[02]

		SA-10		SA-10.01-01		SA-10		SA-10 (a)

		SA-10		SA-10.01-02		SA-10		SA-10 (b)[02][a]

		SA-10		SA-10.01-02		SA-10		SA-10 (b)[02][b]

		SA-10		SA-10.01-02		SA-10		SA-10 (b)[02][c]

		SA-10		SA-10.01-03		SA-10		SA-10 (c)

		SA-10		SA-10.01-04		SA-10		SA-10 (d)[01]

		SA-10		SA-10.01-05		SA-10		SA-10 (e)[02][a]

		SA-10		SA-10.01-05		SA-10		SA-10 (e)[02][b]

		SA-10(1)		SA-10(1).01-01		SA-10(1)		SA-10(01)

		SA-10(2)		SA-10(2).01-01		SA-10(2)		SA-10(02)

		SA-11		SA-11.01-01		SA-11		SA-11 (b)[01]

		SA-11		SA-11.01-01		SA-11		SA-11 (b)[02]

		SA-11		SA-11.01-01		SA-11		SA-11 (b)[03]

		SA-11		SA-11.01-01		SA-11		SA-11 (c)[01]

		SA-11		SA-11.01-01		SA-11		SA-11 (c)[02]

		SA-11		SA-11.01-01		SA-11		SA-11 (d)

		SA-11		SA-11.01-01		SA-11		SA-11 (e)

		SA-11(1)		SA-11(1).01-01		SA-11(1)		SA-11(01)

		SA-11(1)		SA-11(1).01-02		SA-11(1)		SA-11(01)

		SA-11(2)		SA-11(2).01-01		SA-11(2)		SA-11(02) [02]

		SA-11(3)		SA-11(3).01-01		SA-11		SA-11 (b)[01]

		SA-11(3)		SA-11(3).01-01		SA-11(2)		SA-11(02) [03]

		SA-11(3)		SA-11(3).01-01		SA-11(7)		SA-11(07) [01]

		SA-11(3)		SA-11(3).01-02		SA-11(3)		SA-11(03) (a)[02][a]

		SA-11(3)		SA-11(3).01-02		SA-11(3)		SA-11(03) (a)[02][b]

		SA-12		SA-12.01-01		SA-12		SA-12 [01]

		SA-12		SA-12.01-02		SA-12		SA-12 [02]

		SA-12(2)		SA-12(2).01-01		SA-12(2)		SA-12(02)

		SA-12(3)		SA-12(3).01-01		SA-12(1)		SA-12(01) [02]

		SA-12(4)		SA-12(4).01-01		SA-12(13)		SA-12(13) [03]

		SA-12(5)		SA-12(5).01-01		SA-12(5)		SA-12(05) [02]

		SA-12(6)		SA-12(6).01-01		SA-12(1)		SA-12(01) [02]

		SA-12(7)		SA-12(7).01-01		SA-12(7)		SA-12(07)

		SA-13		SA-13.01-01		SA-12(13)		SA-12(13) [01]

		SA-13		SA-13.01-01		SA-12(13)		SA-12(13) [02]

		SA-13		SA-13.01-02		SA-12(13)		SA-12(13) [03]

		SA-14		SA-14.01-01		SA-12(14)		SA-12(14) [01]

		SA-14		SA-14.01-02		SA-12(14)		SA-12(14) [02]

		SA-14(1)		SA-14(1).01-01		SA-20		SA-20 [01]

		SA-14(1)		SA-14(1).01-02		SA-20		SA-20 [01]

		SA-14(1)		SA-14(1).01-03		SA-20		SA-20 [02]

		SC-01		SC-01.01-01		SC-01		SC-01 (a)(01)[01]

		SC-01		SC-01.01-02		SC-01		SC-01 (a)(01)[01]

		SC-01		SC-01.01-03		SC-01		SC-01 (a)(01)[03]

		SC-01		SC-01.01-04		SC-01		SC-01 (a)(02)[01]

		SC-01		SC-01.01-05		SC-01		SC-01 (a)(02)[01]

		SC-01		SC-01.01-06		SC-01		SC-01 (a)(02)[03]

		SC-01		SC-01.02-01		SC-01		SC-01 (b)(01)[01]

		SC-01		SC-01.02-02		SC-01		SC-01 (b)(01)[02]

		SC-01		SC-01.02-03		SC-01		SC-01 (b)(02)[01]

		SC-01		SC-01.02-04		SC-01		SC-01 (b)(02)[02]

		SC-02		SC-02.01-01		SC-02		SC-02

		SC-02(1)		SC-02(1).01-01		SC-02(1)		SC-02(01)

		SC-03		SC-03.01-01		SC-03		SC-03

		SC-03		SC-03.01-02		SC-03		SC-03

		SC-03(1)		SC-03(1).01-01		SC-03(1)		SC-03(01)

		SC-03(2)		SC-03(2).01-01		SC-03(2)		SC-03(02) [01]

		SC-03(2)		SC-03(2).01-01		SC-03(2)		SC-03(02) [02]

		SC-03(2)		SC-03(2).01-01		SC-03(2)		SC-03(02) [03]

		SC-03(2)		SC-03(2).01-01		SC-03(2)		SC-03(02) [04]

		SC-03(3)		SC-03(3).01-01		SC-03(3)		SC-03(03)

		SC-03(4)		SC-03(4).01-01		SC-03(4)		SC-03(04) [01]

		SC-03(4)		SC-03(4).01-01		SC-03(4)		SC-03(04) [02]

		SC-03(5)		SC-03(5).01-01		SC-03(5)		SC-03(05) [01]

		SC-03(5)		SC-03(5).01-01		SC-03(5)		SC-03(05) [02]

		SC-04		SC-04.01-01		SC-04		SC-04

		SC-04(1)		SC-04(1).01-01		SC-04		SC-04

		SC-05		SC-05.01-01		SC-05		SC-05 [01]

		SC-05		SC-05.01-01		SC-05		SC-05 [02]

		SC-05		SC-05.01-02		SC-05		SC-05 [03]

		SC-05(1)		SC-05(1).01-01		SC-05(1)		SC-05(01) [02]

		SC-05(2)		SC-05(2).01-01		SC-05(2)		SC-05(02)

		SC-06		SC-06.01-01		SC-06		SC-06 [03]

		SC-07		SC-07.01-01		SC-07		SC-07 (a)[01]

		SC-07		SC-07.01-02		SC-07		SC-07 (a)[02]

		SC-07		SC-07.01-03		SC-07		SC-07 (a)[01]

		SC-07		SC-07.01-03		SC-07		SC-07 (a)[02]

		SC-07		SC-07.01-03		SC-07		SC-07 (a)[03]

		SC-07		SC-07.01-03		SC-07		SC-07 (a)[04]

		SC-07		SC-07.01-04		SC-07		SC-07 (c)

		SC-07(1)		SC-07(1).01-01		SC-07		SC-07 (b)

		SC-07(2)		SC-07(2).01-01		SC-07		SC-07 (a)[03]

		SC-07(2)		SC-07(2).01-01		SC-07		SC-07 (a)[04]

		SC-07(2)		SC-07(2).01-02		SC-07		SC-07 (a)[03]

		SC-07(2)		SC-07(2).01-02		SC-07		SC-07 (a)[04]

		SC-07(3)		SC-07(3).01-01		SC-07(3)		SC-07(03)

		SC-07(4)		SC-07(4).01-01		SC-07(4)		SC-07(04) (e)[01]

		SC-07(4)		SC-07(4).01-02		SC-07(4)		SC-07(04) (a)

		SC-07(4)		SC-07(4).01-03		SC-07(4)		SC-07(04) (b)

		SC-07(4)		SC-07(4).01-04		SC-07(4)		SC-07(04) (c)

		SC-07(4)		SC-07(4).01-05		SC-07(4)		SC-07(04) (d)

		SC-07(4)		SC-07(4).01-06		SC-07(4)		SC-07(04) (e)[02]

		SC-07(4)		SC-07(4).01-07		SC-07(4)		SC-07(04) (e)[03]

		SC-07(5)		SC-07(5).01-01		SC-07(5)		SC-07(05) [01]

		SC-07(5)		SC-07(5).01-02		SC-07(5)		SC-07(05) [02]

		SC-07(6)		SC-07(6).01-01		SC-07(10)		SC-07(10)

		SC-07(6)		SC-07(6).01-02		SC-07(18)		SC-07(18)

		SC-07(7)		SC-07(7).01-01		SC-07(7)		SC-07(07)

		SC-07(8)		SC-07(8).01-01		SC-07(8)		SC-07(08) [01]

		SC-07(8)		SC-07(8).01-02		SC-07(8)		SC-07(08) [02]

		SC-07(8)		SC-07(8).01-03		SC-07(8)		SC-07(08) [03]

		SC-07(9)		SC-07(9).01-01		SC-07(9)		SC-07(09) (a)[02]

		SC-07(9)		SC-07(9).01-02		SC-07(9)		SC-07(09) (b)

		SC-07(10)		SC-07(10).01-01		SC-07(10)		SC-07(10)

		SC-07(11)		SC-07(11).01-01		SC-07(11)		SC-07(11) [03]

		SC-07(12)		SC-07(12).01-01		SC-07(12)		SC-07(12) [03]

		SC-07(13)		SC-07(13).01-01		SC-07(13)		SC-07(13) [01]

		SC-07(13)		SC-07(13).01-02		SC-07(13)		SC-07(13) [02]

		SC-07(14)		SC-07(14).01-01		SC-07(14)		SC-07(14) [01]

		SC-07(14)		SC-07(14).01-02		SC-07(14)		SC-07(14) [01]

		SC-07(14)		SC-07(14).01-03		SC-07(14)		SC-07(14) [02]

		SC-07(15)		SC-07(15).01-01		SC-07(15)		SC-07(15) [01]

		SC-07(15)		SC-07(15).01-02		SC-07(15)		SC-07(15) [02]

		SC-07(16)		SC-07(16).01-01		SC-07(16)		SC-07(16)

		SC-07(17)		SC-07(17).01-01		SC-07(17)		SC-07(17)

		SC-07(18)		SC-07(18).01-01		SC-07(18)		SC-07(18)

		SC-08		SC-08.01-01		SC-08		SC-08

		SC-08(1)		SC-08(1).01-01		SC-08(1)		SC-08(01) [02]

		SC-08(2)		SC-08(2).01-01		SC-08(2)		SC-08(02)

		SC-09		SC-09.01-01		SC-08		SC-08

		SC-09(1)		SC-09(1).01-01		SC-08(1)		SC-08(01) [01]

		SC-09(1)		SC-09(1).01-02		SC-08(1)		SC-08(01) [02]

		SC-09(2)		SC-09(2).01-01		SC-08(2)		SC-08(02)

		SC-10		SC-10.01-01		SC-10		SC-10 [01]

		SC-10		SC-10.01-02		SC-10		SC-10 [02]

		SC-11		SC-11.01-01		SC-11(1)		SC-11(01) [01]

		SC-11		SC-11.01-01		SC-11(1)		SC-11(01) [02]

		SC-11		SC-11.01-02		SC-11		SC-11 [02]

		SC-11		SC-11.01-03		SC-11(1)		SC-11(01) [02]

		SC-12		SC-12.01-01		SC-12		SC-12 [02]

		SC-12(1)		SC-12(1).01-01		SC-12(1)		SC-12(01)

		SC-12(2)		SC-12(2).01-01		SC-12(2)		SC-12(02)

		SC-12(2)		SC-12(2).01-02		SC-12(2)		SC-12(02)

		SC-12(3)		SC-12(3).01-01		SC-12(3)		SC-12(03)

		SC-12(4)		SC-12(4).01-01		SC-12		SC-12 [02]

		SC-12(5)		SC-12(5).01-01		SC-12		SC-12 [02]

		SC-13		SC-13.01-01		SC-13		SC-13 [03]

		SC-13(1)		SC-13(1).01-01		SC-13		SC-13 [03]

		SC-13(2)		SC-13(2).01-01		SC-13		SC-13 [03]

		SC-13(3)		SC-13(3).01-01		SC-13		SC-13 [03]

		SC-13(4)		SC-13(4).01-01		SC-13		SC-13 [01]

		SC-13(4)		SC-13(4).01-01		SC-13		SC-13 [02]

		SC-13(4)		SC-13(4).01-02		SC-13		SC-13 [03]

		SC-14		SC-14.01-01		SC-07(4)		SC-07(04) (c)

		SC-15		SC-15.01-01		SC-15		SC-15 (a)[01]

		SC-15		SC-15.01-02		SC-15		SC-15 (a)[02]

		SC-15		SC-15.01-03		SC-15		SC-15 (b)

		SC-15(1)		SC-15(1).01-01		SC-15(1)		SC-15(01)

		SC-15(2)		SC-15(2).01-01		SC-07		SC-07 (a)[03]

		SC-15(2)		SC-15(2).01-01		SC-07		SC-07 (a)[04]

		SC-15(3)		SC-15(3).01-01		SC-15(3)		SC-15(03) [02]

		SC-15(3)		SC-15(3).01-02		SC-15(3)		SC-15(03) [03]

		SC-16		SC-16.01-01		SC-16		SC-16 [02][a]

		SC-16(1)		SC-16(1).01-01		SC-16(1)		SC-16(01)

		SC-17		SC-17.01-01		SC-17		SC-17 [01]

		SC-17		SC-17.01-02		SC-17		SC-17 [02]

		SC-18		SC-18.01-01		SC-18		SC-18 (a)

		SC-18		SC-18.01-02		SC-18		SC-18 (b)[01]

		SC-18		SC-18.01-03		SC-18		SC-18 (c)[01]

		SC-18		SC-18.01-03		SC-18		SC-18 (c)[02]

		SC-18		SC-18.01-03		SC-18		SC-18 (c)[03]

		SC-18(1)		SC-18(1).01-01		SC-18(1)		SC-18(01) [03][a]

		SC-18(1)		SC-18(1).01-02		SC-18(1)		SC-18(01) [03][b]

		SC-18(2)		SC-18(2).01-01		SC-18(2)		SC-18(02) [01]

		SC-18(2)		SC-18(2).01-02		SC-18(2)		SC-18(02) [02]

		SC-18(3)		SC-18(3).01-01		SC-18(3)		SC-18(03) [02][a]

		SC-18(3)		SC-18(3).01-01		SC-18(3)		SC-18(03) [02][b]

		SC-18(4)		SC-18(4).01-01		SC-18(4)		SC-18(04) [01]

		SC-18(4)		SC-18(4).01-02		SC-18(4)		SC-18(04) [02]

		SC-18(4)		SC-18(4).01-03		SC-18(4)		SC-18(04) [03]

		SC-18(4)		SC-18(4).01-04		SC-18(4)		SC-18(04) [04]

		SC-19		SC-19.01-01		SC-19		SC-19 (a)

		SC-19		SC-19.01-02		SC-19		SC-19 (b)[01]

		SC-19		SC-19.01-02		SC-19		SC-19 (b)[02]

		SC-19		SC-19.01-02		SC-19		SC-19 (b)[03]

		SC-20		SC-20.01-01		SC-20		SC-20 (a)

		SC-20(1)		SC-20(1).01-01		SC-20		SC-20 (b)[01]

		SC-20(1)		SC-20(1).01-02		SC-20		SC-20 (b)[02]

		SC-21		SC-21.01-01		SC-21		SC-21 [03]

		SC-21		SC-21.01-01		SC-21		SC-21 [04]

		SC-21(1)		SC-21(1).01-01		SC-21		SC-21 [03]

		SC-21(1)		SC-21(1).01-01		SC-21		SC-21 [04]

		SC-22		SC-22.01-01		SC-22		SC-22 [01]

		SC-22		SC-22.01-02		SC-22		SC-22 [02]

		SC-23		SC-23.01-01		SC-23		SC-23

		SC-23(1)		SC-23(1).01-01		SC-23(1)		SC-23(01)

		SC-23(2)		SC-23(2).01-01		AC-12(1)		AC-12(01) (a)[02]

		SC-23(3)		SC-23(3).01-01		SC-23(3)		SC-23(03) [02]

		SC-23(3)		SC-23(3).01-02		SC-23(3)		SC-23(03) [03]

		SC-23(4)		SC-23(4).01-01		SC-23(3)		SC-23(03) [01]

		SC-23(4)		SC-23(4).01-02		SC-23(3)		SC-23(03) [02]

		SC-24		SC-24.01-01		SC-24		SC-24 [01]

		SC-24		SC-24.01-02		SC-24		SC-24 [02]

		SC-24		SC-24.01-03		SC-24		SC-24 [03]

		SC-24		SC-24.01-04		SC-24		SC-24 [04]

		SC-24		SC-24.01-05		SC-24		SC-24 [05]

		SC-25		SC-25.01-01		SC-23(5)		SC-23(05) [02]

		SC-26		SC-26.01-01		SC-26		SC-26

		SC-26(1)		SC-26(1).01-01		SC-35		SC-35

		SC-27		SC-27.01-01		SC-27		SC-27 [01]

		SC-27		SC-27.01-02		SC-27		SC-27 [02]

		SC-28		SC-28.01-01		SC-28		SC-28 [02]

		SC-28(1)		SC-28(1).01-01		SC-28(1)		SC-28(01) [03]

		SC-28(1)		SC-28(1).01-02		SC-28(1)		SC-28(01) [03]

		SC-29		SC-29.01-01		SC-29		SC-29 [02]

		SC-30		SC-30.01-01		SC-30		SC-30 [04]

		SC-30(1)		SC-30(1).01-01		SC-29(1)		SC-29(01) [01]

		SC-30(1)		SC-30(1).01-02		SC-29(1)		SC-29(01) [02]

		SC-30(2)		SC-30(2).01-01		SC-30(2)		SC-30(02) [02]

		SC-31		SC-31.01-01		SC-31		SC-31 (a)

		SC-31(1)		SC-31(1).01-01		SC-31(1)		SC-31(01)

		SC-32		SC-32.01-01		SC-32		SC-32 [03]

		SC-33		SC-33.01-01		SC-08		SC-08

		SC-34		SC-34.01-01		SC-34		SC-34 [02]

		SC-34		SC-34.01-02		SC-34		SC-34 [01]

		SC-34		SC-34.01-03		SC-34		SC-34 [03](a)

		SC-34		SC-34.01-03		SC-34		SC-34 [03](b)

		SC-34(1)		SC-34(1).01-01		SC-34(1)		SC-34(01) [01]

		SC-34(1)		SC-34(1).01-02		SC-34(1)		SC-34(01) [02]

		SC-34(2)		SC-34(2).01-01		SC-34(2)		SC-34(02) [01]

		SI-01		SI-01.01-01		SI-01		SI-01 (a)(01)[01]

		SI-01		SI-01.01-02		SI-01		SI-01 (a)(01)[01]

		SI-01		SI-01.01-03		SI-01		SI-01 (a)(01)[03]

		SI-01		SI-01.01-04		SI-01		SI-01 (a)(02)[01]

		SI-01		SI-01.01-05		SI-01		SI-01 (a)(02)[01]

		SI-01		SI-01.01-06		SI-01		SI-01 (a)(02)[03]

		SI-01		SI-01.02-01		SI-01		SI-01 (b)(01)[01]

		SI-01		SI-01.02-02		SI-01		SI-01 (b)(01)[02]

		SI-01		SI-01.02-03		SI-01		SI-01 (b)(02)[01]

		SI-01		SI-01.02-04		SI-01		SI-01 (b)(02)[02]

		SI-02		SI-02.01-01		SI-02		SI-02 (a)[01]

		SI-02		SI-02.01-01		SI-02		SI-02 (a)[02]

		SI-02		SI-02.01-01		SI-02		SI-02 (a)[03]

		SI-02		SI-02.01-02		SI-02		SI-02 (b)[01]

		SI-02		SI-02.01-03		SI-02		SI-02 (b)[01]

		SI-02		SI-02.01-04		SI-02		SI-02 (d)

		SI-02(1)		SI-02(1).01-01		SI-02(1)		SI-02(01)

		SI-02(1)		SI-02(1).01-02		SI-02(1)		SI-02(01)

		SI-02(2)		SI-02(2).01-01		SI-02(2)		SI-02(02) [01]

		SI-02(2)		SI-02(2).01-02		SI-02(2)		SI-02(02) [02]

		SI-02(3)		SI-02(3).01-01		SI-02(3)		SI-02(03) (b)[01]

		SI-02(3)		SI-02(3).01-02		SI-02(3)		SI-02(03) (a)

		SI-02(3)		SI-02(3).01-03		SI-02(3)		SI-02(03) (b)[02]

		SI-02(4)		SI-02(4).01-01		SI-02(5)		SI-02(05) [01]

		SI-02(4)		SI-02(4).01-02		SI-02(5)		SI-02(05) [03][a]

		SI-02(4)		SI-02(4).01-02		SI-02(5)		SI-02(05) [03][b]

		SI-03		SI-03.01-01		SI-03		SI-03 (a)[01]

		SI-03		SI-03.01-01		SI-03		SI-03 (a)[02]

		SI-03		SI-03.01-03		SI-03		SI-03 (b)

		SI-03		SI-03.01-04		SI-03		SI-03 (c)[01]

		SI-03		SI-03.01-05		SI-03		SI-03 (c)[03](02)

		SI-03		SI-03.01-06		SI-03		SI-03 (c)[03](01)[a]

		SI-03		SI-03.01-06		SI-03		SI-03 (c)[03](01)[b]

		SI-03		SI-03.01-07		SI-03		SI-03 (d)[01]

		SI-03(1)		SI-03(1).01-01		SI-03(1)		SI-03(01)

		SI-03(2)		SI-03(2).01-01		SI-03(2)		SI-03(02)

		SI-03(3)		SI-03(3).01-01		AC-06(10)		AC-06(10) [02]

		SI-03(4)		SI-03(4).01-01		SI-03(4)		SI-03(04)

		SI-03(5)		SI-03(5).01-01		MP-07		MP-07 [04]

		SI-03(6)		SI-03(6).01-01		SI-03(6)		SI-03(06) (a)[01]

		SI-03(6)		SI-03(6).01-02		SI-03(6)		SI-03(06) (a)[02]

		SI-03(6)		SI-03(6).01-02		SI-03(6)		SI-03(06) (b)[01]

		SI-03(6)		SI-03(6).01-02		SI-03(6)		SI-03(06) (b)[02]

		SI-04		SI-04.01-01		SI-04		SI-04 (a)(01)[01]

		SI-04		SI-04.01-02		SI-04		SI-04 (a)(01)[02][a]

		SI-04		SI-04.01-02		SI-04		SI-04 (a)(01)[02][b]

		SI-04		SI-04.01-02		SI-04		SI-04 (a)(02)[01]

		SI-04		SI-04.01-02		SI-04		SI-04 (a)(02)[02]

		SI-04		SI-04.01-02		SI-04		SI-04 (a)(02)[03]

		SI-04		SI-04.01-03		SI-04		SI-04 (b)(02)

		SI-04		SI-04.01-04		SI-04		SI-04 (c)[01]

		SI-04		SI-04.01-04		SI-04		SI-04 (c)[02]

		SI-04		SI-04.01-05		SI-04		SI-04 (e)

		SI-04		SI-04.01-06		SI-04		SI-04 (f)

		SI-04(1)		SI-04(1).01-01		SI-04(1)		SI-04(01) [01]

		SI-04(1)		SI-04(1).01-01		SI-04(1)		SI-04(01) [02]

		SI-04(2)		SI-04(2).01-01		SI-04(2)		SI-04(02)

		SI-04(3)		SI-04(3).01-01		SI-04(3)		SI-04(03) [01]

		SI-04(3)		SI-04(3).01-01		SI-04(3)		SI-04(03) [02]

		SI-04(4)		SI-04(4).01-01		SI-04(4)		SI-04(04) [01]

		SI-04(4)		SI-04(4).01-01		SI-04(4)		SI-04(04) [02][a]

		SI-04(4)		SI-04(4).01-01		SI-04(4)		SI-04(04) [02][b]

		SI-04(5)		SI-04(5).01-01		SI-04(5)		SI-04(05) [01]

		SI-04(5)		SI-04(5).01-02		SI-04(5)		SI-04(05) [03]

		SI-04(6)		SI-04(6).01-01		AC-06(10)		AC-06(10) [02]

		SI-04(7)		SI-04(7).01-01		SI-04(7)		SI-04(07) [01]

		SI-04(7)		SI-04(7).01-02		SI-04(7)		SI-04(07) [02]

		SI-04(7)		SI-04(7).01-03		SI-04(7)		SI-04(07) [03]

		SI-04(7)		SI-04(7).01-04		SI-04(7)		SI-04(07) [04]

		SI-04(8)		SI-04(8).01-01		SI-04		SI-04 (d)[01]

		SI-04(8)		SI-04(8).01-01		SI-04		SI-04 (d)[02]

		SI-04(8)		SI-04(8).01-01		SI-04		SI-04 (d)[03]

		SI-04(9)		SI-04(9).01-01		SI-04(9)		SI-04(09) [01]

		SI-04(9)		SI-04(9).01-02		SI-04(9)		SI-04(09) [02]

		SI-04(10)		SI-04(10).01-01		SI-04(10)		SI-04(10) [01]

		SI-04(10)		SI-04(10).01-01		SI-04(10)		SI-04(10) [02]

		SI-04(10)		SI-04(10).01-01		SI-04(10)		SI-04(10) [03]

		SI-04(11)		SI-04(11).01-01		SI-04(11)		SI-04(11) [01]

		SI-04(11)		SI-04(11).01-01		SI-04(11)		SI-04(11) [02][a]

		SI-04(11)		SI-04(11).01-01		SI-04(11)		SI-04(11) [02][b]

		SI-04(12)		SI-04(12).01-01		SI-04(12)		SI-04(12) [01]

		SI-04(12)		SI-04(12).01-02		SI-04(12)		SI-04(12) [02]

		SI-04(13)		SI-04(13).01-01		SI-04(13)		SI-04(13) (a)

		SI-04(13)		SI-04(13).01-02		SI-04(13)		SI-04(13) (b)

		SI-04(13)		SI-04(13).01-03		SI-04(13)		SI-04(13) (c)

		SI-04(13)		SI-04(13).01-04		SI-04(13)		SI-04(13) (c)

		SI-04(14)		SI-04(14).01-01		SI-04(14)		SI-04(14) [01]

		SI-04(14)		SI-04(14).01-01		SI-04(14)		SI-04(14) [02]

		SI-04(14)		SI-04(14).01-01		SI-04(14)		SI-04(14) [03]

		SI-04(15)		SI-04(15).01-01		SI-04(15)		SI-04(15)

		SI-04(16)		SI-04(16).01-01		SI-04(16)		SI-04(16)

		SI-04(17)		SI-04(17).01-01		SI-04(17)		SI-04(17) [01]

		SI-04(17)		SI-04(17).01-01		SI-04(17)		SI-04(17) [02]

		SI-04(17)		SI-04(17).01-01		SI-04(17)		SI-04(17) [03]

		SI-05		SI-05.01-01		SI-05		SI-05 (a)[01]

		SI-05		SI-05.01-01		SI-05		SI-05 (a)[02]

		SI-05		SI-05.01-02		SI-05		SI-05 (b)

		SI-05		SI-05.01-03		SI-05		SI-05 (c)[01]

		SI-05		SI-05.01-03		SI-05		SI-05 (c)[02]

		SI-05		SI-05.01-03		SI-05		SI-05 (c)[03]

		SI-05		SI-05.01-04		SI-05		SI-05 (c)[04]

		SI-05		SI-05.01-05		SI-05		SI-05 (d)

		SI-05(1)		SI-05(1).01-01		SI-05(1)		SI-05(01)

		SI-06		SI-06.01-01		SI-06		SI-06 (b)[01]

		SI-06		SI-06.01-02		SI-06		SI-06 (b)[02]

		SI-06		SI-06.01-03		SI-06		SI-06 (d)[01]

		SI-06		SI-06.01-04		SI-06		SI-06 (b)[03]

		SI-06		SI-06.01-05		SI-06		SI-06 (d)[02]

		SI-06(1)		SI-06(1).01-01		SI-06		SI-06 (c)[02]

		SI-06(2)		SI-06(2).01-01		SI-06(2)		SI-06(02)

		SI-06(3)		SI-06(3).01-01		SI-06(3)		SI-06(03) [01]

		SI-06(3)		SI-06(3).01-02		SI-06(3)		SI-06(03) [02]

		SI-07		SI-07.01-01		SI-07		SI-07 [02][a]

		SI-07		SI-07.01-01		SI-07		SI-07 [02][c]

		SI-07(1)		SI-07(1).01-01		SI-07(1)		SI-07(01) [03]

		SI-07(1)		SI-07(1).01-02		SI-07(1)		SI-07(01) [04]

		SI-07(2)		SI-07(2).01-01		SI-07(2)		SI-07(02) [02]

		SI-07(3)		SI-07(3).01-01		SI-07(3)		SI-07(03)

		SI-07(4)		SI-07(4).01-01		SA-12		SA-12 [01]

		SI-07(4)		SI-07(4).01-02		SA-12		SA-12 [01]

		SI-07(4)		SI-07(4).01-03		SA-12		SA-12 [02]

		SI-08		SI-08.01-01		SI-08		SI-08 (a)[01]

		SI-08		SI-08.01-01		SI-08		SI-08 (a)[02]

		SI-08		SI-08.01-01		SI-08		SI-08 (a)[03]

		SI-08		SI-08.01-01		SI-08		SI-08 (a)[04]

		SI-08		SI-08.01-02		SI-08		SI-08 (a)[01]

		SI-08		SI-08.01-02		SI-08		SI-08 (a)[02]

		SI-08		SI-08.01-02		SI-08		SI-08 (a)[03]

		SI-08		SI-08.01-02		SI-08		SI-08 (a)[04]

		SI-08		SI-08.01-03		SI-08		SI-08 (b)

		SI-08(1)		SI-08(1).01-01		SI-08(1)		SI-08(01)

		SI-08(2)		SI-08(2).01-01		SI-08(2)		SI-08(02)

		SI-09		SI-09.01-01		AC-03		AC-03

		SI-10		SI-10.01-01		SI-10		SI-10 [02]

		SI-11		SI-11.01-01		SA-17(3)		SA-17(03) (a)[02]

		SI-11		SI-11.01-02		SI-11		SI-11 (a)

		SI-11		SI-11.01-03		SI-11		SI-11 (a)

		SI-11		SI-11.01-04		SI-11		SI-11 (b)[02]

		SI-12		SI-12.01-01		SI-12		SI-12 [01]

		SI-12		SI-12.01-01		SI-12		SI-12 [02]

		SI-12		SI-12.01-02		SI-12		SI-12 [03]

		SI-12		SI-12.01-02		SI-12		SI-12 [04]

		SI-13		SI-13.01-01		SI-13		SI-13 (a)[01]

		SI-13		SI-13.01-02		SI-13		SI-13 (a)[01]

		SI-13		SI-13.01-03		SI-13		SI-13 (b)[02]

		SI-13		SI-13.01-04		SI-13		SI-13 (b)[03]

		SI-13(1)		SI-13(1).01-01		SI-13(1)		SI-13(01) [01]

		SI-13(1)		SI-13(1).01-02		SI-13(1)		SI-13(01) [02]

		SI-13(2)		SI-13(2).01-01		SI-07(16)		SI-07(16) [01]

		SI-13(2)		SI-13(2).01-02		SI-07(16)		SI-07(16) [02]

		SI-13(3)		SI-13(3).01-01		SI-13(3)		SI-13(03) [01]

		SI-13(3)		SI-13(3).01-02		SI-13(3)		SI-13(03) [02]

		SI-13(3)		SI-13(3).01-03		SI-13(3)		SI-13(03) [03]

		SI-13(4)		SI-13(4).01-01		SI-13(4)		SI-13(04) (a)[01]

		SI-13(4)		SI-13(4).01-02		SI-13(4)		SI-13(04) (b)[01]

		SI-13(4)		SI-13(4).01-03		SI-13(4)		SI-13(04) (a)[02]

		SI-13(4)		SI-13(4).01-03		SI-13(4)		SI-13(04) (b)[02]
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\...7 Background / Purpose

* In an effort to support CSAM LOB partners with migrating systems
and controls to NIST 800-53 Rev4, a workshop has been developed
to support components with training. The workshop will address

the following topics:
oCapture Current Environment

oLevels of Migration (System vs Control)
oConsideration for Control Set Migration
oMigration Impact to Control Inheritance
oSystem Level Migration & Impacts

oControl Level Migration & Impact
=Post Migration Utilities





Z

Capture Current Environment -
Generate Reports

3 Z

(T oy
[
e
et
D, 18

~

v
%,
E

¢ Although the migration process System Reports System Security Plan
archives all of your results we
recom mend: SSP Document Format ® word ) PDF
o To get a snapshot of your systems o oot et 7ot o 11 ® v
current state it is suggested to Control Applicability Al ~
generate a System Security Plan (SSP) Generate SSP

o Generate a Security Assessment
Report (SAR) to capture your latest
testing results

o Security RTM Report

o Common Control Inheritance Report
for a summary of inherited controls .
o Offered Common Control Report for a . | s - —
summary of offered controls

o System Implementation Statements
Query will capture all of your current e

implementation statements.

et
POA&MS =






\...7 Levels of Control Set Migration

* The Department will
enable the new control
set.

* Once enabled, two levels
of migration are required:
oSystem level migration
o Control level migration





\.7 Control Set Migration — System Level

CSAM has the capability to allow systems to straddle multiple control sets.
As a result, organizations may migrate their programs, systems and controls
strategically to the new control set that fits their needs/schedule

* |dentify programs/systems
that offer controls to other
systems (i.e. programs or
parent systems)

* As a strategy consider
migrating from the top
down






/ Control Set Migration — Control Level

Once systems have been identified (and migrated), the next step is to
identify the controls that should be considered for migration.

* |dentify controls that are offered
for inheritance to other systems

* |dentify controls that are fully

applicable; AND '
Ass'ent

* |dentify controls that must be
assessed in the near term (1-2
months).

* As a strategy consider migrating
from the top down

Note: It is highly recommended that Components/Agencies identify controls that are fully inherited
or hybrid, and plan to migrate these controls last. Due to inheritance relationships, the control
should wait to migrate until the offering system(s) have migrated the offered control to NIST 800-53
Revision 4.





Migration Impact to Control Inheritance

e The most beneficial scenario is when the Offering System migrates before
inheriting system.

NIST 800-53 Rev4 IPD
c £ — NIST 800-53 Rev3 Offering System Migrated to
SR PR NIST 800-53 Rev4 IPD
Offering System -—) M Ig;atgs A;C-OZ Offering System Offering System
O heV

AC-02(Rev4)

Automatically
AC'OZ( ReV3) Offered AC'OZ( ReV4)

Inheriting System

Migrates AC-02 Inheriting
to Rev4 System





R . —

Migration Impact to Control Inheritance

* The least effective scenario is when the inheriting system migrates the

NIST 800-53 Rev4 IPD
Current — NIST 800-53 Rev3
. Migrates AC-02 i
Offering System Offering System |2 gto S Offering System

AC-02(Rev4)

Automatically
x Offered
- Migrates AC-02 - AC-02(Rev4)

e Control inheritance will be removed if the inheriting system migrates the control
BEFORE the offering system migrates the control. As a result, further action will be

required by the inheriting system, to re-inherit the control after the offering system
migrates the control to NIST 800-53 Rev4. 8

control BEFORE the offering system migrates the control.

Inheriting System Migrated to
NIST 800-53 Rev4 IPD

AC-02(Rev3)






‘System Level Migration

Agency Default Control Set: NIST 800-53 Rev4

° Once the 800_53 Rev4 |S System Default Control Set: NIST 800-53 Rev3 Cl"ange_

Contrel Set(s) in use: NIST 800-532 Rev3

enabled, system level Conrls mprioContel S

Post-Migration Utilities Offered Controls | Inherited Controls

o
migration can be _
performed.

Financial Info WARNING!
Privacy Inforr| Clicking the button below will change this system's control set from NIST 800-53
® F ro l I l th e CO nt ro I Rev3 to NIST 800-53 Rev4. Any new controls in NIST 800-53 Rev4 that did
FedRAMP

not exist in NIST 800-53 Rev3 will be inserted with applicability based on the
. current RTM Factor values. All existing controls will remain on NIST 800-53 Rev3
IVI a n a ge m e nt p a ge a n Edit until they are migrated individually using the Controls on prior Control Sets link
’ ey | 0N the Control Management page.

Option to Cha nge the | Change System Control Set to NIST 800-63 Revd || Cancel
.
control set will be

provided.

JCSAMCAWeb3_STABLE/Assessments/ChangeSystemSet.aspx?CSAM =D3iMBS 5woB2PkGo2DjMyh7 -grir..,

Important Note: Once a system is migrated to a new control set, the system is NOT ABLE to
migrate back to a previous control set. There is no “roll back” capability for a system if a
system migrates to the NIST 800-53 Revision 4 prematurely.






System Level Migration Impact

Once a system is migrated the following
occurs:

o New controls in the NIST 800-53 Rev4
control set (i.e. the delta from 800-53 Rev3)
become available

= For example, AC-6(9) does not exist in the Rev3
control set. When a system is migrated to NIST
800-53 Rev4, the AC-6(9) control will be made

available.
Financial Information Yes Mo
]
DOJ FY15 Core COﬂtFOlS Stand-Alone System (Mot Networked) [No (no recommendation)

o RTM logic is applied per the NIST baseline =

= New controls are made applicable

ANIST 800-53 Rev4 baseline notes
AC-6(9) is applicable for
moderate and high systems.

QTherefore, when the system is
migrated, the AC-6(9) control will
be listed as applicable for a
moderate or high system and not
applicable for a low system

Agency Default Control Set: NIST 800-53 Rev4
System Default Control Set: NIST 800-53 Rev4
Control Set(s) in use: NIST 800-53 Rev3, MIST 800-53 Rev4
Controls on prier Control Sets: 612
Post-Migration Utilities Offered Controls | Inherited Controls

RTM Factors

Security Categorization Moderate (no information types present)
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Once a system has been migrated to the NIST 800-53 Revision 4 control set, existing controls on the
system from previous control sets (e.g., controls from the NIST 800-53 Revision 3 control set) will be

available for migration. Control Management

Agency Default Control Set: NIST 800-53 Rev4
System Default Control Set: NIST 800-53 Rev4
Control Set(s) in use: NIST 800-53 Rev3, NIST 800-43 Rev4

H Controls on prior Control Sets: 612
CSAM allows for multiple controls to be PO UGN O e Cortrols | Inheried Cozol
migrated at once and/or for controls to —

RTM "5

Switch Selected Controls To Current Control Set ‘

be migrated indiVidua”y. Secu o —-NISSDO 53 Rev3 ation types present)
o . . Bl | Collapse Al i -l Acc;ss C::trol _

Use d |Scret|0n When Conve rtl ng Stan +-”| Awareness and Training
controls to avoid rapid drop in control K e it
i m p I e m e n ta t i O n i "'COn:sll-giti-ozU::I;?:tiﬁ:nn;anag ment Policy and Procedures
Select controls for migration and = 2t e contartn 9
thereafter click the ‘Switch Selected T
Controls to Current Control Set” button. ST

~[”] €M-02(6) - Baseline Configuration (&)

—> 3t Cortnsatn e consl )

Important Note: Once a control is migrated to a new control set, the control is NOT ABLE to
migrate back to a previous control set. There is no “roll back” capability for a control if it is
migrated to the NIST 800-53 Revision 4 prematurely.
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* Once a control is switched to
the Current Control set the
following occurs:

o Control assessment information

is archived.
" Implementation Status is reset to
‘Not Implemented.’
o RTM logic is applied per the
NIST baseline

= Tailored controls may be made
applicable or not-applicable

o Withdrawn (i.e. deprecated)
controls will be archived

o Post-Migration Utilities will be
populated

Control Level Migration Impact

Controls on Prior Control Sets
| Switch Selected Controls Te Current Control Set

=|- NIST 800-53 Rev3

Collapse All

+[@ Access Control

+-| Awareness and Training

+-| Audit and Accountability

+-I7] Security Assessment and Autherization
- M Configuration Management

CM-01 - Configuration Management Policy and Procedures

-|¥] CM-02 - Baseline Configuration

Control Management

Agency Default Control Set: NIST 800-53 Rev4
System Default Control Set: NIST 800-53 Rev4

Control Set(s) in use: NIST 8Q0-53 Rev3, NIST 800-53 Rev4
Controls on prior Control Sets: 608

Post-Migration Utilities Offered Controls | Inherited Controls

RTM Factors

Factor Current Value Recommended
(no information types present)

Moderate

Security Categorization
Financial Information ifes Mo

Stand-Alone System (Mot Networked) | No (no recommendation)

Edit

Important Note: Withdrawn (i.e. deprecated) controls will no longer be accessible through the
CSAM interface, once a control is migrated and effectively withdrawn/deprecated.
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* Post-Migration Utilities
allow systems to migrate
inheritance from previous
control sets.

o Offered Controls
olnherited Controls

* Lets you view inheritance
mapping between control
sets.

Control Management

Agency Default Control Set: NIST 800-53 Rev4
System Default Confrol Set: NIST 800-53 Rev4

Control Set(s) in use: NIST 800-53 Rev3, NIST 800-53 Rev4d
Controls on prior Control Sets: 608
Post-Migration Utilities Offered Controls | Inherited Controls

Security Categorization (no information types p t)
Financial Information No
Stand-alone System (Not Metworked) | No ( mmendation)

Edit

13





e Post-Migration Utilities

o Offered Controls:

= Displays controls that were being offered in
the previous control set that have been
migrated to NIST 800-53 Rev4

= List can be exported to Excel/Word

= Apply Updates will automatically add the
NIST 800-53 Rev4 controls listed to the Offer
Control for Inheritance list.

Control Set

MIST 800-53 Revd
MIST 800-53 Revd
MIST 800-53 Rev4
MIST 800-53 Revd
MIST 800-53 Revd
MIST 800-53 Revd
MIST 800-53 Revd

Control
AC-06(9)
AL-06(3)

AU-05(10)
AL-06(10)
AL-06(10)

S1-07(6)
S1-07(6)
S1-07(6)

DIS to be Offered

AC-06(08)
AU-06{08) [01]
AU-08{10) [01]
AU-08{10) [02]
AU-08{10) [03]
S1-07{06) [01]
(0e) [02]

SI1-07(06) [03]

Applicability
Applicable

MNot Applicable (RTM)
Not Applicable (RTM)
Not Applicable (RTM)
Not Applicable (RTM)
Not Applicable (RTM)
Not Applicable (RTM)
Mot Applicable (RTM)

Page: ofl Page size: E|

Control Management “

Agency Default Contrel Set: NIST 800-53 Rev4

Post-Migration Utilities: Offered Controls

System Default Control Set: NIST 800-53 Rev4

Control Set(s) in use: NIST 800-53 Rev3, NIST 800-53 Rev4

Controls on prior Control Sets; S08
Post-Migration Utilitie

RTM Factors

Financial Information

Stand-Alone System (Mot Networked) | No

Edit |

Based on DIS Currently Offered

AU-02(4).01-01

AU-06(%).01-01

AU-06.02-01

AU-06.02-01

AU-06.02-01

AU-10{5).01-01, AU-10(5).01-02
AU-10(5).01-01, AU-10(5).01-02
AU-10(5).01-01, AU-10(5).01-02

Security Categorization Moderate

Yes

Offered Controlg | Inherited Controls

Current Value

Affected Control Groups

Default Control List
Default Control List
Default Centrol List
Default Control List
Default Control List
Default Control List
Default Control List
Default Control List

(no recommendation)

Apply Updates

Cancel

(no information types present)
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Post-Migration Utilities: Offered Controls

o Offered Controls can be exported and saved for
historical purposes

(=D = R I = R B R N T ]

A B Cc D E F
Control Set Control DIS to be Offered Applicability Based on DIS Currently Offered Affected Control Groups
NIST 800-53 Revd AC-06(9) AC-01(09) Applicable AU-02(4).01-01 Default Control List
NIST 800-53 Revd AU-06I8) AU-06(08) [01] Not Applicable (RTM) AU-05(9).01-01 Default Control List
NIST 800-53 Revd AU-06(10) AU-06(10) [01] Not Applicable (RTM) AU-06.02-01 Default Control List
NIST 800-53 Revd AU-06(10) AU-D6(10) [02] Mot Applicable (RTM) AU-06.02-01 Default Control List
NIST 800-53 Revd AU-06(10) AU-D6(10) [03] Mot Applicable (RTM) AU-06.02-01 Default Control List
NIST 800-53 Revd 51-07(6) 51-D7(06) [01] Mot Applicable (RTM) AU-10(5).01-01, AU-10(5).01-02 Default Control List
NIST 800-53 Revd 51-07(6) 51-07(06) [02] Not Applicable (RTM) AU-10(5).01-01, AU-10(5).01-02 Default Control List
NIST 800-53 Revd 51-07(6) 51-07(06) [03] Not Applicable (RTM) AU-10(5).01-01, AU-10(5).01-02 Default Control List
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Post-Migration Utilities: Offered Controls

e Control Set: Displays current control set
* Control: The control that will be offered by the post migration utility (NIST 800-53 Rev4)
* DIS to be Offered: The determine-if-statement (DIS) that will be offered (NIST 800-53 Rev4)

* Applicability: The current control applicability, prior to post migration utility (Applicable, Hybrid, or
N/A)

e Based on DIS Currently Offered: The DIS from the previous control set that was being offered

» Affected Control Groups: The Control Group in which the control/DIS was offered.

E QE @ Page: ofl Page size: Item 1to5of 5
Control Set
NIST B00-53 Reva ) MP-08(02) [01] NGOt AppIcable (R =251 5 B =T =T T
NIST 800-53 Revd MP-04(2) MP-04(02) [02] Nat Applicable (RTM) MP-02{11.01-02 Default Contral List
NIST 800-53 Revd MP-04(2) MP-04(02) [03] Nat Applicable (RTM) MP-02(11.01-02 Default Contral List
NIST 800-53 Revd SI-13(3) S1-13(05) [01) Nat Applicable (RTM) CP-10(5).01-01 Default Contral List
L hSTAnnE3Red S1-13(3) S1-13(05) [02) Nat Applicable (RTM) CP-10(5).01-02 Default Contral List

Apply Updates Cancel

o Apply Updates will automatically offer the listed NIST 800-53 Rev 4
controls/DIS
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System Identification
Information Types
Locations
Relationships
Appendices
Marratives

Artifacts

Peoints of Contact
User Assignments

System Reporis/Views

Accpcce

Initiate/Manage Assessment Motives

Control Managament
I P Offer Controls for Inheritance I

Select Confrols to Inherit

Control Tailoring
Aszessment Reports/Views

Assessment Search

Controls
Default Control List|63

Name

Select Edit

Post-Migration Utilities: Offered Controls

* After applying the post migration offered control utility, the system’s Offered Controls for
Inheritance page will be populated for the NIST 800-53 Rev4 control set.

gmm_d Offer Controls for Inheritance

Select the Control Set: NIST 800-53 Revd v

Controls that can be inherited by other systems

E:Ea nd All (* denates archived records from prior control set)
[E controls:
[l AC - Access Control
[E AC-06(%) Auditing Use Of Privileged Functions
AC-08{0%9)
I;l AU - Audit and Accountability
[E AU-06(8) Full Text Analysis Of Privileged Commands
AU-06(08) [01]
B AU-06(10) Audit Level Adjustment
AU-06(10) [01]
AU-08(10) [02]
AU-08(10) [03]

& SI - System and Information Integrity

Systems that can inherit Controls from this system

Edit
Expand All B Systems:
[E Office of the Chief Information Officer
HUD TEST System

Sample G55
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e Post-Migration Utilities
o Inherited Controls:

= Displays controls that were being inherited
in the previous control set, where the
offering system has already migrated the
inherited control to the NIST 800-53 Rev4

= | ist can be exported to Excel/Word

= Apply Updates will automatically inherit the
NIST 800-53 Rev4 controls listed and be
added to the Select Controls to Inherit list.

Page: of1 Page size:

Control Set Control DIS to be Inherited Applicability

NIST 800-53 Revd AC-06(3) AC-06(09) Applicable

| AU-06(10) | AU-06(10) [01] | Not Applicable (RTM)

Post-Migration Utilities:

Based on DIS Currently Inherited

AU-02(41.01-01

Inherited Controls

Control Management

Agency Default Control Set: NIST 800-53 Rev4
System Default Contrel Set: NIST 800-52 Rev4
Control Set(s) in use: NIST 800-53 Rev3, NIST 800-53 Rev4
Controls on prior Control Sets: 526

Post-Migration Utilities Offered Controls ||Inherited Controls

RTM Factors

© g

Current Value

Moderate

Security Categorization (no information types present)

No

Financial Information Yes

Stand-Alone System (Mot Networked) | No

Edit |

(no recommendation)

Item 1 to 4 of 4

Inheritance Source

HUD Training Program

MNIST 800-53 Revd | AU-08.02-0 1 | HUD Training Program
MNIST 800-53 Revd | AL-06{10) | AU-06{10) [02] | Mot Applicable (RThM) | AU-08.02-0 1 | HUD Training Program
el LS00 S Reyd | AU-06(10) | AU-06(10) [03] | Mot Applicable (RTi) | AU-06.02-0 1 | HUD Training Program

Apply Updates

Cancel
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Post-Migration Utilities: Inherited Controls

olnherited Controls can be exported and saved for historical
purposes

Al0D I
A B C D E F
1 Control Set Control DIS to be Inherited Applicability Based on DIS Currently Inherited Inheritance Source
2 |MIST 800-53 Revd AC-06(9) AC-06(09) Applicable AU-02(4).01-01 HUD Training Program
3 MIST 800-53 Reva AU-06(10) AU-06(10) [01] Mot Applicable (RTM) AU-08.02-01 HUD Training Program
4 | NIST 800-53 Revd AU-06({10) AU-D6(10) [02] Mot Applicable (RTM) AU-06.02-01 HUD Training Program
5 | NIST 800-53 Revd AU-06({10) AU-D6(10) [03] Mot Applicable (RTM) AU-06.02-01 HUD Training Program

19






7] Post-Migration Utilities: Inherited Controls

* Control Set: Displays current control set

* Control: The control that will be inherited by the post migration utility (NIST 800-53 Rev4)

* DIS to be Inherited: The DIS that will be inherited (NIST 800-53 Rev4)

* Applicability: The current control applicability, prior to post migration utility (Applicable, Hybrid, or N/A)
* Based on DIS Currently Inherited: The DIS from the previous control set that was being inherited

* Inheritance Source: The system, from which, the control/DIS was previously inheriting.

L
E EE @ Page: of 1 Page size: Item 1to 4 ofd4
ontrol Se Applicab Based on D t erited eritance 50
MNIST 800-53 Revd AC-06(9) AC-GE[D?] Applicable AU-02(4).01-01 HUD Training Program
MNIST 800-53 Revd AL-06{10) AU-06{10) [01] Mot Applicable (RThM) AU-08.02-01 HUD Training Program
MNIST 800-53 Revd AL-06{10) AU-06{10) [02] Mot Applicable (RThM) AU-08.02-01 HUD Training Program
MNIST 800-53 Revd AL-06{10) ALU-06{10) [03] Mot Applicable (RThM) AU-08.02-01 HUD Training Program

Apply Updates Cancel

o Apply Updates will automatically inherit the listed NIST 800-53 Rev
4 controls/DIS
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* After applying the post migration inherited control utility, the system’s Select Controls to
Inherit page will be populated for the NIST 800-53 Rev4 control set.

System Overview

System Information

System Identification

Information Types

Locations

Relationships

Appendices

Marratives

Artifacts v
Foints of Contact

User Assignments

System Reports/Views

Initiate/Manage Assessment Motives
Control Management
Offer Controls for Inheritance

| select contrais to innerit | |

Control Tailoring
Assessment Reports/\Views

Assessment Search

POA&MS v

Select Controls to Inherit

|[-Al-

|SElect system to inherit from:

Control Determine If System Control Set Implemented Hybrid

AC-06(08) |HUD Traiing Program|iST 800-53 Reval| |
AU-01 (3)(01)03] HUD Training Pogram|NIST 800-53 Reval| |
0-01 (2)(02){02] HUD Training Program| isT so0-s3 Reval| |
A0-01 (5)(02)102] HUD Training pogram|isT so0-s3 Reval| |
a0-01 (5)(02){02] HUD Training Pogram|isT s00-s3 Reval| |
AU02(5) |HUD Training Program|isT so0-53Reval| |
AU-02(@) |HUD Training Program | isT so0-53 Reval| |
U-02(03) [02] _|HUD Training Pogram|hisT so0-53 Reval| |
A0-03(01) (03] |HUD Training program|isT so0-s3 Reval| |
003 (011 |HUD Training program|isT so0-sa Reval| |

AU-03(1)
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~Control Level Migration: Post-Migration Utilities

o If you do not use Post-Migration Utilities:

= Offered Controls: Users will manually have to Offer Control For

Inheritance, and add newly migrated NIST 800-53 Rev4 controls to an
offered control group.

" |Inherited Controls: Users will manually have to Select Controls to Inherit
and re-inherit the newly migrated NIST 800-53 Rev4 controls

ONote: NIST 800-53 Rev4 controls will only display if the Offering System has
migrated to NIST 800-53 Rev4.

Offer Controls for Inheritance
“... e O -v——-v-vv-—q _‘ Er— "—lo"——"""—q Select Controls to Inherit .

| systei |I'_H1|||Fl 1y
Control Groups | “System Information  ~ N[, system to inherit from: HUD Training Program v
System Identification
ol System Identification Ed Controls that can be inherited from other systems
Information Ty : . tion Ty
niermaton fypes select Edit HUD Inheritance |59 Infarmation Types ' oo
Locations Locations E Controls:
Relationships Relationships NIST 800-53 Revd
_ INIST 80053 Reva | _ =
Appendices Select the Control Set: | NIST 80053 Rev4 Appendices
Marratives Marratives
Artifacts - | Controls that can be inherited hy other systems Artifacts o
Points of Contact dd ) (7 denotes archived records from prior control set) Points of Contact
User Assignments User Assignments

System Reporis/\Views System Reports/Views

Accasements

P —
Initiate/Manage Assessment Motives Initiate/Manage Assessment Motives
Control Management Control Management

I’Of"er Controls for Inheritance ealieLConirols o loberiancs
BEIELt LOMIQNs 10 INNern P Select Cantrols to Inherit

Control Tailoring

Assessment Reports/Views 22





J RTM Impact After Control Level Migration

Applicable controls that have been tailored out will be moved
back to applicable; this allows for re-evaluation.

NIST 800-53 Rev3 Applicable Non Applicable
(Prior to migration)

AC- 18 System Wireless

Migrate System to 800-53 Rev4 ‘

NIST 800-53 Rev4 Applicable Non Applicable
(After migration)

AC- 18 System Wireless EEE—






J RTM Impact After Control Level Migration

Similarly, not applicable controls that have been tailored in will
be moved back to not applicable; this allows for re-evaluation.

NIST 800-53 Rev3 Applicable Non Applicable
(Prior to migration)

AC- 2(6) — Account Management

Migrate System to 800-53 Rev4 ‘

NIST 800-53 Rev4 Applicable Non Applicable
(After migration)

AC- 2(6) — Account Management

——)
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) Implementation Statements

* After the control has been converted, alter the statement if
necessary to align with the new control language.

* NOTE: The Implementation Statement, previously recorded
on the control (in NIST 800-53 Rev3) will remain in-tact and
will be automatically listed as the implementation
statement for the migrated (NIST 800-53 Rev4) control.

' Copy Template
¢ 1 T I - _57‘5‘3 Z U A~ &~ Verdana v|small ~|F

Enter Implementation Statement text here that meets the requirements
described in NIST 800-53 Rev4 version of this control|

Implementation
Statement

Cancel
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* Previous control set

testing results will be

archived

* |n addition, within

each control set each

testing instance is

preserved
|

AC-02.01-01
cable

WD [scozoior v

Control Level Summary

Assessment Results

POA&M:

Previous Control Set

(s)

NIST 800-53 Rev3

Accessing Archived Assessments

Compliance Guidance/Img

Compliance Guidance

Implementation Statement

[Ishow only those requiring Assessment

Bulk Edit

Assessment Objective Potential Assessment

® Examine
Access
Proced
Securit
Inform
Inform
List of
accoun
List of
Notifica
List of
Determine i the following statement(s) have been associz
satisfied. test @ Access
@ Accoun
@ Inform
@
@

REERRE

R e

AC-2

Inform
Other 1
@ Interview
@ Organi
@ Systerr
@ Organi:

@ Organi:
Autom;

AC-02 (a)[01]
Applicable

The organization defines information system accounts types to be identified

Details
and selected to support organizational missions/business functions.

NIST 800-53 Rev3 - Instance 2: ** ARCHIVED TEST ™
NIST 800-53 Rev3 - Instance 1: ** ARCHIVED TEST ™
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