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Introduction

This course describes the USDA Enterprise Virtual Private Network
(VPN) and explains how to use it.

Each Agency has customized the VPN for their
business needs, so some of the instructions are
generic. Please refer to your Agency’s
Enterprise VPN User Guide
for specific instructions and policies on
using the Enterprise VPN.
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What is a VPN?

 The USDA Enterprise VPN ... T

— Requires your LincPass and PIN

— Creates a secure tunnel between the remote -
computer and the USDA network Jane M.

Department of

Agriculture
Expires
2010 OCT10

* Virtual Private Network (VPN)

— Logical computer network that allows remote users from any
location to securely connect to the USDA physical computer
network as if they were on-site

* You may have more than one VPN

— The Enterprise VPN Is remotely accessing your Agency’s
network securely. If you have other VPNs for accessing internal
resources, such as data centers, you'll still need those VPNs to
do that
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About the Enterprise VPN

The USDA Enterprise VPN:

* Provides secure remote access to your Agency’s and USDA
networks

* |s Web-based or local client-based

* Lets you connect to your work network from
any remote location that has Internet access
(conference room, hotel room, AirCard,
home office, airport, etc.)

* Leverages the USDA LincPass, so you won'’t
have to keep track of yet another ID and password
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Getting Started

To use the USDA Enterprise VPN, you will need:

 USDA computer (e.g., laptop) with a card reader
and the ActivClient software installed

 An activated LincPass card and PIN

e Microsoft Internet Explorer browser ver. 6.x, or
above, or other Agency-approved Web browser

* Approval from your Agency to use Enterprise
VPN service

* The URL(s) for your Agency’s VPN portal
* An Internet connection

’ https://vpn...




Two Connection Options

The Enterprise VPN has two connection options:

* Network Connect: A full connection to the USDA network,
with all the capability of working in your office.

— Use this option when you need access to a client-server
application such as Outlook from your local computer, or Agency
network resources such as a shared drive or a specialty printer
(e.g., a plotter).

— While connected via the Network Connect option, you will not
have access to any local network resources, such as a home
network printer or another local computer.
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Two Connection Options (continued)

* Proxy Connect: A limited service connection that allows you
to access Web-based resources or file shares not accessible
outside of USDA networks.

— Use this option when all you need is access to Web-based
resources, such as Outlook Web Access.

— While connected via the Proxy Connect, you will have access to
local network resources, such as a home network printer or
another local computer.
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Two Connection Options (continued)
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Which Connection Type Should | Use?

| want to... | Run Web-based Run client- Access Keep local | Use network
applications based network | connections resources
(e.g., applications file (e.g., local (e.g.,
SharePoint, (e.g., MS shares | printer, local network
Outlook Web | Outlook, Office (e.g., database) | printer in the
Access, internal | Communicator, Home office)
Web apps) Lotus drive)
SameTime)
Network
Connect X X X X
Proxy
Connect X X X

The following sections explain how to run the two types of USDA
Enterprise VPN connections.
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Network Connect

1. Start your computer. Make sure you can connect to the Internet, and
that your LincPass is inserted in your computer’s card reader.

2. Double-click on the Juniper VPN icon on your desktop -E-
OR il
Start Microsoft Internet Explorer (or other ,
approved browser). In the browser’s address & {: T

field’ enter the URL your Agency gave you SF 28 @ Inited States Denartment of Ariclhure - Hame | |
when you received approval to use the VPN.

3. The first time you connect, you’ll have to enter
the URL your Agency gave you when you
received approval to use the VPN. The system
will remember this URL for the next time
you connect.

ENTERPRISE VPN
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Network Connect (continued)

.

4. If this is the first time you have used the Juniper [ &

D yacas wesnd 1o dhewarinsd, mstall, andfol ecacute pofbvans from tha

software, you will receive a message asking if you st

Prosduct Name: Host Checker

want to load the “Host Check.” Click the Always Soe e dsHosICheckerSetup.exe

Serest Hame: wpneastusda,gov

button to allow the software to run. |

5. The system is checking your computer to make
sure it meets all security requirements to connect to the USDA
network (it may take a few minutes). If your computer passes the
check, you’ll see a message that the “security is satisfactory.”

« Network Connect - Sign In
Tools Tools

Signin Page:  |PHps://vprwest usda. gov/SCA/Legacy =
N

USDA ; USDA _
= United States Department of Agriculture '_”" United States Department of Agriculture

Loading Components... . R 3

9 P /A Your computer's security is unsatisfactory
Please wait. This may take several minutes,
@ Host Checker Your computer does not meet the following
If an error prevents a component from loading properly, security requirements. Please follow the

instructions below to fix these problems. When
vou are done click Try Again

NTERPRISE VPN
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Network Connect (continued)

6. The ActivClient PIN prompt may appear if you have not entered
your LincPass PIN recently. If so, provide your LincPass PIN number.

Ar:iv{d_en.‘iry .
ActivClient

lease enter your PIN.

NOTE: The system will remember (“cache”) the entry of your PIN
for up to 4 hours. If you used your LincPass & PIN to log into
your computer or another internet session, you won’t be

prompted again within the 4-hour window or until the LincPass
is removed from the card reader.
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Network Connect (continued)

If this is the first time you have used the Juniper

software, you will receive the following message
to load the “Network Connect.” Click the Always
button to allow the software to run.

. When a successful connection is made, you will
see a connection session window (it will go away
automatically after a few seconds).

. A new Juniper VPN icon appears in your system

tray (bottom right side of your Windows screen).
. 10 see the details of the VPN connection,

£ right click on the icon in the system tray and

select “Advanced View.” This will show you your

IP address and connection information.

Selup Coniral - Warning =

[ro gt wird N vl ikl anclion scescube solvaais frocs Bhe

Tollowang parver?
Pooduct Name: Network Connect 5.5.0
Softwae Name: nesNCEelup.exe
Server Name: wpneasLusda.gov
v
=I5l
Sessior]
Connec! tion: ¥p t.uzsda. g
Skatues: Cannec ted
Duration: 00:00: 21
Butes Sent: E2.471
Bytes Received 53,583
Assigned IP: 150.120.321
Security: S50
Compressioh: : Deflate
Transport kode S50
3 | Hide Sign Out
4
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Network Connect (continued)

10. To sign out of the USDA Enterprise VPN, right- oo
click on the Juniper “Connected” icon in your |
system tray and select “Sign Out.” The icon will
disappear from your system tray in a few @SM_F
seconds, indicating the connection is closed. e

NOTE: The next time you use the Network Connect option, it will
go faster, since you will have already given permission for the
Juniper software to run the host-check and connection
applications.

i
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Proxy Connect

.

1. Start your computer, and connect to the Internet with Microsoft
Internet Explorer (or other approved browser). Make sure your LincPass
is inserted in your computer’s card reader.

Edit View Favorites Tools Help

. ke 1 |l rtmssiivprmest. cada govs =148 ][ x| Jove search
2. In the browser’s address field, enter & & [e 1| | ;

the URL your Agency gave you when
you received approval to use the VPN.

3. Depending on your browser settings, you may x
receive a security warning message. Click the £l p——
OK button. ™ I the fuburs, do nct show Shis waming

4. If this is the first time you have used the Juniper
software, you will receive a message asking if [ =
you want to load the “Host Check.” Click the i

Froduct Hame: Host Checker
Always button to allow the software to run. ot taan: dsbosCherteSctg £z

Seren Nome: vpneastusda.goy

==
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PrOXV Connect (continued)

5. The system is checking your computer to make sure it meets all

security requirements to connect to the USDA network (it may take

a few minutes). If your computer passes the check, you’ll see a
message that the “security is satisfactory.”

o ] 55 /= Host Checker has failed - Windows Internet Explorer - ol x|
Ele Edit Vew Favorites Tools Help Eile Edit View Favorites Tools Help
@‘-‘ - IE. est.usda.govjdana-na/authjurl j.'-j % || X I,"s Search - @‘-‘ - IE inld=url_28realmsremaining=08& j % | K I,"E Search P
ﬂ? 'ﬁ? @HS SSL VPN service - PleaseWait | | f} < L‘Eu"' E?Q © ._'}" ﬂ? *‘ﬁ? @Hostcheck&r has failed | | #h v G J'
Bl =
USDA , USDA
s United States Department of Agriculture

Loading Components...
Please wait. This may take several minutes.

® Host Checker

If an error prevents a c

omponent from loading properly, you can click here to continu

Zamm United States Department of Agriculture

A Your computer's security is unsatisfactory

Your computer does not meet the following security requirements.

done click Try Again.

Please follow the instructions below to fix these problems. When vou are

ENTERPRISE VPN
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Proxy Connect (continued)

6. You may see a pop-up box titled “Choose a digital certificate.” If
multiple options are available, only one will work and you will have
to identify the correct certificate. To do so, highlight the first
certificate on the list and click the View Certificate button. The
correct certificate will show “Smart Card Logon” in the “Intended
Purposes” list. If the selected certificate doesn’t say this, close the
Certificate window, then in the “Choose a Digital Certificate” box,
select the next certificate and click the View Certificate button
again and make sure it says “Smart Card

” ’ Choose » dgtal certcate 21 21
LO go n . O n Ce yO u Ve rldentficeton —MM —————————— |  General | IDEtaiIsI Certification Path |
) The website you want to view requests identification,

. L o & % Please choose a certificate. =
identified the correct 5

Name ‘ ssssss |

 JOE BLOGGSNINE lanaged Services D... This certificate is intended for the following purpose(s):

ged Ser =J =R ntity to & remote computer

certificate, highlight it
and click the OK button.

4
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Proxy Connect (continued)

7. The ActivClient PIN prompt may appear if you haven’t entered your
LincPass PIN recently. If so, enter your LincPass PIN number.

2
nldn'l(/.enm)' .
ActivClient
Please enter your PIN.
PIN (| ]

NOTE: The system will “cache” the entry of your PIN for up
to 4 hours. If you have used your LincPass & PIN to log into
your computer or another internet session, you won’t be
prompted again within the 4-hour window or until the
LincPass is removed from the card reader.

18



PrOXV Connect (continued)

8. In your browser, your agency’s portal appears. The screenshot
below is a sample; your agency’s portal will probably look different.

File Edit View Favorites Tools Help

@A - Ié https:/fvpnwest.usda. gov /dana/home findex.cgi

ﬂ? e (175 S5L VPN service - Home | |

USDA

Zal United States Department of Agriculture

r—

& usSDA Home Page

|

[E Home - 1aM Sharepaint Site D= fi
NITC's OCIO-1AM Sharepsint site
Jindovs Files
£ Network Connec t Start

VPN menu

Browse to
~ USDA Web
resources

The menu option buttons at the upper right hand corner of your
screen follow you through all subsequent pages. Home takes you to
the front page of your VPN session. Sign Out logs you off the VPN.

TENTERPRISE VIPN
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Proxy Connect (continued)

You can customize your Proxy page by setting bookmarks to USDA Web
— locations and files. To create a Web Bookmark, enter the URL in the
blank field just below the menu, then click the Browse buttor-

/= ITS SSL VPN service - Home - Windows Internet Explorer - ||:||5|

File Edit View Favorites Tools Help

6@ - |g, https: /jvpnwest.usda. gov /dana homejindex. cgi j % I ;: I:I :: —lr_

|
& e @FI"SSSL VPN service - Home | | @ = K @ < gﬁage @ @Tgols ?
USDA _
Za United States Department of Agriculture

Browse

Welcome to the ITS S5L VPN service.

Web Bookmarks

USDA Home Page
Home - IAM Sharepoint Site J |

NITC's OCIO-1AM Sharepoint site

\.

You don't have any files bookmarked.

Client Application Sessions

£ Network Connect Startl

2
ERPRISE VPN
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PrOXV Connect (continued)

Once you’re at the page you want to bookmark, click the Bookmark
icon button in the upper right menu bar.

Trip  Winiews el sel [Epkred

[E ]
it il fure bl i) Egraiivm st WPt v S, e e e L I -
oo - G g - Page = acly =
Wk TRk = BOL T e B 1r arieee 1 = * = o
Cp 19 TP 300800 - " L |

Govltip © 2

USDA ‘
= United States Department of Agriculture

d:l Add Web Bookmark

In the “Add Web Bookmark” page that | =
appears, complete the description and —
select the display options you want. Click _—
the Add Bookmark button when you’re

done.

Travel requests and approvals ;I

=

* URL: |hﬁp.-’.-'1-\;\\4\-‘;.gu\drip.cUm!'guﬂripf'site-’index.jsp example: httpi//weviexample.com

[T Open bookmark in a new window
[~ Do not display the Web browser's URL address bar
[~ Do not display the Web browser's menu and the toolbar

[¥ Display as a favorite

. '
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e}ﬁfznpmsz VPN B



Proxy Connect (continued)

You can also add bookmarks (shortcuts) to files you use often. Ask your
Agency for instructions.
[ - || = v

Windows Files

If you are connected via the Proxy Connect, but need temporary
access to the full Network Connect, you can create a temporary
Network session by going to your Home page and clicking the Start
button for the Network Connect application.

—

£ Network Connect Start

The system will tell you to “Please wait...,” then return to the proxy
page. You can tell you’re actually connected to the full Network =
Connect because a new icon appears in your system tray. To end the
Network Connect session, right-click the icon in your
system tray and select “Sign Out.” (You’ll have to sign in

to the Proxy Connect again if needed.)
j’
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Troubleshooting

* To check your connectivity when using the Network

Connect option:

== — Right-click on the Network Connect icon in the lower right Eﬁ::ziii‘;m

system tray, then select “Basic View.”

— To see the details of the
VPN connection, right-click

on the Network Connect icon and select

“Advanced View,” then click
the Session tab. This shows

-
5 Network Connect

SBSS\UHW Logs ]Infolmatinn Diagrostic | Perfarmance

-%- Network Connect

EE)

pnwest uzda g
Connec ted
00:00:25
B.425
5.279
Aszigned |P; 1501201042
Security; S5L
Compressian: 3 Deflate
Tranzport Mod 551
i Hide Sign Out

DE®

how long you've been

connected, your IP address, e

and other connection —

Information, which is useful e

when getting help from

IT support.

d Hide Sign Out

i
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Troubleshooting (continued)

e Connection drops

— The Host Check application runs the entire time you are connected to
the USDA network. If you try to do something that is against its rules, it
will automatically drop the connection within 5 minutes of the detected
activity. Each agency can set the rules for what the Host Check looks
for. Examples of behavior that might be monitored include:

= The anti-virus files or the machine’s certificate are out of date or not

recognized.

» The Host Check detects
installation of peer-to-peer
software or other non-
approved applications.

» The BigFix service has
been stopped or
uninstalled.

{= Host Checker. has failed - Windows Internet Explorer,

Fle Edit wiew Favorites Tools  Help

)+ [ ] heeps:ijvprwest.usda.govidan mediste.cgi o & | #][x

0 A st Checker has Filed | M- B =

USDA ‘ N
@ United States Department of Agriculture

A Your com puter’ 's security is unsatisfactory

Your computer does not meet the following security requirements. Please follow the instructions below to fix these problems. When vou are done click Try
Again.

1. Machine Cert

Instructions: Your computer has failed the required service listed above. Please contact vour TSD support group or go to the following web lnk.
www.usda gov

I AV_DAT
Reasons: Registry key: HKEY _LOCAL_MACHINE Software BigFix JuniperJC not found

Try Again ] [ Do not show remediation again for this session ]

You can opt to display this page again m your Advanced Preferences.
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Troubleshooting (continued)

e Connection problems

— If you can’t log into your computer with your LincPass card, you may still
be able to connect to the VPN. Log into your computer with your
network credentials (user ID & password), then insert your LincPass
card into the reader and start the VPN (Network Connect or Proxy
Connect). You'll be asked to enter your PIN.

— If you start the VPN without the LincPass i iowo  arvesSinl
card inserted, you'll see a message that '
says “Missing certificate.” Put your LincPass
card in the reader and click the Connect LSDR 1k Stotoe Deparimen of Agriculturs
button.

Sign-in Page: |https'h’vpnwest usda.gov/SCa/Legacy j

~

Welcome to the

ITS SSL VPN servi
NOTE: If you still see the “missing serviee

o fe V/4 Missing certificate. Check that your certificate
certificate” message, you may have to close s vald and Up-to-dats, and try again
the browser (not just the tab) and start it . :Pi;'tlm;'“5;’21';‘;‘?225&”??

. . |SC|p|nary action, as well as
again for the system to recognize that the S

o fe . \,rt . you understand and
Certlflcate IS there' You hatetnLizn:hreafsizllnableEI ) v

‘ERPRISE VPN
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Troubleshooting (continued)

e Other VPNs (e.g., Cisco)
— If you have other VPNs on your system and have questions about them,
contact your Agency’s IT help desk for assistance.
— If you're a system administrator, you may have other VPNs on your
system for accessing remote servers and domains. The Juniper client
doesn’t replace them.

e Session expired
— If the VPN detects no activity for 15 minutes, the VPN will automatically
log you off. If you were connected via Network Connect, click the link on
your desktop again to start a new session. If you were connected via
Proxy Connect, the system displays a “Sorry, your session on the
machine expired” message. Click the Connect button to start a new

session.

USDA ‘
Zaam United States Department of Agriculture

Welcome to the

ITS SSL VPN service

d t transitin. g stored o th
arvd irrevacable Y y ot r \y
nicatm th syster hether

oV Irpos:
pptqtp dv thvptt of priv vgdg
any other official, pt USDA’s Chief Information Office

e
~ENTERPRISE VPN 2%




Where to Go for Help

* Your agency’s Enterprise VPN User Guide has
detailed instructions, troubleshooting tips,
and more.

* |f you need more help, contact your Agency’s
IT help desk.

* To request approval from your Agency to use
the USDA Enterprise VPN service, contact your
supervisor.

——

ENTERPRISE VPN
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