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1. Introduction to the ECM System

Enterprise Content Management: Overview

The Enterprise Content Management process allows users to manage the process of receiving,
responding to, and tracking incoming correspondence. The application is web-browser based so
users can access the system and perform work from any location. The diagram below shows the
system architecture for the new application.

Scanning Lo ation 1 USO8 Orgenization 1

Scan 1%t Level Create Workiflow Workflow
And OC Indexing Workflow Processing Completion
= Mew Docs = Application = Set Lp Faolder = Open Task = Print Paper Filz
= Docs with Print = Contro | Mumber = Cregte Wiorkflow = Add Documents = Clo=e Folder
Cower Sheets = Doc Tywe = Create Subdows - 5@t Retention
= Date Receiwd = Complete Task Perod
= Faolder Set-Lp
Group Us0e Orgarization 2
Sraming Losation s Create Workflow Workflow
3 ] Workflow Processing Completion
Scan 15t evd / .
Ard QC Indexing ISDA Orgarization 3
\ Create Workflow Workflow
Workflow Processing Completion

= Create Wrordow with
Electronic Do cument

Figure 1: ECM Business Architecture

Documents are scanned into the system from a USDA scanning location. USDA may have any
number of scanning locations. The scanning operator performs a Quality Control check. The
operator enters some basic document index information. Document indexes categorize the
correspondence and forward it to the group responsible to set-up the folder for the document.
The system then transfers the documents to the centralized document repository at USDA. Once
the document is stored, the system starts the workflow process.
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The workflow process routes the document through necessary processing steps that may include
the following:

e Set up a new folder with the scanned document.

e Create the workflow list of tasks and assignees.

e Route the folder through the workflow tasks for processing:
- Research the issues.
- Create a draft response letter.
- Route the draft response letter for revision and approval.
- Create the final response letter and print on agency letterhead.
- Obtain the necessary signature.
- Mail the response letter.

e Finalize the Correspondence Management information.

e Close the folder.

e Archival tasks.

The actual tasks that are performed depend on the requirements of the document. The Folder
Owner determines the actual workflow tasks and assignees necessary to respond to the incoming
correspondence. The system provides capabilities that allow each individual to manage his or
her workflow tasks using their inbox. Workflows can be monitored by individuals wishing to
see a folder’s current status and and/or to help ensure timely completion.

In addition to accessing the system to process correspondence, authorized users may search the
system for documents and folders. Searches can be performed on the document or folder

indexes. Alternatively, full-text searches can be performed to find all documents that contain
specific words or phrases.

Preparing to Use ECM; A Word About...

Web Applications

Internet Explorer Configuration for ECM

Timing Out of the Application

Folder Status (Suspended Folders)

Active, but “Stuck” Folders

Back Button

Microsoft Office Integration

Hints and Suggestions
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Web Application

ECM is a web-based application. It does not depend upon special software on the user’s
computer, other than the standard browser Internet Explorer. (Note: The application does
require Java and Microsoft.Net Framework software. This software is part of the standard
configuration on many USDA computers, and if it is not present, it attempts to load
automatically the first time the application is accessed.)

As a web-based application, users may access ECM from any computer that has access to the
USDA internal network, either through direct physical access or through a VPN network
connection. Users should understand, however, that the changes made on the local browser
screen are usually not transmitted to the application servers until the changes are saved or
otherwise “committed.” If an application window is closed before it is saved, or if the
application times out, all unsaved changes are lost.

Internet Explorer Configuration for ECM

Pop-up Blocker

ECM makes extensive use of the “pop-up” window, a special kind of browser window that
appears over the top of the main application window. In order to successfully work within the
ECM application, the user cannot “block” pop-ups. A pop-up blocker may be enabled by default
by Internet Explorer (IE), by many accessory browser tool bars (Google, Yahoo, etc.), and by
some types of security software. Users and/or their administrators must add the ECM URL to
the local pop-up blocker “safe list,” or remove or disable the pop-up blocker. (Examples use IE
version.)

Select the Tools menu from the tool bar. Select the Pop-up-Blocker submenu. Select Turn Off
Pop-up Blocker to disable the Pop-up blocker, or select Pop-up Blocker Settings to configure
the Pop-up Blocker for ECM use.

ﬂ" Main Menu - Windows Internet Explorer jgl _|ﬁl|1|
@A - I@, hitkps:{foms, ess, Usda,gov/edm J a (4| x IGoogIe poiig
J File Edit Wew Favorites | Tools Help |Links | Goc Jg]c Gl vIGo 'W s~ ||§popup5 okay > () settings~ J St B &

Jﬁ B - M- ‘-Page' JToolsv®'£¢£'3

- =

Subscribe bo this Feed...

 — Feed Discavery:
m Windows Update
Windows Messenger

Diagnose Connection Problems. ..

- Sun Java Console i Newsroom : Help { Contact Us

m Inkernet Options I to USDA

Figure 2: Internet Explorer Tools Menu (Turn Off or Configure Pop-up Blocker)
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To configure the Pop-up Blocker, select Pop-up Blocker Settings. The Pop-up Blocker

Settings window will open.

Pop-up Blocker Settings ll
i~ Exceptions
Pop-upz are cumently blocked. Yvou can allow pop-ups from specific
# 1| websites by adding the site to the list belovs.
Address of website to allow:
| fdd
Allowed sites:
cmsz. ezs.uzda gov Remove |
mail.hgnet.usda.gov
rddw. uzda. gov Remowe all... |
r~ Motifications and filker lewel
¥ Play a sound when a pop-up is blocked.
[+ Shaw Information Bar when a pop-up iz blocked.
Filter lewel:
IMedium: Block most automatic pop-ups j
Pop-up Blocker FAQ

Figure 3. Pop-up Blocker Settings Window

Add the URL of the ECM application (cms.ess.usda.gov) to the list of allowed sites. Internet
Explorer does not block pop-up windows from sites on this list. Close the window to return to

Internet Explorer.

Internet Explorer Security Settings

Security settings in Internet Explorer must be configured to permit the ECM application to
operate properly and to minimize the number of repetitive and unnecessary security warnings.

If a user reports problems with ECM, or if the Internet Explorer displays a security warning in its
Information Bar, check to see that the following settings are enabled. (Changing these settings

requires administrative access to the user’s computer.)

12
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As displayed below, select Internet Options from the Internet Explorer Tools menu.

{2 Main Menu - Windows Internet Explorer

@\‘—: - |g, https: ficms. ess, usda, gow fedm) j@ 4| ®
J File Edit Wiew Faworites | Tools  Help |Links » | (;DUSIE|C" LIGD +® E] - | @Pnpups okay

ﬂ? qﬂ? @ Miain Merus Delete Browsing History. .. | J @ B ) r,é
Pop-up Blocker 3
Phishing Filter 3
USD Manage Add-ons 4
il c.bscribe to this Feed. gement
Feed Discovery 3

|
windows Lpdate

Windows Messenger
Diagnose Connection Problems. ..
Sun Java Consale

Internet Options

niterprise Content Manaagement

Figure 4. Internet Explorer (Open Internet Options From Tools Menu)

This will open a new Internet Options window.

General Security IPrivacy | content | Comnections | Pragrams | Advanced |

Select a zome ko view or change security settings.

@ « v 3

Internet Laocal inkranet Trusted sites [l
«| | »

Trusted sites )

o . . Sites |

j This zone contains websites that vou
trusk not ko damage your computer or

vaur files,
‘¥ou have websites in this zone,

—Security level for this zone

Custom
Cuskom setkings.
- To change the settings, click Custom lewvel.
- To use the recommended settings, click Default level.

Custom level. . I Defaulk lesvel |

Reset all zones ko default lexvel |

[o]4 | Cancel | Anpli |

Figure 5: Internet Options (Security Tab; Selecting Trusted Sites Zone)

When the Internet Options window is displayed, select the Security tab. Note the different
security zones. Security settings are maintained separately for each zone by Internet Explorer.
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Any custom settings will apply only to the zo
the Trusted sites zone, and changes should b
ECM may not be appropriate for other zones.

Warning: Do not include sites not known to be trustworthy in your trusted sites list.

ne in which they are defined. ECM should run in
e made to that zone. The changes suggested for

General  Security |Privacy | Cankert I Connectionsl Progranns I Aivanced |

I 1. I
Select a zone bo view or change security settings.

‘b < '

3 v

Inkernet Local intranet Trusted sites Fr

4| | 3
Trusted sites o
ites |

: 9 This zone contains websites that you
0 trust not ko damage your compuker ar

yaur files,
You have websites in this zone,

—Security level For this zone

Custom
Zuskom sektings.
- Ta change the settings, click Custom level,
- To use the recommended setkings, click Default lesel.

|2, I —. Custom level, ., I Default level |

Reset all zones ko default level |

(a4 | Cancel | Apply

Figure 6: Internet Options Window (Security Tab: Trusted Sites, Custom Level)

We will be making changes only to the Trust
with Internet Explorer version 7.0. Dependin
updates installed, additional changes in other

First, select the Trusted Sites Zone; second,
This will open the Security Settings window.

ed Sites Zone. Testing indicates this is adequate
g on the version of browser and the security
zones may be required to limit security warnings.

click the Custom level button as shown above.
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Disable Display Mixed Content Warning

If this setting is not enabled, the user frequently is warned that the page to be displayed contains
secure and non-secure portions. In the Security Settings, scroll to Display mixed content, and

ensure the Enable radio button is selected; click OK. Answer Yes on the warning asking “Are
you sure you want to change the security settings for this zone?”

Security Settings - Trusted Sites Zone

x|

— Settings

) Enable
& Prompt

(&) Disable
) Enable
& | Display mixed conkent
) Disable
{*) Enable
O Prompt

(¥} Disable
) Enable

& Drag and drop or copy and paste files
O Disable

& Enable
Y Prannk

1 |

#*Takes effect after wou restart Internet Explarer

& | Allow websites to open windows without address or skatus b

& Don't prompt For client: certificate selection when no certificat

[

5l

—Reset custom setkings

Reset to: IMedium {default) =] Reset... |

Figure 3

Note: In some versions of Internet Explorer, this change may be required for the Internet Zone

in order to limit the security warnings.
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Change Security Settings

Three additional security settings must be enabled on the Security Settings in Internet Explorer
for the Trusted Sites Zone if ECM is to work properly. They are:

Automatic prompting for file downloads
File download
Initialize and script ActiveX controls not marked as safe for scripting.

The correct settings are displayed in the figures below:

—Settings — Settings
O Disable ﬂ {® Enable ;I
O Enable O Prompt
(® Prompt 33 Downloads
|#| Download unsigned Activex contrals 33 Autamatic prompting For file downloads
(2 Disable J O Disable
(O Enable @ Enatle ———
O Prompt &% File download J
|#| Initialize and script ActiveX controls not marked as safe for scr {O Disable
O Disable {® Enable < —_—
@ Enatle  f— &% Font download
O Prompt ) Disable
|| Run ActiveX controls and plug-ins ® Enable
O administrator approved Q) Prompt
O Disable 33 Enable .MET Framework setup
(& Enabls Q) Disable
™% Prarnk hd ) Frahle ~
4] | v 4] | v
*Takes effect after you restart Internet Explorer *Takes effect after vou restart Internet Explarer
—Reset custom setkings ~ Reset cuskom settings
Reset to: IMedium (default) ﬂ Reset... | Reset bo: IMedium (default) ﬂ Reset. .. |
ok I Cancel I QK I Cancel |
Figure 7: Security Settings (Active X) Figure 8: Security Settings: File Download

After these changes are made, save the selections by clicking on the OK button at the bottom of
the window. The user is returned to the Internet Options windows. Save the changes by clicking
on the OK button at the bottom of the window.

Timing Out of the Application

USDA information technology security regulations require web applications (such as ECM) to
close if they are inactive for more than a few minutes. This prevents unauthorized use of the
application through an unattended computer.

When a user times out, the user must log in to the application again to resume work.

If the user’s work session is inactive and times out before changes are saved, those changes are
lost. The message shown below is displayed.
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/% Your session has timed out.
All unsaved data has been lost. Please login to continue.

Click Here to Log In

Figure 9: Time Out Message

Another Message that indicates the user has timed out of the application is shown below.

| | Dacument Type | Dacument Tiktle | Authar D
pdf 0 Test ecm usersixtesn 8
x5 BE Clearance Spreadsheet e userbwenty U
M
E
N
T
x s
w
! \_, Unable to werify document security, Please try again. E
.
K
E
i
W
L/
o
N
o}
T
E
4 | |
Grid Count: 2
Check Qut | Check In No Changesl Doc Security | View in Viewer |
Check In | Open or Save Copy | Doc Templates | Remove Doc |
Add Document | List All Versions | Doc Indexes | Move Doc |

Figure 10: Time Out Message

Messages stating the application is unable to verify security usually indicate that the user has
timed out and the user must log in before continuing.
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Folder Status (Suspended Folders)

Active Status

The status of a folder (acTive, susPENDED, cLOSED, ARCHIVED) is indicated at the top center of the
main application screen. A folder with uncompleted steps on its workflow is active unless it has
been suspended.

Currently Logged In:  Bruce Bundick Return To: Main Menu | Inbox October 15, 2006
Control Number: 5000060 Status: <= Active Security Level: Limited
Folder Owner: Processing Code: |OES3D E

Mission/ Staff: |Ofﬁce ofthe Executive Secretariat (OES] _| Agency: |N0ne _|
Division: |None _| Group: |Main Group/Doris Kitchings _|
Action Organization:

Figure 11: Folder—Active Status

Suspended Status

Sometimes an administrator may wish to temporarily suspend a workflow. The status of a folder
may be set to suspenpeD by clicking the <Suspend Workflow> button.

27 Close Folder 10092006 1071002006 OSECHOESHaneMoneME  OES Director and Staff  Completed 1001302008 R
22 Test WorkAow 10f12/2008  03[/12f2007 OSECOESMoneMane Dois Kitchings Completed  10[18/2008 I;'
24 Prepare Final 10f2002006 0810212007 OSECHOESManeMane Dotz Kitchings Assigred = L
| | 3 ©
Remarks: w
M

(o]

T

Change Workflow | Suspend Workflow | Assignee Details Workflow Status | E

Figure 12: Folder—Suspend Workflow Button

Folder status also may be set to suspenpep by the ECM application if the user’s work session
times out due to inactivity while the workflow editor is in use or if the user closes the application
from the workflow editor without saving the changes.
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A folder with a status of suspenpep is locked for workflow access, and no workflow steps may
be completed. A status of suspenpep is indicated at the top center of the screen.

Currently Logged In:  Bruce Bundick

5000060

Return To: Main Menu | Inbox

Control Number: Status: <= Suspended
Folder Owner: Processing Code: |OES3D
Mission/ Staff: IOfﬁce ofthe Executive Secretariat (OES] _I Agency:

_I Group:

October 20, 2006

Security Level: Limited

|None

Division: |N0ne IMain Group/Doris Kitchings

Action Organization:
Figure 13: Folder—Suspended Status

As an additional visual cue, the workflow panel on the workflow tab is “grayed out” as displayed
in the example below. To change the status of a folder from Suspenpep to AcTive so that work
can be resumed, the user must click the Resume WorkrLow button as shown below.

Save |

# Task Received | Due Date A | Crganization Assignee Skatus Completed ;I 8
2.2 Review 027172005 027222005 QSECIOES Mane/Mane Bruce Bundick. Corpleted 0371172005 C
2.3 subflow Return 03/11/2005 Ozjzz/2009 CISECOES Mone Mone Doris Kitchings Completed 0371172005 U
3 Review 03/11/2005 03/14/2005  OSEC/OES/MNonefNone/M&E  OSEC Completed  04/04/2005 "é’
3.1  Preparation 040412005 04f05/2005 QSEC/OES MNone/Mone/MG  Priority Group 3 Completed 04042005 N
3.2 Fix Assignee Mokt Found  04/04/2005 O405/2005 CISECOES Mone Mone Doris Kitchings Completed 05032005 g
3.3  Review Draft 05/03/2005 05042005 QSECIRDIRHSISFH Edward Koenen Completed 05032005

3.4  Close Folder 05/03{2005 05042005 * CInESManalblanalile WFCHgency Completed  05/19/2005 w
3.5  Subflow Return 05/19/2005 03414/2009 Note: ward Koenen Completed  05/19/2005 o)
4  Prepars Final 05192005 05)/23/2005 Suspended Folder rrespondence Ma... Completed 05/19/2005 ﬁ
5 Final Response 05/19/2005 05/20/2005 Workflow Panel EC Completed  D6{11/2005 F
&  Close Folder 06/11/2005 06/13/2005 Gra‘;‘:‘i Out in Graup Completed  08/13/2005 — [
7 Final Response 06/13/2005 06142005 Not Available in Group Completed  06)13/2005 'R"
8 Close Folder 061312005 06132005 Ima Bradley Completed  06)13/2005

9 Reopen Folder 06/13/2005 06132005 QSEC/OES MNone/MNone Daris Kitchings Completed  06)13/2005 N
10 Final Response 06/13/2005 06142005 OSEC/OES None/MNone Daris Kitchings Completed  06)14/2005 0
11 Preparation 06/14/2005 0&/15/2005 CISECOES Mone Mone Doris Kitchings Completed  07f06/2005 E
11 Review Draft 06142005 0&/15/2005 QSEC/OES None/None Daris Kitchings Completed  07(0&/2005 S
a - -r e - e P P L 1 " .- _———— - o 1 L hi

4 | >

Remarks:
Change Workflow | Resume Workflow | Assignee Details | Workflow Status |

~

Complete Task | Print Cover Sheetl Security | Refresh |
Put Back Task | Print Folder Admin | Save and Close | Close
" Quick Print

Figure 14: Resume Suspended Workflow
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Active, but “Stuck” Folders

For a folder to be visible in a user’s inbox, it must have the status AssiGNED, STARTED, OF PuT
Back. Once an assigned folder task has been completed, the folder is no longer visible in the
inbox.

At times, a system error can leave the current task with a status of Not StarTeD even though all
previous non-information tasks have been compLeTED. In such a circumstance, a folder is active,
but it does not appear in any user’s inbox. A folder owner or administrator can launch the task
which will make the next step in the workflow assienep and therefore visible in the user’s inbox.

20 Test workfow OF0EjZ006 11292006 OSECOES Mone MHone Droriz Kitchings Completed  10J07 2008
21 Migration test 1007 iz00e  12/2002008 OSECOESMoneMane Drois Kitchings Completed  10/03)2008

100092006 101052006 QSECIOESMoneMoneME  OES ot and Staff  Completed  10713/2006

. 03122007 OSECOESMone/Mana Dotz Kitchings Complated 107182008
Click 1228 2007 OSECHOESManeMane Crorig kivTngs Mot Started
“Launch Workflow" | Ao
Button to /--
Rerl  Resume Workflow Completed
Task Not Started
Task

Change Workflow | Launch Workflow | Assignee kflow Status |

Figure 15: Launching Not Started Tasks

Back Button

The Internet sack button has been disabled in ECM application. DO NOT use the sack button if
it is available. The Back button may appear as an icon, a text button, or a icon with text
depending upon the configuration of Internet Explorer and its version.

,I"j United States Department of Agriculture - Home - Windows Internet Explorer

@\‘—‘/ - |g hikkp: e, usda, gov wpsfportalfusdabome

J File jgw  Fawvorites  Tools  Help JLinks £ |ECMMProd @& OES @& ECMMPreprod @& USDA Web

{:? '-‘3? @ IUnited States Department of Agriculture - Home

USDA |
s Ynited States Department of Agriculture

Figure 16: Internet Explorer Version 7.0 Back Button
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&7 United States Department of Agriculture - Home - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools  Help

; - *\ -": .__nn'_ . v . 1
G Back. ?, \ﬂ \El] | Search 7. Favorites @f T ﬂ ii .4“

Address | @& HEEEm

v usda. gov fwpsiportalfusdabome

SDA

s United States Department of Agriculture

Figure 17: Internet Explorer Version 6.0 Back Button

Navigation within ECM is described in another section of this guide.

Microsoft Office Integration

Two specialized applications are available for use on client computers that facilitate the use of
Microsoft Word and Microsoft Outlook with the ECM application.

Microsoft Word Integration

The ECM application allows users to check out, edit, and check in documents directly from
Microsoft Word. The ECM application also allows the user to save personal draft copies to the
ECM repository without publishing them to the folder. Users do not need to navigate the
Windows file system to locate documents to check in to ECM.

Downloading the Word Add-in

The Microsoft Word Add-in can be downloaded by clicking on System Requirements/Download
link on the ECM Main Menu as seen below.
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USD‘A United Stales Department of Agncullure
s Enterprise Content Management

i Newsroom | Help i Contact Us

[T, Welcome to USDA

Enterprise Content Management
Advancad Search

o Search Tips Enterprise Content Management (ECM) allows USDA to manage business documents,

including correspondence, effectively.
My USDA

o Login Currently Logged In: Bruce Bundick

o Customize | New User

Browse by Subject > Inbox

ﬁ Find Folders and Documents

Personal Profile

Workflow List Maintenance
b User Guide
<3 Monitor Workflows

F__USDA Employee Services
(/D_Sysiam Requirements/ ) ﬁ)
M

View Checkout Documents

Create Folder Logon As Proxy

oad P <" Address Book

b Logoff - Logoff

Module Specific Functions

bbby

Administration

k FOIA | Accessibility Statement | Privacy Policy| Mon-Discrimination Statement | Infoermation Quality | FirstGov | White House
Version 2.007

Figure 18: ECM Main Menu - System Requirements/Download

When the menu below is displayed, click on “Instructions for software download for ECM
Microsoft word Add-In" and follow the instructions.
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' =il s Requi /Download
e ystem Requirements/Downloads
° Search Tips Microsoft Word Add-in Download
My USDA With th_e implementation of USDA Enterprise Content Management (ECM),
the ability to save document drafts and check in documents directly from
2 Login Microsoft Word has been incorporated into the document management
© Customize | New User system. While editing a document in Microsoft Word, you may save a
B by Subject personal draft in the repository or check the document in to the folder using
TowEe DYoL bjes menu options available in Microsoft Word.

E o User Guid . .
ser Suige In order to use the ECM Microsoft Word feature, you will need to download

b FAQs software. Refer to the following download instructions to set up your ECM

Microsoft Word Add-in.
b Wersion History

I Processing Codes e Instructions for software download for ECM Microsoft Word Add-in

System Requirameants/

Downloads E-Mail Document Download

With the implementation of the USDA Enterprise Content Management
Module {ECMM), the ability to add E-mail messages has been incorporated
into the document management system. To add an E-Mail message, you
enter the index values on the Add Document Screen and then click <Add E-
Mail=. The application then displays your E-Mail mailbox and you can select
an E-Mail message to be stored in your ECMM E-Mail folder. In the future,
the system will be enhanced to provide the ability to select and store E-mail
messages in bulk.

In order to use the ECMM E-Mail feature, you will need to download
software. Refer to the following download instructions to set up your ECMM
E-mail.

+ Instructions for software download for ECMM E-Mail

Java Runtime Environment Download

With the implementation of USDA Enterprise Content Management (ECM),
the ability to Spell Check Text and View Documents On-line has been
incorporated into the document management system. This functionality
requires the installation of a Java Runtime Environment (JRE). Although this
installation should happen automatically, the following file may be used to
install the JRE manually.

+« Java Runtime Environment 1.4

Figure 19: Instructions for software download for ECM Microsoft word add-in

Once the MS Word integration application add-in is installed on a user’s workstation, this
functionality is available for all modules within the ECM framework.

Microsoft Outlook and Java Downloads

Follow the appropriate links to download the Microsoft Outlook integration application add-in or
the Java Runtime Environment as required.
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Hints and Suggestions

Proxy Not Working

If a user reports that he or she can no longer see an expected user in the “Logon as Proxy” drop-
down list, or if the list is empty, it is likely that the assigned proxy rights have expired or been
withdrawn. Proxy rights can be authorized only by the granting user. They cannot be granted by
an administrator.

Printing Tips

If a user reports that he or she cannot print a folder, check their default printing setting in their
personal profile to determine where the link to the completed print job link has been sent. The
user may send the link to a browser window, to his or her ECM inbox, or to the electronic mail
account identified on the user’s account. Next, check the default printer settings on the local
computer to ensure that the expected printer is the one receiving the job. If no local problem is
identified, escalate the call so that ECM system administrators can check the print server.

Workflow Tip (User Unable to Complete Task)

If a user reports that he or she cannot complete a task on a folder, this person is probably not the
currently assigned user. First, check to make sure the task is currently assigned to them or to a
group of which they are a member. Users often open a folder through a query screen. They may
have view access to the folder and be able to open it, but in that case the “Complete Task” button
is not available. If the task is currently assigned to a group of which the user is a member, check
to ensure the task has not been “Started” on another member of the group.
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2. Navigating ECM

Application Logon

To use ECM, the user enters the appropriate URL, http://cms.ess.usda.gov/edm, for the
production Enterprise Content Management system. As is the case with many USDA corporate
applications, the user’s log in request is redirected to the eAuthentication application to log in.
The e-Authentication logon screen is shown below. If the log in is successful, the user is
returned to the ECM application Main Menu.

2 USDA Web Services Log-In - Microsoft Internet Explorer . Ol x|
J File Edit Yiew Favorites Tools Help ﬁ
J &Back ~ = - G 7ot | Qhsearch (FHFavortes Media o4 | By 55 5 -

J Address I@ https:,l',l'pws.dev.sc.ego\-’.usda.go\-',l'siteminderagent,l'dmsforms,l'login_main.Fcc?TYPE=33554433&REALMOID=Dﬁ-da?SeaﬁZ-D‘ldd-‘lSSS—QD13-8bﬂ PGD
|

Google - | || Bpsearchweb - | EH1109 blocked iRl | 2

USDA United States Departmant of Agriculture
_““’-‘-""'“ USDA eAuthentication

—— s Yk

Home : About eAuthentication | Help " ContactUs ; Service Centers | i Service Centers

| Quick Links
- What is an account?

¢ Create an account

eAuthentication Login

User ID: T1Want To...
b Update your account

Password:
Employee Links © change My Password

. Reset My F the:
b Local Registration o pa:wo :1 orgotten
Authority Login

efuthentication Horme | USDA gov | Accessibility Statement | Privacy Policy | Mon-Discrimination Staternent

[&] Dore ’_ ’_ E |4 Tternst

R

Figure 20: eAuthentication Log In Screen

Password changes or changes to other user account information are managed through the
e-Authentication application, not through the ECM application.
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Application Access

Unauthorized Access

Users must have a valid eAuthentication account and be an active authorized user of the ECM
application. To access the Enterprise Content Management application, the user must have an
active account created by an ECM Security Officer, Application Administrator, Module
Administrator, or Agency Group Administrator. If a user attempts to access the application but
does not have an established ECM account, the Unauthorized Access message shown below is
displayed.

2 USDA Document Management and Workflow Application - Microsoft Internet Explorer =18l x|
‘ J File Edit Wiew Fawvorites Tools Help ﬁ
U] ¢Back -~ = - @ ot | @search GFavortes imedia 4 | By S A -
‘ J Address I@ http:f ftestdms. sc.egov.usda.govedmfloginaction. do j ﬁGo
i J GOE?SI(:‘ - I j| %Search Web - || QSite popups allowed "EF\utoFill | y ]
| B

UNITED STATES DEPARTMENT OF

e AGRICULTURE

—
sl

/N You are not authorized to access the USDA Document Management and Workflow Application.

Please contact a Document Management Administrator to have a User Account set up.

|&] pone [T [ [ mkernet

Figure 21: Unauthorized Access Message

N
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Authorized Access/Main Menu

After successfully logging on through eAuthentication, the Enterprise Content Management
application main menu is displayed as shown below.

LUSDA  Untes States Deparimant of Agrouturs
s Enterprise Content Management ﬁ"">>

Welcome to USDA
Enterprise Content Management
= Advanced Search
o Soasch Tigs Enterprise Content Management (ECH) allows USDA to manage business documents,
including correspondence, effectively.
© Login Currently Logged In: Bruce Bundick H
o Customize | Mow User
<3 Inbox < Personal Profile
Browse by Subject
<% Find Folders and Documents <3 Workflow List Maintenance
F User Guida
<% Monitor Workflows <% View Checkout Documents
¥ USDA Employes Services
ﬁ*" Create Folder _ﬁ? Logon As p’ll:])t:"
System Reguiramanis’
¥ Dowrlcad < Address Book <3 Module Specific Functions
b Logo :}P Logoff :fa” Administration
.,

FOIA | Accessibility Statement | Privacy Policy| Non-Discrimination Statement |
k Information Quality | FirstGov | White House
_h Version 2.007

Figure 22: Enterprise Content Management Main Menu

Note that the main menu page displays the identity of the current user and the current version of
the ECM application. Depending upon the individual’s privileges and role in ECM, all of the
menu options may not be displayed and available.

The links on the main menu allow an authorized user to access his or her ECM inbox, query for

folders or documents, create a new folder, or perform various administrative functions.

Logon As Proxy

A properly designated user may perform work on the system on behalf of another user. To
exercise a proxy, the assigned user must have previously designated the user as someone
authorized to perform work on his or her behalf. Granting proxy rights to other users is one of
many options in the Personal Profile section of the ECM application.
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To log on as a proxy for another person, the user clicks the Logon as Proxy selection on the Main
Menu shown highlighted below.

USDA  unted States Dopartment of Agrcaturs ‘H>)_ b
s Enterprise Content Management .
S

Welcome to USDA

Enterprise Content Management

@ Advarcad Search

Soach Enterprise Content M a t (ECH) all USDA to ge busi doc s,
“ .2 including correspondence, effectively.

2 Login Currently Logged In: Bruce Bundick
@ Custosmize | Now User
2 Inbox <3 Personal Profile
Browse by Subject
<3 Find Folders and Documents < Workflow List Maintenance
F User Guida
<" Monitor Workflows <% View Checkout Documents
F USDA Employss Servicas
I3 Create Folder C{} Logon As Proxy _)
Sywlam Reguaamnia’
¥ Doamioad <8 Address Book <29 Module Specific Functions
+ Logol b Logoff 3 Administration
e

FOIA | Accessibility Statement | Privacy Policy| Non-Discrimination Statement |
h. Information Quality | FirstGov | White House
Version 2.007

Figure 23: Logon As Proxy Menu Item

Logon as Proxy

Logon as Proxy for

[Doris Kitchings

Figure 24: Review Available Proxies

The “Logon as Proxy for” field has a drop-down list that displays all ECM users who have
authorized this user to act as their proxy. Use the drop-down menu to display the available users
and select the appropriate user.
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Logon as Proxy

Lagon as Proxy for: IBEﬂY Jenkins j

OK | Cancel |

S~

Figure 25: Logon as Proxy
Click the oK button to log in as a proxy for the named user.

When logged on as a proxy for another user (in this case Betty Jenkins) the active user (Bruce
Bundick) will see Betty Jenkins’ inbox and workflow assignments. While acting as a proxy, the
active user temporarily inherits and exercises Betty Jenkins’ privileges and responsibilities,
except that proxy rights do not include administrative privileges. The active user does not see a
“combined” inbox (Betty Jenkins and Bruce Bundick)—just the inbox of the proxied user
(Jenkins).

Note that in the figure below the current user is identified as “Bruce Bundick as proxy for Betty
Jenkins.” To stop acting as a proxy for Betty Jenkins, the user Bruce Bundick selects the Logoff
as Proxy item on the Main Menu.

ST, Welcome to USDA

Enterprise Content Management
MAdvanced Search

Search Tips Enterprise Content Management (ECM) allows USDA to manage business documents,
including correspondence, effectively.
Login Grrentl',r Logged In: Bruce Bundick as proxy for Betty ]enki@
o Cuslomize | New User
Browse by Subject <> Inbox
<% Find Folders and Documents < Workflow List Maintenance
b User Guide
<3 Monitor Workflows <3 View Checkout Documents
F USDA Employee Services
<3 (Create Folder < 2 |Logoff As Prox
B System Requirements/ @ S y)
oad <3 Address Book
b Logaft > Logoff

Figure 26: Logoff As Proxy
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The “Logon as Proxy” screen is again displayed. The user selects the “No Proxy” item from the
drop-down list and clicks the OK button. The user is returned to his or her own login identity
with access to his or her own inbox, folders, and privileges.

Logon as Proxy

Logon as Proxy for: | Daris Kitchings =
Daris Kitchings |

Figure 27: Logoff as Proxy

Note: The proxy function is handled by the ECM application, not the e-Authentication system.

Application Logoff

To close the application, the user clicks the Logoff option on the main menu as seen below.

[, Welcome to USDA
Enterprise Content Management
o Advanced Search
o Search Tips Enterprise Content Management (ECM) allows USDA to manage business documents,
including correspondence, effectively.
My USDA
o Lagin Currently Logged In: Bruce Bundick
o Customize | New User ‘
Browse by Subject <3 Inbox <3 Personal Profile
<3 Find Folders and Documents <3 Workflow List Maintenance
F User Guide
<% Monitor Workflows <% View Checkout Documents
F USDA Employee Services
<3 Create Folder = 2> Logon As Prox
b System Requirements! ﬁ - .
oad <3 Address Book <3 Module Specific Functions
b Logoff 5 Logoff e <> Administration

Figure 28: Logoff From the Main Menu

The confirmation screen in the figure below is displayed.
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USDA UNITED STATES DEPARTMENT OF

= AGRICULTURE

You are now logged out of the USDA Document Management and Workflow Application.

Click Here to Log In

Figure 29: Logoff Confirmation Screen

The screen includes a link that allows the user to return to the Logon screen for the application.

Navigating Though the Application

Return To: Main Menu | Inbox
Close

Save And Close

Cancel

Update And Return

Main Menu

Sub-Menus
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Return To: Main Menu | Inbox

Navigation is easy within ECM. From the top of most screens, the user can go directly to the
MAIN MENU or the INBOX by clicking on the desired location next to “Return To:” at the
center of the page, as shown below.

Currently Logged In:  Bruce Bundick —* Return To: Main Menu | Inbox October 15, 2006 .
Control Number: 5000060 Status: Active Security Level: Limited
Folder Owner: Processing Code: |OES3D E

Figure 30: Return to: Main Menu | Inbox

If a user makes changes to a folder or task and attempts to return to the Main Menu or Inbox
before saving changes, the warning message shown below will be displayed. The user can click
OK to discard the changes and continue to exit, or click CanceL to return on the current
task/folder with the opportunity to save the changes.

Currently Logged In:  ecm usertwenty Return To: Main Menu | Inbox August 28, 2006
Control Number: 4512 Status: Active Security Level: Limited
Folder Owner: Processing Code: |
Mission/Staff: |Offi|:e of the Executive Secretariat Agency: |None
Division: |Nune Group: |Main Group
Action Organization:
Mission/Staff: |Oﬁice of the Executive Secretariat Agency: |N0ne
Division: INone Group: IMain Group
Correspondent; I—Dl j Date on Letter: |
Addressee: [ af | Received Date:  [08/25/2005
Referrer: I_Dl j Referrer Due Date: I
Subject: Im Microsoft Internet Explorer x| ﬁ
P | This selection will discard any changes made ko the Folder since the lask save,
\-‘:rj Do you wank to continue?
Due Date Type: ’T‘ Cancel | whet Yhen
' Floating is Complete
 Fixed | ‘ " Return Required - Disable Selection ‘ |
# | Task | Received | Due Dake | & | Jrganization | Assignes | Status | Comnpleted | Qrganizi

Figure 31: Folder Navigation — Return to: Main Menu | Inbox — Save Changes Warning
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Close

On ECM screens such as the “Workflow Inbox” below, the user may leave the screen simply by
clicking the CLosEe button. This action will return the user to the previous screen.

Currenthy Logged In:  ecmn usertwenty Return To: Main Menu | Inbox August 28, 2006
Workflow Inbox
Module: |AII todules j Tasks: |Any j
Assignee: IF'ersonaI and Group Tasks j Status: IAny j
Task Description: |AII Tasks j Special: |Any j
I Sort By: IDue Date 'l ¥ Ascending
Display Count: |2D ﬂl
10 | Prioc Codel ! | Application Cakegory | Task | Received | Due Date | OfL~
1 4269 Correspondence Man. .. Research Issues 02f27/2006  O3/06/2006 +...
z 4332 Correspondence Man. .. Set Up Falder 05172006 0S/18/2006 +7:2
3 4335 DOESOE Correspondence Man. .. Set Up Folder 05/17/2006 0S/18/2006 +7:2
4 4336 Correspondence Man.., Set Up Folder 05/17/2006  0S/18/2006 +72
5 4337 Correspondence Man. .. Set Up Falder 05/17/2006  05/18/2006 +7%
=] 4345 Correspondence Man. .. Task 1 05/23(2006  0S/24/2006 +6&
7 4342 kstprl Correspondence Man. .. 04-05-2006 05/23(2006  0&/01/2006 +62
g 4366 QES99 Correspondence Man.., Set Up Folder 05/03/2006  05/04/2006 +1€
] 4367 DES44 Correspondence Man. .. Set Up Falder 03/03/2006  0F/04/2006 +1€ =
4 3
Showing 1 - 17 of 17
Folder Owner: Mission/Staff:
Folder Owner Phone: Agency:
Folder Owner E-Mail: Division:
Subject: Group:
Executive Heview Select Task Print Tasks Brint Folder Workflow Status Assignee Details | Close |
"' Quick Print I

Figure 32: Workflow Inbox - Close

When the user selects a task to work on, or opens a folder, the user is often making changes to
information in the folder. Since those changes are not transmitted to the application servers until
the page is saved, closing a folder can cause information to be lost.

If the user makes changes and then attempts to ‘Close’ a folder without saving the changes, the
message shown below is displayed. The user can click OK and close the folder without saving
the changes, or click CanceL, which terminates the close folder action and permits the user to
save changes before closing.
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e
I I Document: Type Documnent Tikle I Author Last Modified

Microsoft Internet Explorer x|
.:i:) Are you sure you wank to close without saving your changes?
CK I Cancel |

) ===

Grid Count: 0

Figure 5: ECM Folder—Attempting to Close Without Saving Changes
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Save and Close

When a folder or task has been opened, the folder can be cLosep if there were no changes made
or if those changes should be abandoned. The folder can be savep if changes have been made
and the user intends to continue to work on the folder. If work on the folder is complete, the user
can save changes and exit the folder with a single action, clicking the Save anp CLose button.
After the changes are saved, the user will be returned to the screen from which the folder or task
was originally opened—usually the Inbox or the Find Folders and Documents query screen.

B L L LT TR 3 ey

— Savel

. Jrm e m e 3 =g e

L
o
_

Print Hotes | Add Hote |

Complete Task | Print Cover Sheet | Security | Refresh |

Put Back Task | Print Folder | Admin | Save and Close | Close |

" Quick Print T T

Figure 33: Workflow Inbox—Save and Close

Cancel

In ECM, CanceL stops the current action and returns the user to the previous task. In the
examples above, CanceL was used to stop an action, such as leaving a folder and returning to the
Main Menu. In that case, the user was returned to the previous action. The CanceL option
shown below stops the query and returns the user to the Main Menu or other parent screen.
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August 28, 2006

Task Description: |AII Tasks

|
Due Date From: I Tu:l Assignee:

Control Number: |

|Any

Actual User:
j Sort By:

Special:

Monitor Workflows
Module: |Currespundence Management j My Role: |FDIder Cwner j
Folder Owner: Select |Ac1ion Organization: Select |
Parent | IMissionyStaff | A0ency Parent | Mission,Skaff | AQency
Tasks: |AIITasks j Contact: I

j Contact Role: |Any Fole
Task Status:

|Assigned£8tarted,."Put Back
Select
Select

LLqu

IDue Date "I ¥ Ascending

Search | Clearl

o] | Proc Codel ! | Task. | Date Received | Dug Date |

o |

organizakion |

Assignes | Organizakiol

Open Folder, Print Tasks Workflow Status

Showing 0 -0 of 0

Assignee Details Cancel

slp—

Figure 34: Cancel

Update and Return

The Workflow Editor is accessed by clicking CHance WorkFLow button on the Workflow Tab on
a folder. After changes have been made to the workflow, the two options are CanceL and UppATE

AND RETURN as shown below.

canceL discards the changes made in the workflow editor and returns the user to the Workflow
Tab of the folder. UppaTeE AND RETURN Saves the changes made in the workflow editor and returns

the user to the Workflow Tab of the folder.
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Due Date Type: Subflow Return to Assignee? [T Matify Owner When
' Floating  Allow Subflow Creator to Select Workflow is Complete
" Fixed " Return Required - Disable Selection
# | Task | Received | Due Date | Al Organization | Assignes | Status | Campleted | Organiz:
1 Analyze Incoming 081292006 OSECIOES/Mone. .. DOJ Analysts Mot Started
z Signature 0971172006 QOSECHOESMone, .. DOJ Components 1 Mok Started
3 Signature Yerification 09/12/2006 OSECHOESMone. .. DOJ Attorney General Mok Started
4 Close Folder 09/13/2006 QOSECSOES/Mone. .. DOJExecSec Mot Started
1| | i
Remarks:
Workflow List Task
Insert from Library | Add | Mowve Up | Copy | Update & Return | —
Save to Library | Insert | Move Down | Edit Details | Cancel | A
Remove | Remove All | Make Parallel |

Figure 35: Workflow Editor-Update & Return and Cancel

Main Menu

= The initial ECM screen is the Main Menu, which provides personalized access to
ECM and its features. Links around the margin of the page provide access to
application information (such as “About ECM,” “Newsroom,” and “Help” as well
as links to external resources such as USDA’s Web Search and your “My USDA”
account. The “Browse by Subject” links provide access to technical information
for ECM users.

= Your current logon name will always be displayed on the Welcome Screen and all
other ECM screens.

= The version number, displayed at the lower right corner of the page, is updated
every time there is a change to the ECM application.

Your screen should look similar to the image below:
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@ Advarcad Search
o Soasch Ties

MyUSDA_
© Login

© Customize | Now User
 User Guide

+ USDA Employes Servicas
i

» Logott

e

USDA  unted States Dopartment of Agrcaturs
s Enterprise Content Management

[ Home [N

b

| Mewsroom | Help | ContactUs

Welcome to USDA

Enterprise Content Management

Including corraspondence. elfectively, o o0 10 manage business documents,
Currently Logged In: Bruce Bundick -‘_

2 Inbox <3 Personal Profile

<3 Find Folders and Documents < Workflow List Maintenance

<" Monitor Workflows <% View Checkout Documents

I3 Create Folder L Logon As Proxy

<3 Nddress Book <73 Module Specific Functions

L Logoff 23 Administration

Figure 36: ECM Main Menu

Sub-Menus

FOIA | Accessibility Statement | Privacy Policy| Non-Discrimination Statement |
h. Information Quality | FirstGov | White House

—— Version 2.007

For users with the appropriate authorizations, the Main Menu displays two options, “Module
Specific Functions” and “Administration” that take the user to separate sub-menus. The

“Module Specific Functions” sub-menu is displayed below.

A user choosing the “Close” option from either of these menus is returned to the Main Menu.
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b

USD Unitad States Department of Agricultura
ﬁ Enterprise Correspondence Management

G2 About ECM | Help | Contact Us

[ search

2 Advanced Search

USDA's Enterprise Content Management Administration Menu

o Search Tips The following menu lists the administration options available.

@ Login

Currently Logged In: ecm usertwenty

o Customiza | New User

T Content Analysis

<5 Data Entry <3 Content Analysis Summary
b User Guide
# |ssue Maintenance > Email Import Configuration
b USDA Employee Services ﬁ) Q) ; .
System Requirements/ > Issue History
" Download
b Logoff oo [\ R —

Figure 37: Module Specific Functions Sub-Menu of the Main Menu

Administrator Sub-Menu

To access the Administrator Sub-Menu, select the Administration link on the Main Menu.

Welcome to USDA

Enterprise Content Management
o Mdvarced Search

© Sossch Tipn Enterprise Content M t (ECH) all USDA to busi doc s,

including correspondence, effectively.

2 Login Currently Logged In: Bruce Bundick

© Customize | Now User

< Inbox <% Personal Profile
Browse by Subject
¥ Find Folders and Documents 8 Workflow List Maintenance
F User Guide
<% Monitor Werkflows < Wiew Checkout Documents
b USDA Employess Servicas
L3 Create Folder 238 Logon As Proxy
Sywlam Reguaramnis’
' Doanioad <“¥ Address Book < Module Specific Functions
o
-,

Figure 38: Administration Link on ECM Main Menu
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If you are designated as an administrator, the Administration link will appear in the lower right
corner of your main menu. When you click on Administration, you will be presented with the
Administration Menu. Only the items that you are authorized to manage are displayed.

The Sub-Menu is dynamic, and only those items for which a particular user has authorized
access will appear on the page. The following Administration Menu is that of a user with
Module Administrator privileges. Note that the two items restricted to Application
Administrator, <Add/Change U.S. Holidays> and <Add/Change Mission/Staff, Agency,
Division> are not displayed.

USDA Unitad States Cepartmant of Agncullure
Za Enterprise Content Management

RSEES2KC AT

[ searcn

57 About ECM | Help | ContactUs

USDA’s Enterprise Content Management Administration Menu
@ Advanced Search
o Search Tips The following menu lists the administration options available.
My USDA Currently Logged In: Bruce Bundick
@ Login
o Custemize | New User
> Subjects » Document Types
Browse by Subject
P Task Descriptions <> ddress Book Location Descriptions
F User Guide
> Folder Set Up Groups » Category
I USDA Employee Services
S T TR ¥ vip Types > Special Instructions
¥ Download
> Salutation Target Content » USDA Spell Check Dictionary
b Logeff
P Users > Groups/Positions
> Processing Codes > Default Workflows
P Doc Templates P Content Analysis Task Access
P Module Folder Security Settings > Agency Folder Security Settings
= Group Folder Security Settings » Close

FOIA | Accessibility Statement | Privacy Policy| Non-Discrimination Statement |
k Information Quality | FirstGov | White House

Figure 39: ECM Administration Menu (With Module Administrator Privileges)
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Administration Menu Sub-Menu Items

The following table briefly describes the various Sub-Menu items on the ECM administration
menu. Each description identifies the administrators with access to the function described.

Link

Add/Change U.S. Holidays

Add/Change Mission/Staff,
Agency, Division

Subjects

Document Types

Description

An administrative console for defining official Federal holidays
within the application. The holidays are excluded from
business days when task due dates are calculated. Application
Administrators only.

An administrative console for defining the three upper levels of
the USDA business hierarchy: Mission Areas/Staff Offices,
Agencies, and Divisions. Shared across application.
Application Administrators only.

A list of subjects that can be added to the folder. There is a
default list for each module. Groups can own their own lists
which can include some or all items from the module master
list. Groups use the values of the first parent group with its own
list. If no parent group has its own list, the group uses the
default module list. (LOV item.) All Administrators (Agency
Group Administrators and Group Administrators if they have
administrative privileges for the target group or for a parent of
that group.)

A list of document types that can be added to the folder. There
is a default list for each module. Groups can own their own
lists, which can include some or all items from the module
master list. Groups use the values of the first parent group with
its own list. If no parent group has its own list, the group uses
the default module list. (LOV item.) All Administrators
(Agency Group Administrators and Group Administrators if
they have administrative privileges for the target group or for a
parent of that group.)
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Special Instructions

Salutation Target Content
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A list of standard workflow tasks that can be added to the
workflow in a folder. There is a default list for each module.
Groups can own their own lists which can include some or all
items from the module master list. Groups use the values of the
first parent group with its own list. If no parent group has its
own list, the group uses the default module list. (LOV item.)
All Administrators (Agency Group Administrators and Group
Administrators if they have administrative privileges for the
target group or for a parent of that group.)

An administrative console that is used to define address book
locations by module. Currently there are two: Home Address
and Work Address. Application and Module Administrators
only.

An administrative console used to define folder Set Up Groups,
the groups to which the Kofax scanning and pre-processing
application sends folders for initial action. Shared across the
application. Application and Module Administrators only.

An administrative console to manage categories, a special data
element of the General Use Module used to describe types of
folders. Inthe General Use Module, certain features (such as
default workflow) can be linked to this data element. The
categories are shared across the module. Application and
Module Administrators only.

A correspondence module data element describing categories of
“very important persons” (VIP). The list is shared across the
module. Application and Module Administrators only.

A correspondence module data element describing special
instructions. The list is shared across the module. Application
and Module Administrators only.

An administrative console to define key words used by
application to locate the salutation in correspondence from
within OCR text. This feature is used in ECMM Kofax pre-
processing to prepare an automated synopsis. Shared across the
application. Application and Module Administrators only.
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Dictionary

Users

Groups/Positions

Processing Codes

Default Workflow

Doc Templates

Content Analysis Task
Access
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An administrative console that is used to maintain the
application spell check dictionary. Shared across the
application. Application and Module Administrators only.

An administrative console used to enroll users in the
application, make them active or inactive, place them in groups,
and grant various privileges. All Administrators and Security
Officer. Each level of Administrator has different privileges.

An administrative console used to create and manage groups
and positions, and to add users to groups. All Administrators
and Security Officer. Each level of Administrator has different
privileges.

An administrative console for creating and managing
processing codes for Mission Areas/Offices, Agencies,
Divisions, or groups that can be tied to default workflows. All
Administrators (Agency Group Administrators and Group
Administrators if they have administrative privileges for the
target group or for a parent of that group.)

The default workflow link allows administrators to tie default
workflows to processing codes for a Mission Area, Office,
Agency, Division, or group. All Administrators (Agency Group
Administrators and Group Administrators if they have
administrative privileges for the target group or for a parent of
that group.)

An administrative console that allows administrators to manage
(add, delete, edit) document templates in the template libraries.
All Administrators (Agency Group Administrators and Group
Administrators if they have administrative privileges for the
target group or for a parent of that group.)

An administrative console to grant users permission to access
tasks within the Content Analysis module. Application and
Module Administrators only.
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Settings

Close
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An administrative console for defining the available range of
module security settings and the default settings within that
range. Application and Module Administrators only.

An administrative console for defining the available range of
agency security settings and the default settings within that
range. Module Administrators and Agency Group
Administrators and Group Administrators (if they have
administrative privileges for the target group or for a parent of
that group.)

An administrative console for defining the available range of
group security settings and the default settings within that
range. Module Administrators and Agency Group
Administrators and Group Administrators (if they have
administrative privileges for the target group or for a parent of
that group.)

Returns the user to the parent menu, in this case the Main
Menu.

Table 1: Administrator Sub-Menu ltems
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3. Managing Groups and Users
Selecting Groups and Users: An Overview

USDA Organizational Hierarchy

The U.S. Department of Agriculture has a hierarchical organizational structure. The top four
levels of the USDA hierarchy are represented in the ECM application. It is left to each
organization to design and implement the group structure other than these four administrative
levels.

Secretary

eputy Secreta

Chief of Staff

Assistant

Staff Officer Under Secretany Linder Secretary Secretary

Agency Agency Adency Agency
Administratar Administratar Administrator Administrator

Blue: Mission/Staff L 1

Rose: Agency Deputy Deputy

Administrator Administrator

Figure 40: USDA Organization Hierarchy

OSEC Level: At USDA and in ECM, the top organizational level is the Office of the Secretary
of Agriculture (OSEC). The Secretary of Agriculture, the Deputy Secretary of Agriculture, the
Chief of Staff, the Deputy Chiefs of Staff, and various other senior officials are part of OSEC.

Mission/Staff Level: The next organizational level is known in ECM as the Mission/Staff level.
At USDA this level is often called the “subcabinet” level. This level includes: the Under
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Secretaries, who are responsible for a “mission area” or group of related agencies (examples:
Under Secretary for Rural Development; Under Secretary for Food Safety); Assistant Secretaries
who are responsible for an administrative office (examples: Assistant Secretary for
Congressional Relations; Assistant Secretary for Administration); and Staff Officers who are
responsible for a management of a Staff Office (examples: General Counsel; Chief Information
Officer). An organization chart displaying the “subcabinet” level is available on USDA’s
website. Follow the links to “About USDA” and “USDA Organization Chart.” (The box labeled
Executive Services includes the Office of Budget and Program Analysis, the Office of the Chief
Economist, and the Office of the Executive Secretariat.)

Agency Level: The third organizational level is known in ECM as the Agency level. Agencies
are managed by an Administrator (or Chief). Examples include the Forest Service, the Food
Safety Inspection Service, and the Rural Housing Service. Offices within the Assistant
Secretariats are at this level. Examples include the Office of Civil Rights and the Office of
Operations.

Division Level: The fourth organizational level is known in ECM as the Division level. This
level, and its title, differs widely within USDA based on the organization of a particular agency.
In some agencies, this organizational level is the Deputy Administrator level.

Groups and Positions

Users in ECM are assigned to Groups. Users may belong to many groups. One group is
designated as the user’s Default Group.

When a task is assigned to a ECM Group, it is, in effect, assigned to every member of that group
and initially appears in the Inbox of each member of the group. The task status is set to
Assigned. Once a member selects the task for action, it is removed from the inboxes of the
remaining members of the group, and its status is set to Started. Should the user decide to return
the task to the entire group, it can be Put Back.
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A Position is a special type of Group that is related to a business role. Users can be assigned to
Positions as they are assigned to Groups.

Select Position List View Tree View |

Mission/Staff: |Ofﬁce of the Executive Secretariat (OES) j
Agency: |Nnne j
Division: [None ~| Show Groups/Positions |

Parent Groups

Main Group

Positions Users Display

Grenda Brasfield

Mary Fernandez

James Jones

Patrice Pettus Lawrence
Tanika Wright

Agency

Subcab
OSECH
OES-DC

Level Down | Level Up | Show Groups for Userl

Find Group: | = Find User: I El

Select Gruup."Pusitiunl Select User |

&

Cancel |

Figure 41: Select Position List View

What Are “Main” Groups?

A “Main Group” in ECM is a special, system-generated group that includes all users in each
“division” of the ECM hierarchy. Every group in the organization must have a defined
Mission/Staff, Agency, and Division. Each Division includes a main group that includes all
users in that Division and all of its subordinate groups.

It is not recommended that “Main Groups” be designated as folder owners or as authorized
groups.
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What Are “None” Groups?

A “None” group is a special group, or place holder, that identifies a level of the organization
with no valid entry. For example, a user assigned to the Mission Area Farm and Foreign
Agricultural Services (FFAS), Agency Farm Service Agency (FSA), and Division Deputy
Administrator for Commodity Operations (DACQO) will be in the “Main Group”
OSEC/FFAS/FSA/IDACO/MG.

To identify a user who is assigned to the mission area itself—that is, a user assigned to the Office
of the Under Secretary for Farm and Foreign Agricultural Services (FFAS)—there is no agency
or division. For system reasons, a null or “none” group is created at those levels to keep the
organizational structure parallel. Therefore, the user would be assigned to Mission Area Farm
and Foreign Agricultural Services (FFAS), Agency None (N), and Division None (N), Main
Group, or OSEC/FFAS/N/N/MG.

Navigating the USDA Hierarchy in ECM

In the ECM application, users have two options for navigating the organizational hierarchy to
locate and select groups, positions, and users:

e List View, in which the user navigates through the hierarchy of organizations and groups
displayed as lists, and

e Tree View, which allows the user to navigate using a tree-view. The tree view functions
in a way similar to that used by the Windows Explorer interface.

These options are provided for all screens that need to select groups, positions, and/or users. The
Personal Profile Screen allows the user to select either view as a user’s default preference. The

user also has the option to switch from List View to Tree View and vice versa by clicking the
TREE VIEW Or LIST VIEW button on the right of the screen.

List and Tree Views

Two views of the organizational hierarchy are available, the “List View” and the “Tree View.”
List View

The “List View” screen is the basic screen used to select a group, position, or user. There are
two versions of the list view.

The basic version, displayed in the figure below, includes drop-down lists for Mission/Staff,

Agency, and Division, and navigation buttons for locating and selecting subordinate groups,
positions, and users.
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In the example below, Farm and Foreign Agricultural Services (FFAS) has been selected as the
Mission/Staff level, the Farm Service Agency has been selected as the Agency, and the Deputy
Administrator for Commodity Operations has been selected as the Division.

Select the Mission/Staff level first. Once the Mission/Staff level has been selected, only
appropriate choices are available in the Agency level list. Once the Agency has been identified,
the appropriate Divisions are displayed in the Division list.

Select Group/Position List View Tree View |
Mission/Staff: |Farm and Foreign Agricultural Services (FFAS) j
Agency: IFarm Senvice Agency (FSA) j
Division: |Deputy Administrator for Commodity Operations (DACO) j Show Groups/Positions |
Parent Groups
Mane
Groups YAZTITR Users _ Display
ECMM Administrator il
Lisa Brown
Paul Cacciatore
Richard Chavez
Abdelsalam El Farra hd|
Level Down | Level Up | Show Groups for Userl
Find Group: | G“l Find User: | Gnl
Select Group/Position | Select User |

Cancel |

Figure 42: Select Group/Position List View

Once the three upper levels have been defined, click on the SHow Grours/PosiTions button. This

will display the Division’s “Main Group.” To display the users in the “Main Group,” click on
the DispLAY button in the User pane.

Main Group

{ Positions

Users _ Display

AWarehouse and Inventary Division
Commoeodity Procurement Policy and Analysis Division
Deputy Administrator for Commodity Operations

CCO - DACO hd|

Level Down | Level Up |

Show Groups for, Userl
Find Group: I El Find User: | El
Select Grnup."Pnsitinnl Select User |

Figure 43: Select Group/Position List View (Level Down)
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To navigate to subordinate groups in the division, click on the LeveL Down button. The
subordinate groups are displayed. To navigate further, use the LeveL Down or LEVEL Up buttons.
To select a subordinate group—in this example, the Warehouse and Inventory Division—use the
SELECT GRouP/PosITION button.

Enhanced List View

When the list view is called in certain functions—for example, when defining an organizational
level for a privileged user—a modified version of the List View is used. Note that only the top
three organizational levels are displayed unless the More button is clicked.

Select Mission Staff/Agency/Division/Group List View
Mission/Staff: IOfﬁce of the Executive Secretariat (OES) j
Agency: I j
Division: | j Select | Cancel |

Figure 44: Select Mission Staff/Agency/Division/Group List View (Less)

Select Mission StafffAgency/Division/Group List View
Mission/ Staff: |Ofﬁ|:e of the Executive Secretariat (OES) j
Division: N | Show Groups/Positions |
one
Parent Groups In-Out
ECM Archival
M
e ECM Management
MECTITTIAY Positions Users _ Display
Level Down | Level Up | Show Groups for Userl
Find Group: | Gol Find User: | Gol
Select Group-"Positionl Select User |

Cancel |

Figure 45: Select Mission Staff/Agency/Division/Group List View (More: Select Division)

In either the Less or More views, use the drop-down lists to select the appropriate Mission/Staff,
Agency, and Division.
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Most ECM functions and attributes must be attached to a user or to a group within a division. A
group attached to a Mission/Staff level is assigned to an Agency of “None” and a Division of
“None.”

Some functions and privileges can now be attached directly to a Mission/Staff, Agency, or
Division. These functions call the enhanced list view.

Select MissionStafffAgency/Division/Group List View
Mission/Staff: |Ofﬁce of the Executive Secretariat (OES) j
Division: i ' Select | Cancel |[¥More]
one
In-Cut
ECM Archival
ECM Management

Figure 46: Select Mission Staff/Agency/Division/Group List View (Select Division)

Select Mission StafflAgency/Division/Group List View
Mission/Staff: IOfﬁce of the Executive Secretariat (OES) j

Select | Cancel |

Division: None
In-Out — None HNull
ECM Archival OSECIOES/MN OSEC/OES
ECM Management

Figure 47: Select Mission Staff/Agency/Division/Group List View (Select Division None vs. Null)

In the example above, note that the “Agency” can be defined as the system group “None” or one
of the three named Agency-level groups. However, the Agency level can also be left blank
(null). If left null, the privilege is attached to the Office of the Executive Secretariat group itself.

Tree View:
The same tasks that can be completed using the List View can be accomplished using the Tree

View. From the List View screen, click the Tree View button. To return to the List View from
the Tree View, click the LisT View button.
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Select Group/Position

Tree View

—

E Mone
Assistant Secretary for Civil Rights (ASCR)

Departmental Administration (DA}
E| Farm and Foreign Agricultural Services (FFAS)
E| Farm Service Agency (FSA)
E Deputy Administrator for Commodity Operations (DACO)
E Deputy Administrator for Farm Loan Programs (DAFLP)
E Deputy Administrator for Farm Programs (DAFF)
E Deputy Administrator for Field Operations (DAFQ)
E Deputy Administrator Management (DAM)
E Emergency Preparedness and Programs Branch (EFFE)
E Mone
E Office of Administrator (OA)
E Office of Business and Program Integration (OBPI)
E Office of Civil Rights (OCR)
E Office of External Affairs (OEA)
E Foreign Agricultural Senice (FAS)
E Mational Food Agricultural Counsel (NFAC)
E Mone
E Risk Management Agency (RMA)
Food Safety (OFS)
- _

Select Cancel

Figure 48: Select Group/Position List View

To access the Tree View interface, the user clicks the <Tree View> button. The Tree View is
shown above. Each group is defined at an organizational level. Folder icons have letters to
indicate their level. Folder icons include:

MS — Mission/Staff (for example Farm and Foreign Agricultural Services (FFAS))

A — Agency (for example Farm Service Agency (FSA))

D — Division (for example, Deputy Administrator for Commodity Operations (DACQO))
G - Group

P — Position
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Select Group
Tree View

List View |

OO OO O T TTOTT TRy

Mg)Rural Development (RD) f=————— Selected Mission/Staff

ﬁ:l Office of Community Development (OCD)
ﬁ:l QOperations and Management (O&M)
ﬁ:l Rural Business-Cooperative Senice (RBS)

@; Rural Housing Senvice (RHS) e Selected Agency

h Cormrmunity Facilities
E Multi Family Housing Selected Division

‘Eﬁij Mone
@@j Main Group  ff——— Sglected Group
E Agency

[FH[p) CMAgency
IE:I Correspondence Control Officer
+ MFCAgency

E’:I gency Groups, Positions

E LiEs and Users in
E OCR Selected Main Group

E OES-CM
E OES-DC
E 0GC
E QlA
e OsEC

[#[G ] RHS SFH Deputy Administrator
E’:I Subcab

8 Administrator, ECMM

8 Hood, Rodney

& Weartin, Bradiey

8 Wartin, Melinda

& Melson, Robert
E Program Support Staff
E Single Family Housing

ﬁ:l Rural Utilities Service (RUS)
White House Liaison (WLA)

Select Cancel

Figure 49: Select Group/Position Tree View

The organization hierarchy is shown as folders and person icons. Person icons are names of

individual users. To see more detail within a level, the user clicks the <+> operator. To see less

detail, the user clicks the <-> operator. To make a selection, the user highlights the desired

Group, Position, or User and clicks the <Select> button.
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Adding and Modifying Groups

To add or modify an ECM group, select the “Groups/Positions” link on the Administration
Menu.

T T VIP Types Special Instructions
" Download
Salutation Target Content USDA Spell Check Dictionary
b Logoff

Processing Codes Default Workflows

>
=
Users Cﬁ Groups/Positions
>
o

Doc Templates Content Analysis Task Access

Module Folder Security Settings > Agency Folder Security Settings

(VARVERVERVER VAR VARV

Group Folder Security Settings > Close

Figure 50: Administration Menu (Groups/Positions)

The procedures for adding or modifying a group or position are similar.
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Zurrently Logged In:  Bruce Bundick Return To:  Main Menu | Inbox October 21, 2006
Group/Position Maintenance

* Add T Modify

& Group " Position

Name: |OES Continunity of Operations Select Group
Abbreviation: IOES-CD \ Enter Group Name
™ Authorized Group apd Abbeeviation
Group Organization Then Click

Select Parent Gruup\

Select Parent Group |

™ Alias-Only Group
Home Organization

Group Organization

Select Group

Group Members
Last Mame | First Mame | Member | Create WF | Administrator + Subgroups Assign Task

Details | Add User | Remove |

Save Group | Delete Group | Cancel |

Figure 51: Group/Position Maintenance

On the Group/Position Maintenance screen, use the radio buttons to select Add or Modify and
Group or Position. To add a group or position, enter the name and abbreviation, and then click
“Select Parent Group.”
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Select Group List View

Tree View |

Parent Groups
MNone

Mission/Staff: IOfﬁce of the Executive Secretariat (OES) j
Agency: |N0ne j
Division: [Mone ~| Show GroupsiPositions |

Users

Display

Level Up |

Level Down |

Show Groups for Userl

Find User:l

o

Find Gmup:l
Select Gruup.fPusitinnl

Select User, |

o

Cancel |

Figure 52: Select Group List View

Select the appropriate parent group for a group to be added, or if modifying a group, select that
group. The Select Group/Position button returns the user to the Group/Position Maintenance

screen.

The lower panel on the Group/Position Maintenance screen can be used to perform other group
or position administrative tasks, for example, adding users, removing users, or assigning group

privileges.
Select Group |
Group Members
Last Mame | First Name | Member | Create WF | Administrator + Subgroups Assign Task -
Yiani Cheryl ] ] O ¥
Harmon Janet D D D D
Batts Ruby ] ] O ]
Anderson  Skacey O ¥ ¥
Jenkins Bekty ¥ ¥ O F
Abolarin - Mgozi [ [ O F
Bundick. Bruce [ [ O ] j
Details | Add User | Remove |
Save Group | Delete Group | Cancel |

Figure 53: Group/Position Maintenance (Manage Group Users)
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Adding and Modifying Users

From the Main Menu select the Administration link.

¥ USDA Employes Sefvices
3 Croate Folder < | ogon As Proxy

Syslom Reguraments/
¥ Doweioad <3 Address Book Module Specific Functions

=
b Logofl ..::” 1090“ C:} Administration )

Figure 54: Main Menu Administration Link

On the Administration Menu, select the Users link.

oy
P E o > wip Types > Special Instructions

" Download

> Salutation Target Content > usDA Spell Check Dictionary
b Logoff

. = Groups/Positions
> Processing Codes > Default Workflows
<> Doc Templates > Content Analysis Task Access

Figure 55: Administration Menu Users Link

Selecting this option opens the User Maintenance Screen. This screen provides authorized
administrators with the ability to add users, make the active or inactive, assign users to groups,
etc. Only Security Officers can designate Application Administrators, Module Administrators,
Agency Group Administrators, or Privileged Users.
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Adding A New User to ECM

Currently Logged In:  Ecm Testtwo Return To: Main Menu | Inbox (October 18, 2006

User Maintenance
&) Add New User O Modify Existing User

User Name: Personal PIN: 1234
First Name: Last Name:
Email Address: Phone:
Mission/Staff: Office of the Executive Secretariat (1 % Agency: Maone hd
Division: MNone v Status: @ Active O Inactive
[ Executive Review [] Security Officer
[ Privileged User [ Agency Group Administrator
Privilege Level Privilege Level
User's Modules
Maodules Roles Is Default
User's Groups
{ Positions
Default Group | Mame Organization Member | Create WF | Administrator + Subgroups Assign Task

Add Group

[ Save ] [ Cancel
[ Add Muttiple Users

Figure 56: User Maintenance (Add New User)

Before a user can be added to ECM, the user must have an active, Level 1l eAuthentication
account. The administrator must have access to the user’s eAuthentication identification
number. Currently, this is captured in an error message generated when a user with
eAuthentication credentials but yet not enrolled in ECM attempts to log in to the application.

This information can also be obtained through an eAuthentication LRA (local registration
authority agent).

On the User Maintenance Screen, populate the following fields:

User Name (the e-authentication unique identifying number)
First name

Last name

E-mail address

I
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Return To: Main Menu | Inbox

User Maintenance

& Add New User O Modify Existing User
28200610170010907 471430
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October 18, 2006

[ Executive Review

Personal PIN: 1234
First Name: FSA Last Name: AdminF ive
Email Address: |ecmmi@usda.gov Phone:
Mission/Staff: Farm and Foreign Agricultural Servic ¥ Agency: Farm Serice Agency (FSA)
Division: Deputy Administrator for Farm Loan % Status: ® Active O Inactive

[ Security Officer

[ Privileged User
Privilege Level

[ Agency Group Administrator

Privilege Level

L L]
User's Modules
Modules Rales Is Default ~
Correspondence Management User and Scan
General Use User and Scan w

User's Groups

{ Positions
Default Group | Mame Oraanization Member | Create WF | Administrator + subgroups Assign Task
Add Group
[ Save ] [ Cancel

[ Add ultiple Users

Select the default Mission Staff, Agency, and Division of the user from the drop-down lists.
After that is selected, click on the Add button under User’s Modules. This will open up the Add
User Access to Module Screen.  From the drop-down list, select the appropriate User Module
and Role. Select the Default Module box if applicable. Save.

Module:
Role:
Default Module: [

Add User Access to Module

[ All Modules

Save I

Close |

Ll L

After the Module has been added, the administrator will return to the User Maintenance Screen.
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Users must belong to at least one group. Users are automatically added to the Main Group of
their default Mission/Staff/Agency/Division. If the user needs to be added to one (or more)
additional groups, click the Abp Group button.

Currently Logged In:  Ecm Testtwo Return To: Main Menu | Inbox Cctober 18, 2006

User Maintenance
& Add New User O Modify Existing User

User Name: 25200610170010907 471430 Personal PIN: 1234
First Name: FSA Last Name: AdminF ive
Email Address: |ecmmi@usda.gov Phone:
Mission/Staff: Farm and Foreign Agricultural Servic ¥ Agency: Farm Serice Agency (FSA) hd
Division: Deputy Administrator for Farm Loan % Status: ® Active O Inactive

[ Executive Review [ Security Officer

[ Privileged User

[ Agency Group Administrator
Privilege Level

Privilege Level

L L]
User's Modules
Modules Rales Is Default ~
Correspondence Management User and Scan
General Use User and Scan w

User's Groups
{ Paositions

Default Group | Mame Oraanization Member | Create WF | Administrator + subgroups Assign Task

Add Group

[ Save ] [ Cancel
[ Add ultiple Users

Figure 57: User Maintenance (Add New User)

This will open the Select Group/Position screen. Either the List View (shown below) or the Tree
View can be used to select the additional group(s).
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-

|

j Show Groups/Positions |

Mission/ Staff: IMarketing and Regulatory Programs (MRP}

Agency:

Division:

IAnimaI and Plant Health Inspection Senvice (APHIS)
|N0ne

Parent Groups

Mone

Users __ Display

Level Up |

Level Down |

Show Groups for, Userl

Find Gruup:l
Select Gruuprusitiunl

= =

Cancel |

Find Llser:l

Select User |

Figure 58: Select Group/Position List View

Once the group(s) has been added, you will need to assign the user the appropriate rights within
the group. This is accomplished by checking the appropriate boxes. Members receive tasks
assigned to the group. Create WF allows the user to save workflows to the group workflow
library, a privilege otherwise restricted to administrators. The Administrator box designates the
user as a Group Administrator for the group. If the +Subgroups box is checked, the user also has
administrative rights for subgroups (child groups). The Assign Tasks privilege allows the user to
designate a member of a group as the assignee of a task. (Despite the designation, the task
appears in the inbox of every Member of the assigned Group.)

User's Modules
Modules Rales Is Default
Correspondence Management Liser
Add Change Remove
User's Groups
{ Positions
Default Group | Mame Qrganizakion Mermber | Create WF | Administrator + Subgroups Assign Task,
[J] HR. Action OSECDAJMG. . O O
® Mair Group CISEC/MREIM, ..
O Correspondence Con,,, OSECMRPM... O O
Add Group | Remove |
Reset PIN | Save | Cancel |
™ Add Multiple Users

Figure 59: User Maintenance (Add or Change User’s Groups)
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4. Creating a Customized List of Values

ECM Lists of Values

There are many lists in the ECM application. Most such lists can only be changed by
Application or Module Administrators.

Application Administrators only can add or change the list of U.S. Holidays or add or change the
Mission/Staff, Agency, or Division levels of the organizational hierarchy. Application
Administrators and Module Administrators can add or change Address Book Location
Descriptions, Folder Set Up Groups, Categories, VIP Types, and Special Instructions.

There are three special lists, called lists of values, that can be anchored at any point in the
organizational hierarchy and apply to all organizations and groups below that point in the
hierarchy (unless overridden at a lower level). They are Subjects, Document Types, and Task
Descriptions. Accordingly, users may see different lists of values depending upon their location
in the hierarchy.

Each module has a default list established. By default, every group within ECM uses the default
module group unless that group, or a parent group, owns a different list. Such local lists can be
created or changed by all classes of administrator, although Agency Group Administrators and
Group Administrators can create or change a list only if they have administrative privileges for
the target group OR for a parent of that group.

For example, assume no organization had created its own specialized list of Document Types,
FFAS had created a specialized Mission Area subject list, and FSA created specialized list of
Task Descriptions.

A user creating a folder in FSA would see the generic module (USDA) list of Document Types,
the FFAS list of subjects, and its own specialized list of Task Descriptions. A user creating a
folder in FFAS would see the generic module lists of Document Types and Task Descriptions
and the FFAS list of subjects.

A list of values may be attached to any group and managed by any administrator with
administrative rights for that group.

Creating or Changing a List of Values

General Information
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All entries in any list of the three lists of values must reside in the ECM master list for that value.
Accordingly, to add an item to a list of values, it must be first added to the ECM master list.

A local list may adopt a default list and supplement it with its own entries, or it may include only
items not included on any parent list, or it may be a combination of inherited and new items.

Editing a List of Values

Navigate to the Main Menu and select the link to the Administration Menu.

Welcome to USDA
Enterprise Content Management

2 Advarced Search

o5 Tien Enterprise Content Management (ECH) allows USDA to manage business documents,
including correspondence, effectively,

2 Login Currently Logged In: Bruce Bundick
o Customize | Now User
< Inbox <% Personal Profile
Browse by Subject
<% Find Folders and Documents 8 Workflow List Maintenance
b User Guide _ .
< Monitor Workflows < \iew Checkout Documents
b USDA Employess Servicas
:}' Crivate Folder :}v L agon As pl(l:l.'f
Sywlam Reguaramnis’
' Doanioad <" Address Book < Module Specific Functions
- -

.,

Figure 60: Administration Link on ECM Main Menu

Select one of the List of Values items (Subjects, Document Types, Task Descriptions) for
editing.
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m USDA's Enterprise Content Management Administration Menu

o Advanced Search

o Search Tips The following menu list: List ;:;::Iues = available.

My USDA Currently Logged In: Bruce Bundick

o Login \

o Customize | New User /
o Subjects > Document Types

Browse by Subject
P Task Descriptions <> Address Book Location Descriptions

F User Guide
> Folder Set Up Groups = Category

F USDA Employee Services

System Requirements! > vip Types - Special Instructions

" Download
> Salutation Target Content > USDA Spell Check Dictionary

b Logoff
< Users > _ Groups/Positions
<> Processing Codes > Default Workflows
> Doc Templates > Content Analysis Task Access
<> Module Folder Security Settings o _ Agency Folder Security Settings
= Group Folder Security Settings > Close

Figure 61

As an example, we will create a new list of Task Descriptions for Rural Developments’ Chief
Information Officer. Selecting the “Task Descriptions” link on the Administration Menu will
open the Module/Group List Maintenance Screen displayed below.
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Return To: Main Menu | Inbox

Module/Group List Maintenance

This screen allows an administrator maintain the master list for the entire system and associate thern to modules and groups.

October 19, 2006

Select All || Unselect All

List of Values: | Task Description hd Display Count: |100
ECM Master List
Filter:
Using Module: | All Modules v
Using Group: [:]
Yalue # Module-Gro.,,, | Creator Module-Category Creator Group
£ 4

Showing 0 -0 of 0

[ Show Details ”

Edit Master List

* Double click in grid to modify value

Select All || Unselect All

| Wadd || 4 Remove |
Module/Group List
List Type: Maodule - Default v
Module: Correspondence Management v
Get Module/Group List
Yalue Tvpe of Yalue Davs To Complete * Lisk Qrder *

Showing 0 -0 of 0

Save

Close

I

Figure 62: List of Values: Module/Group List Maintenance Screen

Note that the screen lists “Task Description” as the List of VValues to be edited. The upper panel
of the screen displays the ECM Master List items. The master list includes all items currently in
use on any list in the application (as well as some former items no longer in use).

The bottom panel displays the module or group list to be edited.

To begin, click on the FiLTer button to display all Task Descriptions currently available on the
master list. The “filters” (Using Module; Using Group; and, Value) permit display of a portion

of a long or complicated list, for example, subjects.
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Currently Logged In:  CMS TestUserOne Return Te: Main Menu | Inbox October 19, 2006

Module/Group List Maintenance

This screen allows an administrator maintain the master list for the entire system and associate them to modules and groups.

List of Values: | Task Description “ Display Count: 100

ECM Master List

Filter:
Using Module: | All Modules v
Using Group: [D
Value:
Walue # Module-Gro... | Creator Module-Category Creator Group -
] add Final ta Folder 1 Cotrespondence Management QSECOES MonefMoneMain Group
1 apples ] Correspondance Management OSECIOES/Mane NaneMGMISC GROUPS
] Assumptions) Transfers 1 General Use - MFH Payments QOSECRDIRHSMFHIMGIPayment Processing
[ call Meeting to Srder 1 General Use - Meeting Agenda QOSECIRDOEMICIOME Deputy Chief Information
[ clerance 1] Content Analysis OSECIFFASIFSAMNoneMafCorrespondence Conkre
[ Close Folder 1 Correspondence Management OSECCESMonefMonefMain Group
[ correspondence 1 General Use - MFH Payments OSECRDIRHSIMFHIMGIPayment Processing "
< >
Showing 1 - 60 of 60
| Select All || UnselectAll | Show Details ||  Edit Master List

| ¥ add ||‘.Remove|

Module/Group List
List Type: Maodule - Default v
Module: Correspondence Management v
Get Module/Group List
Walue Twpe of Yalue Days To Complete * Lisk Order *
* Double click in grid to modify value Showing 0 -0 of 0
Select All ] [ Unselect All Save l [ Close

Figure 63: List of Values: Retrieving the ECM Master List

In order to make a customized list for your group, scroll down and click Group Customized from
the List Type drop-down menu. Select the Module for the customized List of Values. (If you
select the General Use module, you will also need to select a Category.) Select the appropriate
radio button, “Use Only Customized Values” (create a new list from scratch) or “Add
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Customized Values to the Module-Default List of VValues” (create a list by making a copy of the
default list and adding your new values to that list).

Currently Logged In:  CMS TestUserCne Return To: Main Menu | Inbox Cctober 19, 2006

Module/Group List Maintenance

This screen allows an administrator maintain the master list for the entire system and associate them to modules and groups.

List of Values: | Task Description hd Display Count: 100

ECM Master List

Filter:
Using Module: | All kodules v
Using Group: E]
Value:
Walue # Module-Gro... | Creator Module-Category Creator Group ~
] add Final ta Folder 1 Cotrespondence Managemeant QOSECOES NonefNoneMain Group
1 apples i Correspondence Managemeant QOSECOESNoneMNoneMGMISC GROUPS
] Assumptions) Transfers 1 General Use - MFH Payments QOSECRDIRHSMFHIMGIPayment Processing
[ call Meeting to Srder 1 General Use - Meeting Agenda QOSECIRDOEMICIOME Deputy Chief Information
[ clerance 1] Content Analysis QOSECIFRASIFSAMNoneMafCorrespondence Conkre
[ Close Folder 1 Correspondence Management OSECHCESMonefMoneMain Group
[] Correspondence 1 General Use - MFH Payments OSECRDRHSMFHIMGIPayment Processing v
< >
Showing 1 - 60 of 60
| SelectAll || Unselect All | Show Details || Edit Master List

| Wadd || 4 Remove |
Module/Group List

List Type: Group - Custormized hd
) Add Customized Values to the Module_Default List of Values
@ Only Use Customized Values

Module: | Correspondence Management hd

Group: E]

Get Module/Group List ]

Walue Type of Yalue Days To Complete * List Order *

* Diouble click in grid to modify value Showing 0 -0 of 0

Select All_|[ Unselect All

Figure 64: List of Values: Creating a Group-Customized List

Once this information is populated, click on the ellipsis button === next to Group on the
screen. This will open the “Select Mission/Agency/Division/Authorized Group” screen and start
the process of identifying the group to which the new Task Description list of values will be
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attached. From this screen (the Tree View in the example below), highlight the appropriate
group and click the SeLecT button.

Select MissionStafflAgencyiDivision/Authorized Group —rY"
Tree View

Office of the Chief Information Officer -
gy Main Group
@ Correspondence Control Officer
E Deputy Chief Information Officer
8 ~dministrator, EChM
8 Bozada, Bob
8 Bullman, Peggy
8 Byerly, Kim
8 caroll, Tish
8 Clamars, Dawn
8 Compton, Anita
8 Donnelly, Dan
8 Doszs, Gayle
8 Doyen, Pat
8 Ducharme, Jim
8 Garrett, Pat
8 Hall. Daiel
8 Harnel, Linda
8 Hedger, Shelly
8 Henson, Dennis
8 Roberts, Jeff
0 Rogers, Rita w
[ Select ] ’ Cancel ]

Figure 65: List of Values (Select Mission/Staff, Agency, and Division for List—Tree View)

Or in the List View:

Select Mission StafflfAgency/Division/Authorized Group List View

Mission/Staff: IRuraI Development (RO} j
Agency: IOperatinns and Management (O&M)} j
Division: Office of the Chief Information Officer Select | Cancel |

Figure 66: List of Values (Select Mission/Staff, Agency, and Division for List—List View)

Once the Group has been selected, and the Group is displayed in the Module/Group List pane,
click on the GET MopuLE/GRoup LisT button. If no items are displayed, this will verify that a
customized List of Values does not already exist for the selected group.
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Currently Logged In:  CMS TestUserCne Return To: Main Menu | Inbox October 19, 2006

Module/Group List Maintenance

This screen allows an administrator maintain the master list for the entire system and associate ther to modules and groups.

List of Values: | Task Description hd Display Count: |100

ECM Master List
Filter:

Using Module: | All Modules v

Using Group:

Value:

L)

Yalue # Module-Gro, .. | Creator Module-Category Creator Group ~
[] add Final to Folder 1 Correspondence Management OSECCESMonefMonefMain Group

[ apples a Cotrespondence Management QSECOES MonefMoneMGMISC GROLUPS

] AssumptionsiTransfers 1 General Use - MFH Payments OSECRDIRHSIMFHIMGIPayment Processing

[ call Meeting to order 1 General Use - Meeting Agenda QSECIRDOMICIOMG Deputy Chief Information

[ clerance i Content Analysis OSECIFRASIFSaMNone MGl Correspondence Conkre
[ Close Folder 1 Correspondence Management QOSECCESNoneMNoneMain Group

[ Correspondence 1 General Use - MFH Payments QOSEC/RDRHSMMFHIMGIPayment Processing v
£ ?

Showing 1 - 60 of 60

| SelectAll || Unselect All | Show Details || Edit Master List

| Wadd || 4 Remove |

Module/Group List
List Type: | Group - Customized hd

) Add Customized Values to the Module-Default List of Values
(=) Only Use Customized Values

Module: | Correspondence kManagerment b4

Group:  |OSEC/RD/OAMICIOMGICarrespondence Contral Officer E]
Get Module/Group List l

Walue Twpe of Yalue Days To Complete * Lisk Order *
* Diouble click in grid to modify value Showing 0 -0 of 0

Select All_|[ Unselect All

Figure 67: List of Values (Verifying Absence of Current Custom List of Values)

To create a customized list of values, add specific tasks from the ECM master list to the
customized list. Select values from the master list by checking the box next to the Value and
click the App button in the center of the screen. Items on the master list that you have checked
will be added to the new customized list of values.
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Currently Logged In:  CMS TestUserCne Return To: Main Menu | Inbox

Module/Group List Maintenance

This screen allows an administrator maintain the master list for the entire system and associate them to modules and groups.

October 19, 2006

List of Values: |Task Description vl Display Count:
ECM Master List

Filter:

Using Module: | All Modules v|

Using Group: |

1

1

Dema Projects 1
Drraft o 1
1

1

n

Vo )
Walue # Module-Gro... | Creator Module-Category Creator Group fad
[ Create Draft Correspondence Management QOSECCESMNoneNoneMain Group =
[ pelinquent Accounts General Use - MFH Payments OSECIRDRHSMPHIMG P

ment Processing
General Use - MFH Payments n

ayment Processing
Final Response
Finalize: Folder

71 il T700s Mo aFT mereral | lze - TrkarnfFice Marnn CEFCIOF S IMAm e R lans S IOF ST mevaaninnd \_f
<

-
Showing 1 - 60 of 60
| Show Details || Edit Master List

[ Wadd ][ 4 Remove |

Module/Group List
ListType:lGroup-CustDmized Vl

lanagement

ain Group

ondence Management eiflain Group

Select All || Unselect All

) Add Customized Values to the Module_Default List of Values
@ Only Use Customized Values

Module: |Curresp0ndence tanagement Vl

Group: |OSECIRDIO&MICIOIMG!CDrrespDndence Contral Officer

(.

Get Module/Group List ]

Walue Type of Yalue Days To Complete * List Order *

* Double click in grid to modify value

Showing 0 -0 of 0
Select All || Unselect All

Save ] [ Close

Figure 68: List of Values (Select Values from ECM Master List)
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October 19, 2006

Module/Group List Maintenance

s

This screen allows an administrator maintain the master list for the entire system and associate thern to modules and groups.

Display Count: 100

Filter:
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Figure 69: List of Values (Selected Iltems Added to New Customized List of Values)

To complete the customized list in this example, you need to enter a List Order and Days to
Complete for each new task description on the customized list. The “List Order” values will
determine the order in which the new task descriptions appear in the drop-down list when users
use that list to add a value to a folder. The “Days To Complete” value defines the expected work
period for the task that ECM will use in calculating due dates for the task. To edit the “Days To
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Complete” and “List Order,” click in the grid and type in the appropriate values. These values
must be populated in order to save the new customized List of Values. Once new values have

been entered, this is done, and click Save.
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| Inbax October 19, 2006

Module/Group List Maintenance

List of Values: |Task Description

v

This screen allows an administrator maintain the master list for the entire system and associate them to modules and groups.

Display Count:
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>
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Figure 70: List of Values (Days to Complete/List Order Added to New Customized List of Values):

If your business process requires a value for Task Description that does not currently exist in

ECM, you will need to add that value to the ECM Master List in order to make it available for

your customized list.
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To add a value to the Master List, Click on Edit Master List on the Module Group List Screen.
This will open up the Add/Update Master List screen.

ECM Master List
Filter:
Using Module: | All Modules M|
Using Group: I ‘ E
Value: |
| Walue # Modulg-Gro,.. | Creator Module-Category ~|

Add Final to Folder Correspondence Management IES
Correspondence Management OSEC/OESMNone/Mone/MGMISC GROURPS

o
Assurmptions Transfers 1 ISBnEk‘. Usa - MFH Payments OSEC/RD/RHS/MFHMG[Payment Processing

| [] call Meeting to Order 1 General Usé= Megting OSEC/RDO&MICIOMGIDeputy Chief Information

clerance 0 Conkent Analysis k OSEC[FFASIFSAINone/MGI Correspondence Contrd

1

1

[[] cClose Folder Correspondence Manageme K OSEC/OES/None/Mone/Main Group
[] Correspondence General Use - MFH Payments % OSECIRD{RHSMFHIMGPayment Processing o
< >

/" Showing 1 - 60 of 60|
| SelectAll || UnselectAl | | Show Details ||| Edit Master List |

[ ¥ Add || 4 Remove |
Module/Group List

List Type:| Group - Customized |

Figure 71: List of Values (Edit Master List)
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This opens the Add/Update Master List screen. This screen allows an authorized user to add
items to the ECM Master List, which in turn makes them available for use on a customized list.

AddiUpdate Master List
List of Values: | Task Description v Display Count: 100
ECM Master List
Filter:
Using Module: | All Modules v
Using Group: @
Yalue # Modul,.. | Creator Module-... | Creator Group

Showing 0 -0 of 0

Show Details

Add Value to Master List

This screen adds a new value to the master list.

Creating Application: Creating Category:

Creating Group:

Value:

[ Save ] [ Close

Figure 72: List of Values (Add/Update Master List)

Select the List of Values to be edited (Task Description, in this example).

Click the Filter Button on the Edit Master list screen to display the current values.
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AddiUpdate Master List

List of Values: | Task Description v Display Count: 100

ECM Master List

Filter:
Using Module: | All Modules hd
Using Group: E]
Value:
Yalue # Modul... | Creator Module-... | Crestor Group -
Add Final ko Folder 2 Correspondence ... OSEC/OES{Mone/Mone/Mai...
apples 0 Correspondence ... OSEC/OESMone/Mone/MG/)...
AssurmptionsiTransfers 2 General Use - MF... OSEC/RDJRHSMFHIMG/Pa...
Call Meeting ko Crder 1 General Use - Me.., OSEC/RDICRMCIOMGIDE. ..
clerance 1 Content Analvsis  OSECIFFASIFSA/Mone/MG), .. b
Showing 1 - 60 of 60
Show Details

Add Value to Master List

This screen adds a new value to the master list.

Creating Application: | Correspondence Management hd Creating Category:
Creating Group: QSEC/RD/O&MICIOMain Group E]

Value: Training “alue

Save l [ Close

Figure 73: List of Values (Add New Value to Master List)

Click the Abp Button to enable the fields on the lower half of the screen.

In the Add Value to Master List panel, select and populate Creating Application, Creating
Category (if new value and if for use within General Use Module), and Creating Group. Then
enter the new list item in the Value box. (Please note that the maximum length of a list item is
25 characters.) In the example above, the added list item is “Training Value.”

Once the new item has been entered, click the Save button. If no other values are to be added,
click the CLoske button.
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OSECIFFASIFSADAC MG arehouse and Inven
OSECIRDOEMIC IO MG Deputy Chief Information
OSECRDRHSMFHIMGIPayment Processing

OSECRDIRHSIMFHIMGIPayment Processing
OSECRDRHSMFHIMGIPayment Processing

>
Showing 1 -61 of 61
Edit Master List

[ Show Details ”

| ¥Add

|| 4 Remove |

Module/Group List
List Type: | Group - Customized hd
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Figure 74: List of Values (Module/Group Maintenance Screen with New Master List Value)

From the Module/Group List Maintenance Screen, refresh the list by clicking the ECM Master
List FiLTer button. The new value, Training Value, is now displayed in the Master List. The
new Training Value can now be selected and added to the selected Customized List of Values.
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5. Using and Managing Processing Codes

A processing code can be applied to any ECM folder. Processing codes allow ECM users to
identify and group similar ECM folders. In most business processes, the processing code is
associated with the principal document in the folder.

A powerful feature of ECM is the capability to link a particular processing code with a default
workflow. When such a processing code is added to an ECM folder, the default workflow is
automatically added to the folder from the ECM workflow library. This feature can simplify
folder management and significantly reduce data entry. In the future, we expect to provide the
capability to also link default security templates to processing codes.

Processing Code Key Features:

e Processing codes are used to identify and group similar folders (or documents).

e Processing codes may include up to six alpha or numeric characters in any combination.

e Any folder may use a processing code from any list of processing codes in the
application.

e Users may identify (in their personal profile) a default set of processing codes for folders
they create.

Group administrators, agency group administrators, module administrators, and application
administrators can create and modify processing codes. (Group administrators must have
administrative privileges for the target group to which the processing codes are attached, or
administrative privileges for a parent group of the target group.)

Managing Processing Codes

To create, modify, or delete a processing code, click on the “Processing Code” item on the
Administration Menu.
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o Advanced Search

Users

Processing Codes

= Doc Templates

@ Login
o Customize | New User
< Subjects
Browse by Subject
<> Task Descriptions
b User Guide
> Folder Set Up Groups
b USDA Employee Services
System Requirements/ ﬁ VIP Types
" Download
<> salutation Target Content
b Logoff
>
>

> Wodule Folder Security Settings

> Group Folder Security Settings

P2AVERVERVERVERV ARV AL VAR

USDA's Enterprise Content Management Administration Menu

o Search Tips The following menu lists the administration options available.

M Currently Logged In: Bruce Bundick

Document Types

Address Book Location Descriptions
Category

Special Instructions

USDA Spell Check Dictionary
Groups/Positions

Default Workflows

Content Analysis Task Access
Agency Folder Security Settings

Close

Figure 75: Administration Menu (Processing Codes Link)

Selecting the Processing Codes menu item opens the Processing Code Maintenance screen and
allows the administrator to add or delete processing codes or modify their descriptions.

Processing Code Maintenance

Module: |Correspondence Management j Category: | j
Group :  Main Group Select Group |
Parent Groups | Mission/Staff Agency Division
None Office of the Executive Secretariat (OES) ECM Management None
Code |Description Achival Subject Re... =
ELM U3 Iraning O
ECM 04 Functional Specifications Mo
ECM 05 Enhancements Mo
ECM 06 Troubleshooting Tips & Error Reports Mo
ECM 07 Log Files Mo
ECM 08 ECM Reports Mo
ECM 09 ECM Active and Inactive Users Mo
ECM 10 Management, Administration, and Governance Mo
ECM 11 Promotion and Advertising Mo
ECM 12 Testing Mo =

Modify | AddNew | Delete | Close |

Figure 76: Processing Code Maintenance Screen

Processing codes are linked to a specific ECM group, and they are typically used by a particular
Mission Area/Office, Agency, Division or group.
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Note: If the processing codes you wish to view or edit are not displayed, use the “Select Group”
button to open the standard ECM Select Group List View screen. Navigate to and select the
group whose processing codes you want to view or edit.

Modify Existing Processing Code

To modify an existing processing code, highlight a processing code and click on the <Modify>
button.

oL/ I Nredats (or Otner matters reterred to UL 100 ... INO

QES08 Comments on Proposed Regulations
OFSN9  TRD No =l

Modify Add New Delete Close
— | Delete | _Close |

Figure 77: Processing Code (Modify, Add, or Delete Processing Code)

The following administrative console is displayed. Make the changes required and click <Save>.

Modify Existing Code

Processing Code: |EC|"u'1 09
Code Description: ECM Active and Inactive Users =]

™ Archival Subject Req

Save Cancel |

Figure 78: Processing Code (Modify Existing Processing Code)

Create a New Processing Code

To create a new processing code, click on the <Add New> button.

UESU s I Nreats [Or OtNer Mmatters reterrea to Uik Tor ... INO

OESD8 Comments on Proposed Regulations
OFS09  TRD No hd

Modify | AddNew | Delete | Close |
-

Figure 79: Processing Code (Add New Processing Code)
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The following administrative console is displayed. Add a processing code and a code
description. If your business practice requires that an archival subject be defined for the class of
documents represented by the processing code, check the box, <Archival Subject Req.>. When
the required information has been entered, click <Save>.

Add New Code

Processing Code: |
Code Description: =]

" Archival Subject Req

Save | Cancel

Figure 80: Processing Code (Add New Code)

Delete a Processing Code

To delete a processing code, select and highlight the code to be deleted, and then click on the
<Delete> button.

UCaus | NFEats (O OTNEr Matters reterrea td Wik 10r ... NO

OES08 Comments on Proposed Regulations
OFS09  TRD No |

Modify | Add New | Delete | Close |

e

Figure 81: Processing Code (Delete Processing Code)

The following warning message is displayed. To delete the code, click <Yes>. To retain the
code, click <No>.
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Processing Code Maintenance
Module: |Correspondence Management j Category: | j
Group :  Main Group Select Group |
Parent Groups | Mission/Staff - =10l |
None Office of the Fxecutive Ig,abuut:blank ~] |J;|
1
Code Description : Al
OESAY it oL @ Are you sure you want to delete the Processing Code?
OES9 Decision Memoranda
OES92  Options Memoranda Yes | No |
OES93 Internal memoranda and co
OES94  Briefing Memoranda
QES95 Secretary's Memoranda
OES96 Departmental Regulations =
OES97  Federal Register Dockets oo T T T Trustedsies |10 - g

OES98 Secretary's Briefing Books Mo
OES99 NOUT No z

Modify

| AddNew | Delete | Close |

Figure 82: Processing Code (Confirm Delete Processing Code)

Associate a Processing Code with a Workflow Template

A most useful feature of ECM is its ability to associate a standard workflow with a processing
code. When the processing code is added to an ECM folder, the associated workflow template is
copied from the workflow library and inserted on the folder.

To associate a default workflow with a particular processing code, select the DEFaULT WORKFLOW
link from the ECM Administration Submenu.

- 3

b Logoff
> Users > Groups/Positions
¥ Processing Codes G} Default Workflows )
> Doc Templates > Content Analysis Task Access
5> Module Folder Security Settings > Agency Folder Security Settings
A5 Coia .o e e

Figure 83: Administration Submenu—Default Workflow Link
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The Default Workflow Maintenance screen is displayed.

Default Workflow Maintenance

Module: |Correspondence Management j Category: | j

Group :  Main Group Select Group I

Parent Groups Mission3taff Agency Division ;I
Mone Cffice of the Executive Secretariat (QOES) Mone Mone _ILI
3

«| |

Processing Code | Doc Type Default Workflaw List ﬂ
QE3363 MIA QES363 GAD Report (Agency) O3EC Sign
QESE7
OESES
OESED

QES90
QES91
QES9Z

QES93
QOES94
CES9S

N

Modify | Remove Default Workflow | Close |

Figure 84: Default Workflow Maintenance Screen (Select Processing Code)

On the Default Workflow Maintenance screen, click the SeELecT Group button to locate and select
the group that “owns” the list of processing codes you wish to modify. When the group is
selected, the list of all processing codes associated with that group will be displayed.

Select the processing code you wish to link to a default workflow.

Click on the Mopiry button. The Modify Default Workflow screen is displayed.

Modify Default Workflow
Processing Code: OESS0
Code Description: Informational Memoranda
Document Type: MIA

Default Workflow List: | Salectl

Save | Cancel

Figure 85: Default Workflow Maintenance (Modify Default Workflow)

Click the SeLecT button to open the workflow template library.
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Select Workflow List
Module: | Correspondence Management j Categury:l j List Type: I Group 'I
Group : Main Group Select Group |
Parent Groups IMission/Staff Agency Division ;I
Mone Office of the Executive Secretariat (OES) Mane Mone -
4| | |

Workflow Lists for Selected Group:

Al/BSE/OSEC

Al/BSE/SUB
ASCR/CONG/FULLCLR/OSEC
ASCR/CONG/FULLCLR/SUBCAB

ASCR/CONG/SUBCAEB ;I

Search for: | Search |

# Task, #Days | A | Organization Assignes Appr | FYL | Mokify ﬂ

1 Preparation 1 QOSEC/OESIMone/ ... Priority Group 1 i M N

z Preparation 1 *  QSECOSEC/Alias)... CMAgency i ki N

3 Draft Response 3 *  OSECOSEC/Alias)... Agency 1§l ! M

4 Review Draft 1 *  QOSECOSEC[Alias)... CMAgency i 1§ N lI
SelectList | Cancel Grid Count: 16

Figure 86: Default Workflow Maintenance (Select Workflow List)

Use the Select Group button to navigate to and select the group that owns the workflow list you
want to associate with your processing code. When that group is selected, its Workflow Lists
will be displayed.

The center panel on the screen displays the names of the lists associated with the selected group.
The bottom panel displays the actual workflow list for the workflow selected in the center panel.

When the appropriate workflow has been located and highlighted in the center panel, click the
SELECT LisT at the bottom of the screen.

The selected workflow list is now associated with the processing code.

Modify Default Workflow .
Processing Code and
Processing Code: OESS0 <+ Workflow Template
Code Description: Informational Memnranda/ Are Now Linked
Document Type: MAA

Default Workflow List: |[OES97S Federal Register Docke 59|E'31|

Savel Cancel |

Figure 87: Modify Default Workflow (Processing Code and Workflow Associated)
Click save to complete the action. Click CanceL to abandon the association or to start over.
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6. ECM Security

Security Overview

The ECM application secures folders and documents based on the role of the user with respect to
the folder and the agency to which the user belongs. The security model provides folder owners
with great control over the security of ECM folders and documents.

Each folder has a Folder Owner. The Folder Owner may be a user or a group. When the Folder
Owner is a group, all members of that group have Folder Owner privileges for the folder.

The Folder Owner has privileges to add or change any folder field values. The folder fields are
on the top panel of the folder (see the folder example on the following page). Folder fields
provide descriptive information about the folder.

The Folder Owner can also add or change the main workflow and add or change documents
stored in the folder. The Folder Owner can perform these operations at any time while the folder
status is “Active.” When the folder status is “Closed or Archived,” no further changes can be
made.
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Currently Logged In:  ECMM Administrator Return To: Main Menu | Inbox March 2, 2006
Contrel Number: 47106 Status: Active
Folder Owner: Processing Code: Q
Mission/Staff: | Office of the Executive Secretariat E] Agency: Mane E]
Division: Mone E] Group: hain Group E]
Action Organization:
Mission/Staff: | Rural Development E] Agency: Fural Housing Service E]
Division: Single Family Housing E] Group: Main Group E]
Correspondent: | 1| Jackson, Alfred b Date on Letter: 02/27/2006
Addressee: 1] Johanns, Mike Received Date:  |03/02/2006
Referrer: 0 » Referrer Due Date:
Subject: A123 v E] Related Folders: v
#| Task | Received | Due Date | A ‘ (Organization ‘ Assignee | Status Completed” Actual User‘ Appr| F\"I| 8
1 SetUpFolder  03(02/2006 03/03/2006 QES/Mone/ManefME  Document Manage... Assigned ] o]
2 Research Issues 03/10/2006 RD/RHS/SFH Main Group Mok Started ] H
3 Create Draft 0311312006 RD/RHS/SFH/MG Direck Loan Division Mok Started ] E
4 Review Draft 031142006 RD/RHS/SFH/MG/DLD Director Mok Started ] ¥
5 Prepare Final 031162006 RD/RHS/SFH[MG Direct Loan Division Mot Started ] (]
& Review Final 03/17/2006 RD/RHS/SFH[MG Deputy Administratar Mok Started ]
7 AddFinalta F... 03/22{2006 RD/RHS/SFH Main Group Mok Started ]
& Finalize Folder 03/23/2006 QES/Mone/Mane/ME  Document Manage.., Mot Started M
N
(o]
T
E
S
Remarks:
[ Change Workflow ] [ Suspend Workflow ] [ Assignee Details ] [ Workflow Status
[ Complete Task ] [Print Cover Sheet] [ Security ] [ Refresh ]
[ Print Folder ] [ Admin ] [ Save and Close ] [ Close
[ Quick Print
v

Figure 88: Security (Example of Opened Folder)

The range of security settings available to folder owners can be set for an ECM module or
established at any point within the organizational hierarchy. Unless prohibited by the available
security settings, a folder-owning group may set access privileges for Application
Administrators, Module Administrators, Agency Group Administrators, and Group
Administrators. Each class of administrator may be granted Folder Owner privileges (View,
Edit) or View Only access, or they may be restricted from access. Security screens allow the
Folder Owner to set the specific privileges for each type of administrator.

When a user is working on a current workflow task for a folder, the user has privileges to make
certain changes to the folder. The current task assignee may change the folder’s Action
Organization Division and/or Group. The task assignee may also select additional subjects for
the folder but cannot change subjects selected by the Folder Owner. The current task assignee
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may add a subflow for his or her task in the workflow but may not change the main workflow.
The task assignee may add or change documents stored in the folder.

Other users or groups in the organization may be granted view-only privileges to a folder. View-
only privileges include the ability to add notes to a folder. The Folder Owner grants or denies
privileges to users in the Folder Owner’s Organization and the Action Organization. Privileges
can be granted at a broad level such as all users in the Rural Development agency or at a lower
level such as all users in the Centralized Servicing Center of Rural Development. The Folder
Owner can also grant privileges to a specific user or group by adding them to an access control
list for the folder.

Within USDA, certain users are designated as privileged users. Privileged users have the rights
to view all folders within their organization (their organizational level and all organizations
below it). The rights of privileged users to view a folder can be maintained by the Folder Owner
(within limits set for the module).

Folder Security Settings

The Folder Security screen allows a Folder Owner to set security levels for a folder. The range
of security levels that may be granted is set on a module by module basis by an Application or
Module Administrator.

Each agency may also set the minimum and maximum security settings for all of its folders
(based on the Folder Owner organization). An Agency Group Administrator has the privileges
to define the Agency Folder Security settings. When Agency Folder Security settings are
defined, they override the minimum and maximum settings defined for the module. However,
Agency Folder Security Settings may not be less restrictive than the minimum and maximum
security settings defined for the Module or for a higher-level organization.

To change the security for a folder, the Folder Owner clicks the <Security> button. The Folder
Security screen is displayed as shown below.
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Folder Security
Control Number: 5135115
Folder Owner: DSECHOES/MNone/MNoneftdain Group
Action Organization: OSEC/OES/MNone/MNone/hain Group

Roles No Access View Only View, Edit
Application Administrators @ O ®
tadule Administrators O @ ®
Agency Group Administrators @ O ®
Group Administrators @ @ ®
Folder Cwmer @ @ ®
Task Assignees @
When not the Aszignes of the Current Task -
Other Agency Users
Folder Owner Organization:

Privileged Users ®

Al Group Users @] ®

All Division Users @ (O]

Al Agency Users @] ®

All Mission/Staff Users O O]
Action Crganization:

Privileged Users ®

All Group Users O ®

All Division Users @ ®

All Agency Users O ®

Al Misson/Staff Users O O]
All Users @ (O]

[ Save ] [ View Authorized Users ] [ Additional Access List ] [ Cancel

Figure 89: Folder Security Maintenance

The screen is displayed with the default security selections. The Folder Owner can make
changes to the default security within the minimum and maximum settings established for the
Module or Agency. Grayed-out radio buttons are options that were outside the minimum and
maximum settings established at the Module or a higher group level.

The Roles section defines security based on a user’s role with respect to the folder. The roles are
Application Administrator, Module Administrator, Agency Group Administrator, Group
Administrator Folder Owner, and Task Assignees (when not on the current task).

The available choices for Roles are No Access, View-only, or View/Edit. With View, Edit
privileges, Administrators may perform all of the functions that can be performed by the Folder
Owner. These were described in the Overview section. Assignees with View, Edit privileges
can make changes to the folder even when they aren’t working the current task. Assignees with
View Only privileges can make changes only when they are the assignee of the current task.

87



ECM Administrator Training Manual Revised: October 24, 2006
ECM Version 2.007 Administrator Guide Version: 1.1

The lower section defines privileges for Other Agency Users. This section describes the
privileges for users who do not have a specified role for the folder. Privileges granted are based
on a user’s relationship to the Folder Owner Organization and the Action Organization shown on
the folder. Privileges for these “Other Agency Users” can be set to View Only access or No
Access.

Privileged users are those executive-level users who have been identified as having privileges to
view folders throughout their organization. Only a security officer may designate a user as
privileged. The security officer also designates the user’s organization, which determines the top
level of access. Privileged users have access to all folders at the granted organization (anchor
point) and all organizations below it. However, the Folder Owner can override this access by
setting Privileged Users to “No Access.” The module settings could define a range that prevents
a Folder Owner from restricting access.

In the screen example above, users in the same Mission/Staff and Agency of the Folder Owner
Organization on the folder will have View Only access to this folder. All users in the same
Mission/Staff and Agency of the Action Organization on the folder will also have View Only
access to this folder. Other users in the organization will have No Access to this folder.

When a broader access level is granted, the narrower definitions are automatically granted and
the radio buttons will show this. For example, when the Folder Owner sets Mission/Staff,
Agency to View Only:

e Mission/Staff, Agency, Division Users is set to View Only, and
e Mission/Staff, Agency, Division, Group Users is set to View Only.

If All Users is set to View Only, all other designations are set to View Only.

To see a list of users who are authorized to access the folder, the Folder Owner clicks the <View
Authorized Users> button. The following screen is displayed.
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Authorized Users

Authorized Users: b

Cakegory { Privileges

—Raoles -
Application Administrators
hModule Adrministratars
Group Administrators
Folder Owner

Task Assignees

— Dther Agency Users —

Folder Owner Organization
Frivileged Users
Mission/Staff. Agency. Division, Group Users
Mission/Staff, Agency, Division Users
Mission/Staff, Agency Users
Mission/Staff Users

Action Organization
Frivileged Users
Mission/Staff. Agency. Division, Group Users
Miz=ion/Ztafl Agency, Divizion Users

Mission/Staff, Agency Users

Mission/Staff Users

Figure 90: Select Authorized Users Category to View

This screen allows the user to select the individual folder roles and view the authorized users for
that role (as shown below). A category of All Users with access can also be selected.

Authorized Users

Authorized Users: | Folder Owner hd
Cakeqgory | Lask Marne | Firsk Narme Privileges Las
Falder Cwner Abolarin Mooz Wigw, Edit
Folder Cwner Andersan Stacey Wigw, Edit
Falder Swner Archival OES Wigw, Edit
Folder Cwaner Bakts Ruby Wigw, Edit
Falder Owner Bradley Wil View, Edit
Falder Cwner Bundick. Bruce Wigw, Edit
Folder Owner Cardwell Rens Wiew, Edit
Folder Cwner Cephas Barbara Wigw, Edit
Folder Cwner Clipper Alan Wiew, Edit
Folder Cwaner Draniel Benjarnin Wigw, Edit
Folder Cwner Dankzler Terri Wiewy, Edit
Folder Cwaner Eickholt Erad Wiewy, Edit
Folder Qwner Gest Ruobert Wiewy, Edit
Folder Cwaner Gilbert: Lisa Wiewy, Edit
Folder Cuwaner Ginvard Briggs Cynthia Wiew, Edit 3

Close
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Figure 91: List of Authorized Folder Owners for Folder

The Folder Owner (or administrator with Folder Owner privileges) may explicitly grant access to
the folder for a specific user or group. The Folder Owner clicks the <Additional Access List>
button. The Additional Access List screen is displayed.

Additional Access List

Additional User/Group Access List:

Crganizakion | Mame Privileges

Add User/Group ] [Remove User/Group ] [ Save l [ Close

Figure 92: Additional Access List

To add a user or group, the Folder Owner clicks the <Add User/Group> button.

Add User or Group
to Folder Access List

User/Position:

Parent Groups Mizsion,staff | Agency Division |

Privileges: h

Save H Cancel

Figure 93: Add User or Group to Folder Access List

To select a user or group, the Folder Owner clicks the <Select> button. The Select
Group/Position/User screen is displayed.
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Select Groupl/Position/User
Tree View

E@mural Development
E?@Currespnndence Branch
E"T,Q;__]'None
E;E‘Main Group
E Administration and Contral Clerk
E ChlAgency
E| Correspondence Contral Officer
EE Federal Liaison
E MFCAgency
@ Project Manager

E Techinal Assistant
([P ) riter-Editor RBS
B ] writer-Editor SFH
8 Administrator, EChN
8 Bowers, Mary

8 Doe, Jane
8 Doe, Jane
8 Doe, Jane
8 Doe, Jane

8 Hayes, Brandon
Q Hyvenn Sharalvn

EE Cluality Assurance & Folicy Development

ey

Select

Figure 94: Select Group/Position/User

The Folder Owner makes a selection and clicks the <Select> button. The Add User or Group

screen is re-displayed with the new selection.

Add User or Group
to Folder Access List

User/Position: Administration and Caontrol Clerk

Group:
Parent Groups | Mission,Staff | Diivision |
Main Group Rural Development  Correspondence Branch Mone

Privileges: | “iew Only

Save ][ Cancel

Figure 95: Add User or Group to Folder Access List - Position Selected
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The Folder Owner selects the Privilege level to be granted and clicks the <Save> button.

Additional Access List

Additional User/Group Access List:

Crganization | Marne Privileges
ROy CE Mone/Main Group Administration and Conkrol Clerk,  Wiew
Add User/Group ] [Remwe l_lser.-"Group] [ Save ] [ Close

Figure 96: Additional Users Access List

To save the changes, the Folder Owner clicks the <Save> button. The Administration and
Control Clerk position is added to the Folder Access List. Any user associated with that position
would have View Only privileges for this folder.

Module Folder Security Settings

As mentioned above, the minimum and maximum access privileges for each category of user are
set by an Application or Module Administrator for each ECM Module. The following Module
Security screen is accessible from the ECM Administration menu.
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Module Folder Security Settings

Module: | Correspondence Management  + | Category:

Default Settings

Roles Minimum Allowed Maximum Allowed No Access View Only View. Edit
Application Administrators Mo Access @ View, Edit v O ® )
Module Administrators Mo Access Yiew Edit @ ® L
Agency Group Administrators Mo Access Yiew Edit @ C ®
Group Administrators Mo Access Yiew Edit @ C ®
Folder Cwner Mo Access Yiew Edit @ C ®
lﬁi‘ﬁiﬁ'%jﬁi sfthe Cument Tack Mo Access v View, Edit v r ® £
Other Agency Users
Folder Owner Organization:

Privileged Users Mo Access | Yiew Only v O ®

All Group Users Mo Access | Yiew Only v O ®

All Division Users Mo Access W Wiew Only % @ ®

All Agency Users Mo Access | Yiew Only v O ®

All Mission/Staff Users Mo Access |# Wiew Only ® O
Action Organization:

Privileged Users Mo Access | Yiew Only v O ®

All Group Users Mo Access | Yiew Only v O ®

All Division Users Mo Access W Wiew Only % @ ®

All Agency Users Mo Access | Yiew Only v O ®

All Misson/Staff Users Mo Access W Wiew Only % O] O
All Users Mo Access Wiew Only % ® O

[ Save l [ Cancel ]

Figure 97: Folder Security—Correspondence Management Module Default Settings

An Application or Module Administrator can change the “Minimum Allowed” and “Maximum
Allowed” privileges for users within the module. These limits cannot be exceeded in setting the
Agency and Group Security Default Settings.

In the example above, the minimum access that can be set in the Correspondence Module for all
users is “No Access,” which means that a user cannot view or edit the folder.

The maximum access that can be granted to users with a Role as Application, Module, Agency
Group and Group Administrator, and Folder Owner and Task Assignees in a folder is “View,
Edit.” “View, Edit’ privileges allow the user to enter the folder, view and modify folder data
fields, and perform workflow functions and tasks.

The minimum access that can be set for all other agency users within the Folder Owner
Organization and the Action Organization is “No Access.” The maximum access is “View
Only.” The “View Only” privilege allows the user to view the folder and the data it contains but
not to change it.
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The figure below displays the folder security screen based on the maximum, minimum, and
default security settings at the module above. This is the screen that would be available to the
Folder Owner and all users with View, Edit access to the folder.

Folder Security
Control Number: 5132885
Folder Owner: OSEC/FFAS/FSA/DBPIMain Group/Correspondence Control Officerfecm usereighteen
Action Organization: OSEC/FFAS/FSAOBF|Main Group

Roles No Access View Only View, Edit
Application Administrators e o ‘e
Maodule Administrators ' o '
Agency Group Administrators e e o
Group Adrministrators ' ' oy
Folder Cwner e e o
Tazk Aszighees r = -

‘When not the Aszignes of the Cument Tashk
Other Agency Users
Folder Owner Organization:

0]

Privileged Users

0]

Mission/Staff, Agency, Division, Group Users

0]

Mission/Staff, Agency, Division Users

XN YN YN

o]

Mission/Staff, Agency Users
Mission/Staff Users

Action Organization:

O]
3

o]

Privileged Users

o]

Mission/Staff, Agency, Division, Group Users
Mission/Staff, Agency, Division Users

o]

Mizsion/Staff, Agency Users
Miszon/Staff Users
All Users

o IC T B e e |
O D C]

Save | View Authorized Users Additional Access List | Cancel

Figure 98: Folder Security—Folder with the Current Default Settings

In the example displayed in the figure above, all of the radio buttons are available and active.
The default module settings, from which this screen is derived, permit the full range of available
options for each user role or user group.

If the Application or Module Administrator sets the “Minimum Allowed’ access default for
Application Administrators and Module Administrators at “View Only,” the radio buttons under
the “No Access’ heading are grayed out and cannot be selected. Thus, the folder owner cannot
deny at least View access to Application and Module Administrators. This condition is
displayed in the figure below.
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Module Folder Security Settings

Module: | Correspondence Management % | Category:

Default Settings

Roles Minimum Allowed Maximum Allowed No Access View Only View, Edit
Application Administrators Yiew Onky (v Yiew, Edit v ® @
Module Administrators Yiew Onky (v Wiew, Edit v ® @
Agency Group Administrators Mo Accass v View Edit v O O ®
Group Administrators Mo Access v Yiew Edit C C ®
Folder Cwner Mo Access v Yiew Edit O O ®
Task Assignees NoAccess v View, Edit v @) ® r

hen not the Assignes of the Cument Task

Other Agency Users
Folder Owner Organization:

Privileged Users Mo Access v Wiew Only v C ®
All Group Users Mo Access Wiew Only v O ®
All Division Users Mo Access v “Wiew Only @] ®
All Agency Users Mo Access Wiew Only v O ®
Al Mission/Staff Users Mo Access v “Wiew Only ® O
Action Organization:
Privileged Users Mo Access Wiew Only v O ®
All Group Users Mo Access Wiew Only v O ®
All Division Users Mo Access W Wiew Only v O ®
All Agency Users Mo Access v Wiew Only v C ®
All Misson/Staff Users Mo Access W Wiew Only v ® O
All Users Mo Access W Wiew Only v ® O
[ Save l [ Cancel

Figure 99: Module Folder Security Settings

Agency Group Security Settings

Agency Group Administrators set the defaults for their Agency within the parameters set at the
Module level.

In the example above, the Module settings have been modified. As a result, Agency and Agency
Group Administrators do not have the option of changing the “Minimum Allowed” to “No
Access” for Application and Module Administrators.

In the example below, an Agency Administrator for FFAS/FSA can choose only “View Only” or

“View, Edit” as minimum allowed default settings within the Agency for Application and
Module Administrators. This is also true for any subgroups.
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Agency Folder Security Settings
Mudule:lCDrrespDndence Management j Category: | j

Group: |OSEC£FFAS£Farm Service Agency (FSA) Select Group

Default Settings

Roles Minimum Allowed Maximum Allowed Ho Access Yiew Only View, Edit
Application Administrators |View Only j |View, Edit j (] [0 -
hodule Administrators View Edit E I‘\/iew, Edit vl (] « -
Agency Group Administratars [MoAccess =] |view Edit x| C i o
Group Administrators |ND Access 7 |View, Edit -] ] ] g
Folder Owner |ND Access 7 |View, Edit | ] ] g
Task Assignees . :

‘hien nat the issignee of the Cument Task I Mo Access j IVIEW’ Edit j L 2 L

Figure 100: Folder Security—Agency Folder Security Settings Based on Module Settings

The figure below displays the Default Settings as they are expressed at the Folder Level based on
higher-level setting making ‘No Access’ unavailable as options for users and administrators.

Folder Security
Control Humber: 5132885
Folder Owner: OSECGFRASIFSAMOEFIMain Group/Correspondence Contral Officer/ecm usereighteen
Action Organization: OSEC/FFAS/FSA/OBFIMain Group
Roles Mo Access View Only View, Edit
Application Administrators o i )
Module Administrators o o £
Agency Group Administrators L £ o
Group Administrators L o o
Folder Cwner (" i ol
L [N L g L
Other Agency Users
Folder Owner Organization:
Privileged Users Lo o
Mission/Staff, Agency, Division, Group Users . o
Mission/Staff, Agency, Division Users L o
Mission/Staff, Agency Users L s
Mission/Staff Users o i
Action Organization:
Privileged Users L =
tission/Staff, Agency, Division, Group Users . o
Mission/Staff, Agency, Division Users L s
Mission/Staff, Agency Users L@ o
Misson/Staff Users o i
All Users I {
Save | View Authorized Users Additional Access List | Cancel

Figure 101: Folder Security—Available Folder Security Settings Based on Module Settings
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In the example below, the Agency Group Administrator has modified the “Maximum Allowed”
folder access for Group Administrators to “View Only.” Therefore, the “View, Edit” button is
grayed out for that role. The grayed out ‘No Access” buttons for Application and Module
Administrators reflect limits set at a higher (Module) level. Thus, the options available at the
folder level represent the sum of the restrictions made at all higher levels.

Agency Folder Security Settings

Module: | Correspondence Management | % Category:

Group: |OSEC/FFAS/Farm Service Agency (FSA4)
Default Settings

Roles Minimum Allowed Maximum Allowed Mo Access View Only View, Edit

Application Administrators Wiew Only Wiew Edit  w ® O

Module Administrators Wiew Only View, Edit ® C

Agency Group Administrators Mo Access v Wiew Only (% O @ —

Group Administrators Mo Acoess v Wiew Edit  w C @ ®

Folder Owner Mo Acoess v Wiew Edit  w C @ ®

Task Assignees Mo Access v View, Edit @) ® O

Mhen not the Assignee of the Cument Task

Other Agency Users
Folder Owner Organization:

Privileged Users Mo Access v Wiew Only v O ®
All Group Users Mo Access v Wiew Only v O ®
All Division Users Mo Access W Wiew Only (% O O]
All Agency Users Mo Access v Wiew Only v O ®
All Mission/Staff Users Mo Access W Wiew Only (% ® @

Action Organization:

Privileged Users Mo Access v Wiew Only v O ®
All Group Users Mo Access v Wiew Only v O ®
All Division Users Mo Access W Wiew Only (% O O]
All Agency Users Mo Access v Wiew Only v O ®
All Mizson/Staff Users Mo Access W Wiew Only (% ® @
All Users Mo Access v Mo Access v ®
[ Save ] [ Cancel

Figure 102: Agency Folder Security Settings

Group Folder Security Settings

Default security settings may be defined at the group level. Maximum and minimum settings
may not be defined at this level. Those settings are those set for parent groups by Application,
Module, or Agency Group Administrators. A Group Administrator (or higher level
Administrator) with administrative privileges for a group or a parent group can set default
security settings for the group. The next three figures display the navigation to the group.
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Group Folder Security Settings
Maodule: |CDrrespDndence tanagement j Category: | j

Group: | Select Group |
Cancel |

Figure 103: Group Folder Security Settings — Select Group

Select G_roup List View |
Tree View
Mg| Office of the Executive Secretariat (OES) -
Office of the General Coungel (OGC)
Office of the Inspector General (OI5)
Research, Education and Economics (REE)
EE{ Rural Development (RD)

ﬁ:l MNone
E Office of Community Development (OGO

E Operations and Management (O&M)
E Rural Business-Cooperative Serice (RBS)
EE‘!ZT Rural Housing Service (RHE)
E Community Facilities
E| fulti Family Housing
E|g Main Group
E ChlAgency
E Correspondence Cantral Officer
E Loan Inguiry
E MFCAgency
E Multi-F amily Housing Portfolio Management
E Multi-Family Housing Processing

EHE; Payment Proc
E Correspondence Control Officer
Q Anderson, Robert -
Select | Cancel |

Figure 104: Group Folder Security Settings—Select Group (Tree View)
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Select Group List View Tree View |

Mission/Staff: |Rura| Development (RD) j

Agency: |Rura| Housing Service (RHS) j

Division: |Mu|ti Family Housing j Show Grnups:‘Pnsitinnsl
Parent Groups

Main Group

{ Positions Users Display

Multi-Family Housing Processing |
RHS MFH Deputy Administrator
Loan Inguiry

Caorrespondence Control Officer
Payrment Processing

Level Down | Level Up | Show, Groups for Userl
Find Group: I EI Find User:l EI
Select Group/Position | Select User |

Cancel |

Figure 105: Group Folder Security Settings—Select Group (List View)

In the examples above, the Security defaults are set at the Agency level within the maximum and
minimum settings previously established. Note that the drop-down lists of maximum and
minimum settings are not available on the Group Folder Security screen.

Therefore, Group Administrators may change the default settings, but they cannot change the
range of options available to a Folder Owner within that group.

Access granted to Agency Group Administrators as “View Only.” As a result, a Group
Administrator defining Group-level security cannot change the default settings for a particular
group to grant “View, Edit” privileges to Agency Group Administrators. This is illustrated
below.
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Group Folder Security Settings
Module: |Correspondence Management j Category: | j
Group: |OSEC}FFASIFSNDACOIMain Group Select Group |
Default Settings

Roles No Access View Only View, Edit
Application Administrators o [0 ("
Module Administrators o « o
Agency Group Administrators (9 (o «
Group Administrators (9 (9 o
Folder Owner f" f" I
LREG S LN — . E .
Other Agency Users
Folder Owner Organization:

Privileged Users f" Ic

Mission/Staff, Agency, Division, Group Users f" Ic

Mission/Staff, Agency, Division Users 9 o«

Mission/Staff, Agency Users 9 o«

Mission/Staff Users « 9
Action Organization:

Privileged Users (9 «

Mission/Staff, Agency, Division, Group Users (9 «

Mission/Staff, Agency, Division Users . o

Mission/Staff, Agency Users f" 1o

Misson/Staff Users g f"
All Users g f"

Save | Cancel

Figure 106: Group Folder Security Settings
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Document Security

Document Security automatically defaults to the same settings as Folder Security, but it can be
tailored to suit different needs. The Document Security screen in Figure 32 shows the
Operations that can be modified and the security setting options. The security options can be

changed for any operation.

Dacument Security
Ceration Hestricti
View ["I"I"J‘:'.-}.'l'i"r."l1.'. :J
[l | Sarna As Foider Restctom |
Lk i Ok,
Chelete: [P ke g Cirdy
J PRETTRR  ——
[Updase | _Cancei |

Figure 32: Document Security
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Capabilities Based On Organizational Hierarchy

The following diagram shows an example of USDA organizational hierarchy.

m IEITER STATEE DEPANTRRERT B

but it is treated as a hierarchical level above

A

RMA

None

G .
Main Group

All Groups
Below

— | MS * Note: USDA is stored as a Mission/Staff,
USDA
| all other Mission/Staffs.
MS
MRP MS FFAS
| 1
None None FSA
| |
None None
Main Group Main Group
All Groups All Groups
D

Below Below None DACO DAFLP
Organization Levels Y | & H | S |
Organization Levels
NS VoS /Siatt Main Group Main Group Main Group
A = Agency
D =Division
G =Group All Groups All Groups All Groups

Below Below Below

Figure 107: USDA Organization Hierarchy
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In ECM, some privileges and defaults are anchored to a specific point in the organizational
hierarchy and then apply to all levels (organizations, groups, and users) below. When group
default security settings are created, they are anchored to a specific organization and apply to all
organizations below unless further restricted by a lower-level group security default. Lower-
level security settings cannot be less restrictive than the settings inherited from parent groups.

For example, if a group default security setting is created at the FSA Agency level, it would
apply to all folders whose Folder Owner organization is within any group within the FFAS
Mission/Staff and FSA Agency.

If the default security setting was created at the DACO level, it would apply to all folders whose
Folder Owner is within any group within the FFAS Mission/Staff, FSA Agency, and DACO
Division.

This hierarchy also applies to privileged users. The access for a privileged user depends on the
organization the privileges are anchored to. The Secretary of the USDA may be a privileged
user at the USDA Mission/Staff level. This would grant access privileges to all folders within all
organizations in USDA.

If a privileged user is anchored at the DACO Agency level, that user would have access to all
folders for all Folder Owning groups within that Division. This user would not be able to access
folders in the DAFLP, None, or other divisions within the FSA agency.

Agency Group Administrators are also anchored at an organization level. Agency Group
Administrators are automatically set as Group Administrators for all groups within the
organization granted and all organizations below. This uses the same hierarchical rules as
described above for privileged users and default security settings.

Agency Group Administrators are able to manage all groups within the organization (anchor
point and below). They have additional privileges that other Group Administrators do not have:

Add/Change Users

Add/Change Agency Security Settings
Authorize Folder Owning Groups
Create Alias-Only Groups

Apwnh e

Group Customized List of Values

Group-customized Lists of Values (LOVs) are based on organizational hierarchy.
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Managing Privileged User and Agency Group Administrator
Designations

A Security Officer may create or remove privileged user and agency group administrator
designations as part of the user’s profile. The following screens show how to manage these
settings for a user.

Figure 108: User Maintenance Screen

User Maintenance
O Add New User & Modify Existing User
User Name:
First Name: | Last Name: |
Email Address: | Phone: |
Mission/Staff: Office of the Executive Secretariat % Agency: Mone hd
Division: MNone b Status: @ Active O Inactive
Executive Review [ Security Officer
rivileged User gen roup Administrator
O Privileged U [CJAgency Group Administrat
Privilege Level Privilege Level
User's Modules
Modules | Roles | Is Defaulk ~
Cotrespondence Managament User
Content Analysis User v
User's Groups
{ Positions
Default Group | Mame | Parent Groups MissionyStaff Agency A
® IMain Group Mone Prod Office of the Executiv... Mone Mar
@ Correspondence Conkral Officer Main Graup Prod Office of the General ... Mone Tor
© Administrator Main Group Prod Office of the Executiv... Mone Mor
@ Correspondence Conkrol Officer Adminiskrator Prod Office of the Executiv... Mone Tor v
4 >
Add Group
[ Reset PIN ] [ Save ] [ Cancel
[ Add Multiple Users

The User Maintenance screen has two new panels — Privileged User and Agency Group
Administrator. Only a security officer may manage these settings.

To set up a Privileged User, the Security Officer clicks the Privileged User checkbox. The Select
Privilege Level screen is displayed to define the anchor point within the organization.
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Tree View

Select Privilege Level

[+][MS] Cffice of the Chief Financial Officer
@ Mational Appeals Division
E&_E[ Office of Budget and Program Analysis
[#H[MS] Office of the Chief Economist
[#]M8] Office of the Chief Infarmation Officer
E{j Assistant Secretary for Civil Rights
MS| Office of Communications
@ Hameland Security
ﬁi_E[ Office of Congressional Relations
[=l[p8] COffice of the Executive Secretariat
E In-Out
EENDI’]E
El'f—,_p;__}'Nune
Main Group

ﬁi_E[ Office of Food Safety
[+][MS] Office of the General Counsgel
@ Office of the Inspector General
E{j Office of the Secretary
@ Farm and Foreign Agricultural Services
[#]/M8] Food, Mutrition and Consumer Services

[+][M8] Marketing and Regulatory Programs
[l hatiwal Bocaiieas and Enviranmant

-

Select

I

Cancel

Figure 109: Select Privileged User Anchor Point

With the tree view interface, the Security Officer can navigate to a lower level in the hierarchy

by clicking the <+> symbols in the display.

In this example, the security officer selects a group as the anchor point for the privileges. With
this selection, the privileges are being anchored at:

Mission/Staff: OES
Agency: None
Division: None
Group: Main Group

The following screen example shows the same selection using the List View interface.
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Figure 110: Select Privilege Level - List View

Select Privilege Level List View
Mission/Staff: |Oﬁ'|ce of the Executive Secretariat v|
Agency: | Mone V|
Division: | Mone v |[ Show Groups-"Positions] |kLe-ss|
Parent Groups |
Mone
Groups YAZTITEIR Users | Display |
Find Gruup:| | Find User: |
[ Select Group ]

With either interface, the Security Officer clicks the <Select> button, and the privileges are
granted. The User Profile is now redisplayed with the updated information.
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User Maintenance
O Add New User & Meodify Existing User
User Name:
First Name: | Last Name: |
Email Address: | Phone: |
Mission/Staff: Office of the Executive Secretariat v Agency: Mone hd
Division: Mone v Status: ® Active O Inactive
Executive Review [ Security Officer
Privileged User []Agency Group Administrator
Privilege Level Privilege Level
OES/Maone/Maone/Main Group [;]
User's Modules
Maodules | Roles | Is Defaulk ~
Cotrespondence Managemment Lser
Content Analysis User v
User's Groups
{ Positions
Default Group | Mame | Parent Groups MissionyStaff Agency A
® Main Group Mone Prod Office of the Executiv... Mone Mor
@ Correspondence Control Officer Main Group Prod Office of the General ...  Mone Tor
© Administrator Main Group Prod Office of the Executiv... Mone Mor
@ Correspondence Conkrol Officer Adminiskrator Prod Office of the Executiv... Mone Tor v
£ >
Add Group
[ Reset PIN ] [ Save ] [ Cancel
[ Add Multiple Users

Figure 111: User Maintenance Screen with Privileged User

This user is now privileged and can view all folders whose Folder Owner organization is within

the OES/None/None/Main Group level or below.

Now the Security Officer would like to make this user an Agency Group Administrator. The
Security Officer clicks the checkbox next to Agency Group Administrator, and the Select

Privilege Level screen is displayed.
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Select Privilege Level
Tree View
|1||H_SI‘ LITICE ar TRe LATET FIFanCTar LACer V.

IE Mational Appeals Division

E{;‘Sl Office of Budget and Program Analysis
BE Office of the Chief Ecaonomist

IE Office of the Chief Infarmation Officer
E{;‘Sl Assistant Secretary for Civil Rights
[ﬁjs Office of Communications

IE Haorneland Security

E{Tl_g Office of Congressional Relations
@ Office of the Executive Sec

B@ Office of Food Safety

IE Office of the General Counsel

E{;‘Sl Office of the Inspector General

BE Office of the Secretary

IE Farm and Foreign Agricultural Services
E{;‘Sl Food, Nutrition and Consumer Services
[ﬁjs harketing and Regulatory Programs
IE Matural Resources and Environment
E{Tl_g Research, Education and Economics
@ Rural Development

B@ White House Liaison

IE United States Department of Agriculture Z

Select ] [ Cancel

Figure 112: Select Agency Group Administrator Anchor Point

The Security Officer can select any organization at any level in the hierarchy. To select the
Mission/Staff of OES and all levels below, the Security Officer highlights Office of the
Executive Secretariat and clicks the <Select> button.
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User Maintenance
O Add New User & Meodify Existing User
User Name:
First Name: | Last Name: |
Email Address: | Phone: |
Mission/Staff: Office of the Executive Secretariat v Agency: Mone hd
Division: Mone v Status: ® Active O Inactive
Executive Review [ Security Officer
Privileged User [v]Agency Group Administrator
Privilege Level Privilege Level
OES/None/Nona/Main Graup [..]|||oES
User's Modules
Maodules | Roles | Is Defaulk | ~
Cotrespondence Managemment Lser
Content Analysis User v
User's Groups
mr Positions
Default Group | Mame | Parent Groups MissionyStaff Agency A
® Main Group Mone Prod Office of the Executiv... Mone Mar
@ Correspondence Control Officer Main Group Prod Office of the General ...  Mone Mor
© Administrator Main Group Prod Office of the Executiv... Mone Mor
@ Correspondence Conkrol Officer Adminiskrator Prod Office of the Executiv... Mone Tor v
£ >
Add Group
[ Reset PIN ] [ Save ] [ Cancel
[ Add Multiple Users

Figure 113: User Maintenance with Agency Group Administrator Privilege

This user is now an Agency Group Administrator for the OES Mission/Staff. This Agency
Group Administrator is automatically designated as a Group Administrator for all groups in all
agencies and all divisions within the OES Mission/Staff.

The Agency Group Administrator can be anchored at any level within USDA. The privileges
apply to all groups within that organizational anchor point and below. When new groups are
added below the anchor point, the Agency Group Administrator is automatically added as a

Group Administrator for the new group.

The Security Officer can remove the Privileged User designation or the Agency Group
Administrator designation by un-checking the checkbox. The user will lose all of the privileges
that were granted. If an Agency Group Administrator is made inactive, that user will be removed
as an Agency Group Administrator in all of the applicable groups.
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ECM Security Officer

The security officer is a specialized class of administrator. The security officer can:

Add new users (not exclusive; shared with other administrators)

Make changes to user accounts (not exclusive; shared with other administrators)
Add/Change Groups (not exclusive; shared with other administrators)

Designate Privileged Users (exclusive; other administrators cannot designate)

Designate Application Administrators (exclusive; other administrators cannot designate)
Designate Module Administrators (exclusive; other administrators cannot designate)
Designate Agency Group Administrators (exclusive; other administrators cannot designate)

A security officer will only have rights to perform these administrative functions. Security
officers will only have rights to view or edit folders within their own organizations and groups.
A security officer may not manage his or her own user account.

Only a Security Officer can grant Security Officer privileges to a user. To grant security officer

privileges to another user, the Security Officer checks the Security Officer checkbox to grant
privileges to the user as shown below.
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O Add New User &) Modify Existing User

User Maintenance

[ Executive Review

User Name:

First Name: | Last Name: |

Email Address: | Phone: |

Mission/Staff: Rural Development A Agency: Rural Housing Service hd
Division: Single Family Housing A Status: &) Active O Inactive

Security Officer

[ Privileged User [JAgency Group Administrator
Privilege Level Privilege Level
User's Modules
rMadules | Roles | Is Default ~
Correspondence Management User
Content Analysis Lser v
User's Groups
{ Positions
Default Group | Mame | Parent Groups | MMissionyStaff Agency Division |
[ 2] IMain Group Mone Rural Development Rural Housing Service  Single Family Housing
(O] Centralized Servicing Center  Main Graup Rural Developrient Rural Housing Service  Single Family Housing
< ¥
Add Group
[ Reset PIN ] [ Save ] [ Cancel

[ Add Multiple Users

Figure 114: Security Officer Designation

To remove Security Officer privileges, the Application Administrator un-checks the box.
The system creates an audit trail of all accounts added and edited by the security officer. The

changes to each account are logged to a database table. Reports can be created so this
information can be reviewed on a regular basis.

Authorized Groups

Groups must be authorized in advance before they can be granted the following capabilities:

e Allow to be designated as a Folder Owning Group.
e Add/Maintain Group-Customizable Lists of Values.

To become an authorized folder owning group, the group must have a Group administrator who
has attended ECM administration training. Application, Module, or Agency Group
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Administrators may designate an authorized group. The following screen example shows the

Group/Position Maintenance screen.

GrouplPosition Maintenance
O Add & Modify

&) Group O Pasition

[ Select Parent Group ]

Name: |Correspondence Managament Select Group
Abbreviation: [CRO
[“] Authorized Group
Parent Groups | MissionSkaff | Agency | Division |
Iain Group Office of the Executive Secretariak Mone Mone

[] Alias-Only Group
Home Organization

Parent Groups | MissionStaff | Bgency Division

Group Members

Figure 115: Group/Position Maintenance - Authorized Group

Lask Mame | First Marne | Mermber |.0.dministrator|+ Suhgru:uupslf:reate WFl.D.ssign Taskl ~
Wimbush  Tina . F
Madison Dewey F L L ]
Andersan Stacey F
Eickhalt Brad . F
Abolarin Mgozi F L
Lake Kwame F F
Ginyard Br... Cynthia E F w
Save Group ] [ Delete Group ] [ Cancel l

To authorize a group, the administrator checks the Authorized Group checkbox.
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Designate Group Administrator for Current Group Only

In ECM, Group Administrators are designated as having Group Administrator for only the
designated group. As an additional, and separate, privilege, a Group Administrator can be
designated as having Group Administrator rights for subordinate groups (+ subgroup privilege).

GrouplPosition Maintenance
O Add & Modify

® Group O Position

Name: \Correspondence Managerment Select Group

Abbreviation: (CRO

[v] Authorized Group
Parent Groups | MissionfStarf | Agency | Division |

Main Group Office of the Executive Secretariat hane hane

[ Select Parent Group l

L] Alias-Cnly Group
Home Organization

Parent Groups | Mission/Staff | Agency Diwision

Group Members

Last Mame | Firsk Mame | Member |P.dministratu:ur|+ Subgroups |Create WF| Bssign Task| ~
wimbush — Tina il O
Madison Dty | F | i
Anderson Stacey L
Eickholt Brad F il
Abolarin Mgozi F [l
Lake Kiame F O
Ginyard Br.., Cynthia F F “
Save Group l [ Delete Group ] [ Cancel ]

When a user is identified as an Administrator for a group, the + Subgroups checkbox designates
if the user is also an administrator for subgroups of the designated group. The default is yes
(checked), but it may be unchecked. Application, Module, Agency Group Administrators or
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Group Administrators for a higher-level group with +Subgroup privilege may designate whether
or not the group administrator is an administrator for subgroups.

Alias-Only Groups/Positions

Some groups or positions are created only to support the aliasing of workflow tasks. The user(s)
in an Alias-Only group belong to a different organization from the one that the Alias-Only group
is created within. Alias-Only groups and their users are managed by users with administrative
privileges for the owning “home” organization, not the “destination” organization.

An Alias-Only group allows user(s) who perform work for a specific external organization to
receive a workflow task when that organization is the action organization for the folder — but the
user(s) is not a member of that organization.

Members of Alias-Only groups should not be mistaken as employees of the organization. With
access privileges based on the organization, members of Alias-Only groups are excluded from
access privileges to organizations they are added to for aliasing purposes. Alias-Only groups
also need to be excluded from reports at the agency level

To support these requirements, groups that are created only for aliasing purposes (e.g. CM
Agency) will be identified as Alias-Only Groups. They will be excluded from other users in the
agency when granting access rights based on the organization.

In Outstanding Tasks reports, Alias-only groups should be excluded from the Action
Organization and included for the Folder Owner. The “home” organization for the group is
captured so outstanding tasks reports for the home organization will include outstanding tasks for
its Alias-Only groups.

The following screen example shows an Alias-Only group.
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Group/Position Maintenance
@ Add O Modify

) Group &) Position
|Chr1»‘-‘agenc3,r
DESCH

Authorized Group

Name:

Abbreviation:

Parent Groups | Mizsion)Skaff | Agency

| Divisian |

Main Group Cffice of Food Safety  Food Safety and Inspection Service

Mone

Select Parent Group ]

Alias-Only Group
Home Organization

Parent Groups | Mission)Staff

| Agency | Divvision |

Main iaroup/Document Manage, ., Office of the Executive Secretariat Mone

Mone

Group Members

Last Marne | First Marne
Bradley ‘iilma
Jenkins Betty

Add User

Save Group Cancel

Figure 116: Alias-Only Group / Position

This is actually an Alias-Only Position. The Home Organization is OES/None/None/Main
Group/Document Management Group. Only Application, Module or Agency Group

Administrators may create Alias-Only Groups or Positions.
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Folder Owner Functions

As part of the security re-alignment, the following changes were made to Folder Owner
capabilities:

e Folder Owner cannot Close a Folder except when being prompted after completing the Final
Task.

e Separate the Close and Re-Open Folder functions. Allow the Folder Owner to Re-Open
folders. Only allow an Application, Module, or Group Administrator to Close or Re-Open a
folder.

e Remove the capability for a Folder Owner to Complete Tasks or Delete Folders. Only allow
an Application, Module, or Group Administrator to perform these functions.

ECM Application Privileges by Role

See the attached spreadsheet that displays which ECM application functions can be performed by
various user roles. The user roles are:

Folder Owner

Application Administrator

Module Administrator

Agency Group Administrator
Group Administrator

Task Assignee (for the current task)
Security Officer

The spreadsheet includes Folder functions, Folder Administration, and System, Module and
Group Administration.

7. ECM Template Libraries

Currently, ECM supports two types of libraries, one stores document templates and the other
stores workflow templates. Document templates are documents, or portions of document, that
are stored for repeated use or for reference. Workflow templates are workflows, or portions of a
workflow, that are stored for repeated use. Workflow templates can be associated with
processing codes, and such templates are automatically inserted into an ECM folder when the
associated processing code is added to an ECM folder.
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Workflow Templates

Workflow templates are created in the standard workflow editor. Once complete, they can be
saved to the Workflow Template Library. Similarly, a Workflow Template can be copied from
the library and placed into a folder or into the workflow editor. From the workflow editor, the
menu for the workflow list is shown below.

Workflow List
Insert from Library || 4

Save to Library 2

Figure 117: Workflow List Menu

1. Insert from Library

The user is taken to the Select Workflow List shown in the figure below.

The user’s default group is shown in the top window. The user may search the lists for another
group by clicking the <Select Group> key. The list of workflows for that group is shown in the
middle window. When a name on the list is highlighted, the workflow attached to that list is
shown in the bottom window.

The user may scroll through the list or may search for a specific workflow by entering a name or
a partial name in the *Search For:” box and clicking <Search>.

116



ECM Administrator Training Manual Revised: October 24, 2006

ECM Version 2.007 Administrator Guide Version: 1.1
Select Workflow List
Module: | Correspondence Management j Categury:l j List Type:IGrDup 'I
Group: Main Group Select Group
Parent Groups Mission/Staff Agency Division

Workflow Lists for Selected Group:

OCJ Draft Subflow:
DOJ Subflow 2
DOJ30 General Fublic
FMNS Demo
Lisal hd|
Search for: | Search |

# I Task I # Days I AI Cirganization I Assignes I Appr I F¥1 I NotiFyl

1 Draft Response 1 OSECJOES/Mone. .. DOJ Components 1 M M M
2 Clear Draft Resp. .. 1 OSECJOES/Mone. .. DOJ Components 2 Y M M

Select List Cancel Grid Count: 2

Figure 118: Select Workflow List

The user clicks <Select List> and is returned to the Workflow Editor. If the workflow is
complete and needs no changes, the user clicks <Update and Return>. The user returns to the
folder with the workflow tab displayed. The new workflow will be shown in the window as seen
below. The <Launch Workflow> button is now visible.

2. Save to Library

Once the user has created a workflow that will be used again, it can be saved in the workflow
library by clicking <Save to Library>.

If a workflow already exists with that name, a pop-up with an error message will be displayed as
seen in the figure below.
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Workflow List Maintenance
& Add Mew © Change Existing

List Name: |F'rivac:y Act Waorkflow

Module: ICDrrespDndence Management j Category: I j List Type: I Group 'I
Group: Main Group Select Group |
Parent Groups Mission)'Staff | Agency | Divisian |
Mone Office of the Executive Secretariat Mone Mone
Due Date Type: Subflow Return to Assinnee? | | T hotify Cwner Wihen
% Floating . A”DW X Warkflow is Complate
" Fixed " Retur j
! A List with this name already exists For this Group
-
& | Task | &0 | wppr | Prr | matiey |
1 Review Incoming 1 [o]4 | M M M
2 Draft Response 3 I I I
3 Research Issues 5 QSEC/OES/Mone/Mone  Main Group M M M
4 Prepare Final 2 QSEC/OES/Mone/Mone  Main Group I I I
5 Final Approwal 1 QSEC/OES/Mone/Mone  Main Group M M M
Workflow List Task
Insert from Library | Add | Move Up | Copy |
Save to Library | Insert | Move Down | Edit Details | Cancel
Remove | Remove All | Make Parallel |

Figure 119: Save Workflow List — Select Existing List Name

Upon clicking <OK>, the user will be returned to the Workflow Maintenance List where the
name can be altered as seen below.
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Workflow List Maintenance
& Add Mew © Change Existing
List Name: |F'ri\ra|:y Act Workflow I
Module: |Correspondence tManagement j Category: | j List Type: IPersonal vl
User:  ecmn userwenty Select Group |
Parent Groups | MissionfSkaff | Aaency | Divisian |
Mone Office of the Executive Secretariat MNone MNone
Due Date Type: Subflow Return to Assignee? [T Motify Owner ¥hen
% Floating ' Allow Subflaw Creator to Select Warkflow is Complete
 Fixed " Return Required - Disahle Selection
# I Task I # Days I .0.| Crganization I Assignes I Appr I FyI | Notifyl
1 Review Incoming 1 CSECOESMone/Mone  Main Graup M I I
z Draft Response 3 OSECMOESMone/Mone fain G@roup il il il
3 Research Issues 5 OSECOESMone/Mone  Main Group M M M
4 Prepare Final 2 CSECOESMone/Mone  Main Graup M I I
5 Final Approval 1 OSECMOESMone/Mone fain G@roup il il il
Workflow List Task
Insert from Library | Add | Move Up | Copy |
Save to Library +— Insert | Move Down | Edit Details | Cancel
Remove | Remove All | Make Parallel |

Figure 120: Workflow Maintenance List — List Name Modified

The user can verify that the List has been saved by clicking on <Insert From Library> and

searching for the workflow name as seen below.
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Select Workflow List

Module: | Correspondence Management j Categury:l j List Type:IPerSDnal vl
User: ecrm usertwenty Select Group |
Parent Groups Mission) Staff Agency Division

Workflow Lists for Selected Group:

Privacy Act Wiorkflow ||

Search for: | Search |

# | Task | # Days | .0.| Organization | Assignes | Appr | F1 | Notifyl -

1 Review Incoming 1 OSEC/OES/Mone... Main Group M M M

z Draft Response 3 QSEC/OESIMone... Main Group M M M

3 Research Issues 5 OSEC/OES/Mone... Main Group M M M

4 Prepare Final 2 QSEC/OESIMone... Main Group M M M LI
Select List Cancel Grid Count: §

Figure 121: Workflow Maintenance List — List Name

After saving the workflow, the user remains on the Workflow Maintenance List with the
worflow intact but without a list name. The user may continue to create or modify personal
workflows.

CANCEL

Clicking <Cancel> will return the user to the Main Menu.

Document (Doc) Templates

Document templates are documents, or parts of documents, that are stored in a reference library.
The objective of this section is to provide instruction for the addition of document templates for
groups within the ECM application. The following screen will be displayed after selecting the
Doc Templates link on the Administration menu. Templates are associated with a specific group
within each module in the ECM application. Templates can be added or modified from this
page. Templates should be set up with an expiration date to ensure that no outdated information
is kept in the system.
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Currently Logged In:  Stacy Anderson June 26, 2005

Document Template
Maintenance

Module: Correspondence Management v Subject: hd

Mission/Staff: hd Agency: hd

Division: b Group:
Content Search: v

Search

| Title | \-'ersic-n| Subject | Date Modified | Date Expired | Author Group | Missionll'...l Agency | Divvisian
Grid Count: 0
[ Check Out & Edit l [ Template Indexes ] [ Select & Open ] [ Cancel l
[ Check In & Save ] [ Check In No Changes ] [ Add New Template ] [ List All Versions ]

Figure 122: Document Template Library (Document Template Maintenance)

Document Templates

The Document Template button gives the user access to a list of document templates that can be
used to create new documents. Initially, the document template screen opens with a list of all
templates for the module as seen below.
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Select Document Template
Module: |Correspondence Managementj Subject: | j
Mission/Staff: I j Agency: I j
Division: | j Group: | Select Group |

=l

Content Search:l

Search |

I Title: I \-'ersionl Subiject I Date MUdiFiedl Diate Expiredl Authar Group I Mission,l',,,l figency I Division I -
testing kemplate ad... 1 ACP 03/11j2006  0S5/09)2006 (CMS Tes... Main Group Office of... Mone Mone
test 1 092 03/13/2006  0S/1202006 CMS Tes... MainGroup Office of... More Maone
Test03/ 1406 1 AMIMAL ...  03/14j2006  0S/13j2006 CMS Tes... Main Group Office of ... MNone None
Test 03-13-06 1 ACCOUM... 03/14f2006  03/31/2007 CMS Tes... MainGroup Office of... Mone Mone
test 1 ACP 03f22/2006  0S5/21)2006 (CMS Tes... Main Group Office of... Mone Mone
theesstt 1 ACCOUM.., 03232006  05/22f2006 CMS Tes... MainGroup Office of... Mone Maone
Preprodtest 1 A-129 05/10/2006  OF/09/2006 CMS Tes... Main Group Office of... None None b
test 97105 2 ACCOUM,... 05/2312006  10/31j2008 CMS Tes... Corresp,.. Rural De... Mone Mone
testing adding GU E... 1 ADPRA... 06/30J2005  08/29)2005 Kathy A... Corresp... RuralDe... Rural Bu... Coopera...
testing ppd GU sma. .. 1 ACS 06/3002005  08/2902005 kathy A... Corresp,.. PRuralDe... Rural Bu,.. Coopera... ;I
Grid Count: 15
Check Out & Edit | Template Indexes | Select & Open | Cancel |

Check In & Save | Check In No Changes | Add New Template

| List All Versions |

Figure 123: Select Document Template

The user may search for a template by using any combination of Module, Subject,

Mission/Staff, Agency, Division, Group or even by content.

ADD NEW TEMPLATE

If a user has a template of a commonly used document and wishes to add it to the template
library, this can be done by clicking <Add New Template>. The Window shown in Figure 34 is

displayed.
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Add New
Document Template

Mudule:lCurreapnndence hanagement j
Group: Main Group Select Group |

Parent Groups | MissionStaff | Agency | Divisicn |
Mone Office of the Exe... Mone Mone
Title: |
Subject: |

Date Expired: |1 0/30/2006

=
File Lu[:atiun:l Browse... |

Savel Cancel |

Figure 124: Add New Template

The user may stay in their default user group or choose to save the template in another group by
clicking <Select Group>. The user enters the Title and Subject of the template, an expiration
date and the file location of the template and clicks <Save>. This will place the template in the
Template Library and make it available for other users.

CANCEL
The user may leave the template menu and return to the previous screen.

LIST ALL VERSIONS
Displays the different versions of a changed template. The user may choose the current or a
prior version.

CHECK OUT AND EDIT
Checks out the template for editing. The template is locked until checked in.

CHECK IN AND SAVE
Checks the edited template into the library.

CHECK IN NO CHANGES
Changes the status of the template to “checked in” without adding a document to the library.

TEMPLATE INDEXES
Edits the data (such as title) of the document template in the library.

Only users with the appropriate privileges may use these options.
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