
USDA
ECM Application

Functions and Privileges

6/24/2009

Function
Folder 
Owner

Application 
Administrator

Module 
Administrator

Agency Group 
Administrator*

Group 
Administrator*

Security 
Officer

Task 
Assignee* Comment

* For the Folder Owning Group * *For the Current Task*
Folder Functions

Create Folders Yes Yes Yes Yes Yes No N/A
Add/Change Any Folder Fields Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges
Add/Change Action Org Division and Group 
Folder Fields.  Add/Change Subject Field.

Yes Yes* Yes* Yes* Yes* No Yes * If granted View/Edit Privileges

Change Folder Security Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges
Add, Check-out, Check-in Documents Yes Yes* Yes* Yes* Yes* No Yes * If granted View/Edit Privileges
Check-in Document with No Changes on 
Behalf of another User

Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges

Change Document Indexes Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges - Also Yes for 
Document Author

Change Document Security Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges - Also Yes for 
Document Author

Change/Edit Workflow after Launch Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges
Suspend and Resume Workflow Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges
Delete Documents* Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges
Move/Copy Documents Yes Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges
Inherit Administrative Rights through proxy No No No No No No No
Close Folder (When Prompted after last 
task)

Yes Yes Yes Yes Yes N/A Yes * If granted View/Edit Privileges

Complete/Put Back Tasks for another user 
(Not as Proxy)

Yes** Yes* Yes* Yes* Yes* No N/A * If granted View/Edit Privileges ** If FO is a User 
not a Group

Designate Tasks to a Member of a Group - 
When a task is assigned to the Group

No No No No Yes* No Yes* * With Assign Task Privilege for Group

Add Notes Yes Yes* Yes* Yes* Yes* No Yes * If granted View Only or View/Edit Privileges

Folder Administration Menu Access Yes Yes Yes Yes Yes No Yes

Folder Administration

View Removed Documents Yes Yes* Yes* Yes* Yes* No Yes * If granted View Only or View/Edit Privileges
View Moved Documents Yes Yes* Yes* Yes* Yes* No Yes * If granted View Only or View/Edit Privileges
View Put Back History No Yes* Yes* Yes* Yes* No No * If granted View Only or View/Edit Privileges
Close Folders Yes** Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges ** If FO is a User 

not a Group
Re-open Folder Yes Yes* Yes* Yes* Yes* No N/A * If granted View/Edit Privileges
Delete Folders No Yes* Yes* Yes* Yes* No No * If granted View/Edit Privileges

System, Module, User, Group 
Administration

Add Users No Yes Yes Yes No Yes N/A
Change User - Organization, Status, 
Executive Review, Grant Modules, Reset 
PIN

No Yes Yes Yes No Yes N/A
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Add/Change User - Grant Privileged User, 
Grant Agency Group Administrator, Grant 
Application Administrator, Grant Module 
Administrator

No No No No No Yes N/A

Add/Change Mission/Staff, Agency, 
Division

No Yes No No No No N/A

Add/Change US Holidays No Yes No No No No N/A
Add/Change General Use Categories No Yes Yes No No No N/A
Add/Change Folder Set-Up Groups No Yes Yes Yes No No N/A
Add/Change Address Book Location 
Descriptions

No Yes Yes No No No N/A

Add/Change VIP Types No Yes Yes No No No N/A
Add/Change Special Instructions No Yes Yes No No No N/A
Add/Change Salutation Target Content No Yes Yes No No No N/A
Maintain Spell Check Dictionary No Yes Yes No No No N/A
Content Analysis Task Access No Yes Yes No No No N/A
Add/Change Groups/Positions No Yes Yes Yes* Yes* Yes N/A * For Parent Group
Add/Change Users within a Group No Yes Yes Yes* Yes* Yes N/A * For the Group or a Parent Group
Add/Change Agency Processing Codes No Yes Yes Yes* Yes* No N/A * For the Group or a Parent Group
Add/Change Group Workflow Lists No Yes Yes Yes* Yes* No N/A * Group Admin for the Group or Member with Create 

WF Privileges for the Group or a Parent Group 
Add/Change Default Workflows No Yes Yes Yes* Yes* No N/A * For the Group or a Parent Group
Add/Change Document Templates No Yes Yes Yes* Yes* No N/A * For the Group or a Parent Group
Add/Change Subjects No Yes Yes Yes Yes No N/A
Add/Change Document Types No Yes Yes Yes Yes No N/A
Add/Change Task Descriptions No Yes Yes Yes Yes No N/A
Create an Alias-Only Group No Yes Yes Yes No No N/A
Grant Authorized Group Privileges No Yes Yes Yes* No No N/A
Grant Security Officer Privileges No No No No No Yes N/A
Add/Change Module List of Values No Yes Yes No No No N/A
Add/Change Group List of Values No Yes Yes No Yes* No N/A * Only if the Group is Authorized
Add/Change Module Folder Security 
Settings

No Yes Yes No No No N/A

Add/Change Agency Folder Security 
Settings

No No Yes Yes* No No N/A * For the Group or a Parent Group

Add/Change Group Default Folder Security 
Settings

No No Yes Yes* Yes* No N/A * For the Group or a Parent Group

Add/Change Group Administrator 
+Subgroups Setting

No Yes Yes Yes* Yes* No N/A * For the Group or a Parent Group
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